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classCode R practiceSettingCodeDisplayName R
classCodeDisplayName R repositoryUniqueld Cp
comments (0] serviceStartTime R2
confidentialityCode R serviceStopTime R2
creationTime R size Cp
entryUUID Cg sourcePatientld R
eventCodelList [0} sourcePatientInfo o
eventCodeDisplayName (0] title (¢]
formatCode R typeCode R
hash Cp typeCodeDisplayName R
healthcareFacilityCode R uniqueld R
healthcareFacilityCodeDisplayName R URI Cy
Bl R:%ZE R2:HASHTHNIETESEFRATS 0:FE Ce:LURNITTHRE (ME)

Cx: LU RRISTERTE (WZE) Cp:UARDRJITTHRE (WZE) Cy:URIMIICTERE (EE)
ebXML RIM ver. 3.0
BZAPACS i - BX IHE &

XDs

eb XML

DocumentEntry

|

» ExtrinsicObject

» RegistryPackage

Folder

Classification
“Folder”

I

SubmissionSet

RegistryPackage

Classification

“SubmissionSet”

B B-6 A¥T—2(Z#I1+% XDS & ebXML DXt
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ExtrinsicObject B-7
xml

<rim:ExtrinsicObject xmlns:rim="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0”
id="urn:uuid:ee2ed13d-fee6-4239-affa-984c07171ee3”
mimeType="text/plain” objectType="urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5186¢1">

(- SlotEE>TERT AT —8 —>
<rim:Slot name="creationTime”>
<rim:ValueList>
<rim:Value>20051224</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="languageCode ">
<rim:ValueList>
<rim:Value>en-us</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="sourcePatientld”>
<rim:ValueList>
<rim:Value>89765a87b
</rim:ValueList>
</rim:Slot>

&amp;3.4.5&amp;ISO</rim:Value>

<19 title, comment —— >
<rim:Name>
<rim:LocalizedString value="Physical”/>
</rim:Name>
<rim:Description/>

{I-- ClassificationZF|FALTEET HA9T—4 ——>
<rim:Classification classificationScheme="urn:uuid:41a5887f-8865-4c09-adf7-e362475b143a"
classifiedObject="urn:uuid:ee2ed13d-fee6-4239-affa~984c07171ee3”
nodeRepresentation="History and Physical0d id="id_3">
<rim:Slot name="codingScheme”>
<rim:ValueList>
<rim:Value>Connect—-a-thon classCodes</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Name>
<rim:LocalizedString value="History and Physical0 />
</rim:Name>
</rim:Classification>
<{I-— {1, confidentialityCode, formatCode, healthcareFacilityTypeCode, practiceSettingCode ANWhZET=HY,
AR—ZADEHRTHE — >

<l ExternalldentifierZF|FA L CEET HA2T—4 —>
<rim:Externalldentifier identificationScheme="urn:uuid:58a6f841-87b3-4a3e-92fd-a8ffeff98427"
value="39a444b558a344c"""&amp;1.3.6.1.4.1.21367.2005.3.7&amp;ISO”
id="id 9"
registryObject="urn:uuid:ee2ed13d-fee6-4239-affa—984c07171ee3”>
<rim:Name>
<rim:LocalizedString value="XDSDocumentEntry.patientld” />
</rim:Name>
</rim:Externalldentifier>
<rim:Externalldentifier identificationScheme="urn:uuid:2e82¢1f6-a085-4c72-9da3-8640a32e42ab”
value="160.27.80.47.1.40" id="id_10”
registryObject="urn:uuid:ee2ed13d-fee6-4239-affa—984c07171ee3”>
<rim:Name>
<rim:LocalizedString value="XDSDocumentEntry.uniqueld” />
</rim:Name>
</rim:Externalldentifier>

</rim:ExtrinsicObject>

I BEMASR2, OTHIEMEDAN. BEELTLSLDAHS.
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Folder
B-6 ITI-TF-3 4.1.9
£B6 JHILFDEE—E
EHH WHEE EHH WHEE
availabilityStatus Cg homeCommunityld Cx
codelist R lastUpdateTime Cg
codel.istDisplayName R patientld R
comments (0} title (0}
entryUUID Cg uniqueld R

FLBI R:sZBE R2:BALHTHNIELTESLEFTEHRATS 0:4TE Cg: LU RMJIZTERE (WH2E)
Cx: LY AMIZTHRE IEE)

B-6 ebXML RIM
RegistryPackage RegistryPackage
ebXML RIM Classification
B-8 xml
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<rim:RegistryPackage id="urn:uuid:aae617af-af0f-4a29-979d-8683a8511ba7fi
xmins:rim="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0”>
{!-- title, comment —— >
<rim:Name>
<rim:LocalizedString value="FOLDER” />
</rim:Name>
<rim:Description>
<rim:LocalizedString value="comments go here” />
</rim:Description>

{I-- ClassificationZ{F>TEHT DA% T —24: codelist —— >
<rim:Classification classificationScheme="urn:uuid:1ba97051-7806-41a8-a48b—8fce7af683c5"
classifiedObject="urn:uuid:aae617af-af0f-4a29-979d-8683a8511ba7”
nodeRepresentation="Referralsi id="id_12">
<rim:Slot name="codingScheme”>
<rim:ValueList>
<rim:Value>Connect—-a—thon folderCodeList</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Name>
<rim:LocalizedString value="Referrals” />
</rim:Name>
</rim:Classification>

<l-- ExternalldentifierZF| AL CEEE T B A4 T—5 ——>
<rim:Externalldentifier identificationScheme="urn:uuid:75df8f67-9973-4fbe-a900-df66cefecc5a”
value="160.27.80.47.1.53"
id="id_13” registryObject="urn:uuid:aae617af-af0f-4a29-979d-8683a8511ba7">
<rim:Name>
<rim:LocalizedString value="XDSFolder.uniqueld” />
</rim:Name>
</rim:Externalldentifier>
<rim:Externalldentifier identificationScheme="urn:uuid:f64ffdf0-4b97-4e06-b79f-a52b38ec2f8a”
value="39a444b558a344c"""&amp;1.3.6.1.4.1.21367.2005.3.7&amp;ISO”
id="id_14” registryObject="urn:uuid:aae617af-af0f-4a29-979d-8683a8511ba7”>
<rim:Name>
<rim:LocalizedString value="XDSFolder.patientld” />
</rim:Name>
</rim:Externalldentifier>
</rim:RegistryPackage>

<{-- Lk ECRegistryPackage MM 74 LA | TH B EETFE F T HClassification, RegistryPackage RIZ AN THLELY — >

<rim:Classification xmlns:rim="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0”
classifiedObject="urn:uuid:aae617af-af0f-4a29-979d-8683a851 1ba7”
classificationNode="urn:uuid:d9d542f3-6cc4-48b6-8870-ea235fbc94c2”
id="urn:uuid:307875ac-c587-490f-af9e-ba0a46769b62" >

</rim:Classification>

B-8 FXxaA bY—REITERETBFF1AVRTAILE DFI

SubmissionSet

B-7
ITI-TF-3 4.1.8
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£ B-7 Y¥I3viavbybOEN—&

IHE WEX L= BEMX

author R2 entryUUID Cg

authorlnstitution R2 homeCommunityld Cx

authorPerson (0] intendedRecipient [0}

authorRole R2 patientld R

authorSpecialty R2 sourceld R
availabilityStatus Cg submissionTime R
comments (0] title 0]
contentTypeCode R uniqueld R
contentTypeCodeDisplayName R

Bl R:78 R2:BAGATHNIETESEIFERATS 0:4F8 Ca: LU AMJIZTHRE (W7H)

Cx: LU ARIZTERE (EE)

B-6

RegistryPackage

Classification B-9

ebXML RIM
RegistryPackage
ebXML RIM
xml
HAPACS % -
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<rim:RegistryPackage id="urn:uuid:a83d67b2-210b—41ac-80e4-9c81c6b16d26”
xmins:rim="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0">

(- StZFALTERT AT —4— >
<rim:Slot name="submissionTime">
<rim:ValueList>
<rim:Value>20041225235050</rim:Value>
</rim:ValueList>
</rim:Slot>

<I-- title,comment —— >
<rim:Name>

<rim:LocalizedString value="Physical” />
</rim:Name>
<rim:Description>

<rim:LocalizedString value="Annual physical” />
</rim:Description>

{I-- ClassificationZFI AL TER T HAFT—% —>
<rim:Classification classificationScheme="urn:uuid:aa543740~bdda-424e-8c96-df4873be8500”
classifiedObject="urn:uuid:a83d67b2-210b-41ac-80e4-9¢c81c6b16d26”
nodeRepresentation="History and Physical” id="id_16">
<rim:Slot name="codingScheme”>
<rim:ValueList>
<rim:Value>Connect—a—thon contentTypeCodes</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Name>
<rim:LocalizedString value="History and Physical”/>
</rim:Name>
</rim:Classification>

<{I-- Externalldetifier#¥| AL CEET DA T—4 — >
<rim:Externalldentifier identificationScheme="urn:uuid:96fdda7c-d067-4183-912e-bf5ee74998a8"
value="160.27.80.47.1.52"
id="id_17" registryObject="urn:uuid:a83d67b2-210b—41ac-80e4-9c81c6b16d26”>
<rim:Name>
<rim:LocalizedString value="XDSSubmissionSet.uniqueld”/>
</rim:Name>
</rim:Externalldentifier>
<rim:Externalldentifier identificationScheme="urn:uuid:554ac39e-e3fe-47fe-b233-965d2a147832"
value="1.3.6.1.4.1.21367.2009.1 &#xD;&#xA;d02&#xD;&#xA;2.1”
id="id_18" registryObject="urn:uuid:a83d67b2-210b-41ac-80e4-9c81c6b16d26">
<rim:Name>
<rim:LocalizedString value="XDSSubmissionSet.sourceld”/>
</rim:Name>
</rim:Externalldentifier>
<rim:Externalldentifier identificationScheme="urn:uuid:6b5aeala-874d-4603-a4bc-96a0a7b38446"
value="39a444b558a344c"""&amp;1.3.6.1.4.1.21367.2005.3.7&amp;ISO”
id="id_19” registryObject="urn:uuid:a83d67b2-210b—41ac-80e4-9c81c6b16d26”>
<rim:Name>
<rim:LocalizedString value="XDSSubmissionSet.patientld” />
</rim:Name>
</rim:Externalldentifier>
</rim:RegistryPackage>

{I-— Lt iBRegistryPackage M HIIvi g yb  THhSHIEEEE T SClassification, RegistryPackage N TANTH KLY —>

<rim:Classification xmlns:rim="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0”
classifiedObject="urn:uuid:a83d67b2-210b—41ac-80e4-9c81c6b16d26”
classificationNode="urn:uuid:a54d6aa5-d40d-43f9-88c5-b4633d873bdd”
id="urmn:uuid:895fbb6f-dc68-46a6-81c2-b340a1b53e77" >

</rim:Classification>

E: LEMEHANR2. OTHIEMHEDONAN. BBELTLEEDLH D,

B-9 FXxaAVM/—RBITHERTIYTIviarwybn i
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classCode codeList contentTypeCode
Code ebXMLRIM  Classification
XDS
B-10
confidentialityCode THE 4 JAHIS

5

{CodeType name="confidentialityCode” classScheme="urn:uuid:f4f85eac-e6cb—-4883-b524-2705394840f >
<{Code code="N" display="Normal” codingScheme="2.16.840.1.113883.5.25" />
<Code code="R” display="Restricted” codingScheme="2.16.840.1.113883.5.25" />
{Code code="V" display="very restricted” codingScheme="2.16.840.1.113883.5.25"/>
{Code code="C" display="Celebrity” codingScheme="Connect—a—thon confidentialityCodes” />
<Code code="D" display="Clinician” codingScheme="Connect—a—thon confidentialityCodes” />
<Code code="1" display="Individual” codingScheme="Connect-a—thon confidentialityCodes” />
<Code code="N" display="Normal” codingScheme="Connect—a—thon confidentialityCodes” />
<{Code code="R" display="Restricted” codingScheme="Connect—a—thon confidentialityCodes” />
<Code code="S" display="Sensitive” codingScheme="Connect-a-thon confidentialityCodes” />
{Code code="T" display="Taboo” codingScheme="Connect—a-thon confidentialityCodes”/>
</CodeType>

B B-10 confidentialityCode M EZHHI

Association
ebXML RIM

Association

®B8 FYLI—LavmREE—K

EHH WEE
id Cg
sourceObject R

targetObject R

associationType R

JLBl R:whZE
Cg: LU RAMIIZTERE

3 http://ihexds. nist. gov/xdsref/codes/codes. xml

4 THE XDS JAHIS 09-101
7. http://www. jahis. jp/standard/seitei/st09-101v1. 0a/st09-101v1. Oa. pdf
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Folder

B-11

)

DocumentEntryl

— ]
DocumentEntry2

———

DocumentEntry3

K B-11 4NFIEBRFa AT ESDH

B-9 B-12
£ B9 BHEMEDKE
HE fE&

sourceObject Folder@®entryUUID

targetObject (Association1 D155 ) DocumentEntry1 MentryUUID
(Association2(D 5 &) DocumentEntry2MentryUUID
(Association3(M 155 ) DocumentEntry3MentryUUID

associationType | urn:oasis:names:tc:ebxml-regrep:AssocaitionType:HasMember
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<rim:Association id=flAssociation1®id”
associationType="urn:oasis:names:tc:ebxml-regrep:Association Type:HasMemberfi
sourceObject="FolderMentryUUID"
targetObject="DocumentEntry1 MentryUUID” >

</rim:Association>

<rim:Association id="Association2®id”
associationType="urn:oasis:names:tc:ebxml-regrep:AssociationType:HasMemberfi
sourceObject="FolderMentryUUID”
targetObject="DocumentEntry2 MentryUUID” >

</rim:Association>

<rim:Association id="Association3®Mid"
associationType="urn:oasis:names:tc:ebxml-regrep:Association Type:HasMemberfi
sourceObject="FolderMentryUUID"
targetObject="DocumentEntry3MentryUUID” >

</rim:Association>

B B-12 7YYL I—avikEM

B-10

& B-10 BHEDETE

1HE &
sourceObject HIzyiartykDentryUUID
targetObject RFEaAVRTIUR) | TA4ILA DentryUUID,

HAINMEITHILE  FXa VIV MBI TIviavtybd
id

associationType | urn:oasis:names:tc.ebxml-regrep:AssocaitionType:HasMember

B-13

|

SubmissionSet

DocumentEntry

Association 1

Folder

EB-13 HIIviartyrEMAL-BEOH

Associationl Association3
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#FB-11 REEDHRE

1HE &
sourceObject SubmissionSet®entryUUID

targetObject (Assoxiation1 D15 & )FolderDentryUUID
(Assocaition2 D15 & )AssociationXDid
(Association3M 15 & )DocumentEntry D entryUUID

associationType | urn:oasis:names:tc:ebxml-regrep:AssocaitionType:HasMember

XDS
&B-12 XEMER
XEMRER B
ELEBZ targetObject THETE L= E% . sourceObject TIEEL-XE
(Replacement: RPLC) ITELEZD
D) targetObject THEE L= EIZ. sourceObject CIEELT=XE
(Addendum: APND) BT
Pk sourceObject THEFE L= E [LtargetObject THEL-XEE
(Transformation: XFRM) BIRGEET>OERLIELDERT,
TH-ELEBX sourceObject THEE L= E [ItargetObject THEL=-XE%
(Transformation-Replacement : | (BREREEEITH>T) EBRLI=HDTHY . M DtargetObject THH
XFRM_RPLC) ELT=XE%. sourceObject TIEEL =X EIZELEZ D,
2L sourceObject CHETE L =30 E [LtargetObject THEEL-XED
(signs) EFELTHILEERT,
& B-13 XEMBRL associationType TOHREE
SCERIBR associationType TD & FE(E

ZLEZ (RPLC) urn:ihe:iti:2007:AssociationType:RPLC

#{T (APND) urn:ihe:iti:2007:AssociationType:APND

ZE 4 (XFRM) urn:ihe:iti:2007:Association Type:XFRM

ZE-ZLE X (XFRM_RPLC) | urnihe:iti:2007:AssociationType:XFRM_RPLC

E 4 (signs) urn:ihe:iti:2007:AssociationType:signs

B-14 DocumentEntryl
DocumentEntry2 DocumentEntryl
DocumentEntry2
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DocumentEntry2 Doc‘umentEntryl
(%Lﬁix%) ssoclation (l/:/ZF')%ﬁi;ﬁ)

B B-14 20DOXEOHIGER(ZELER) DA

B-14

R B-14 HERMEDOHREE

IHE &
sourceObject DocumentEntry2®MentryUUID
targetObject DocumentEntry1®MentryUUID
associationType urn:ihe:iti:2007:AssociationType:RPLC

DocumentEntryl availabilityStatus
B-12
ITI-TF-3 4.1.6

B.4 FS VUL avOBEEARK

XDS
SOAP1. 2
[ITI-41] [ITI-43] SOAPI. 2 MTOM/XOP MTOM
with XOP encoding ITI-TF-2b
3.41.5 3.43.5
B-15
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BHIDY—R
[ITI-8] [1T1-44]
REarivk |, REaivb
LOZRRY [ITI-18] avya—v
7y SimpleSOAP
[ITI-42]
SimpleSOAP
F¥aAvk L =07
V=R [ITI-41] YRR [1T1-43]
MTOM/XOP MTOM/XOP

B B-15 FSHILavDBEEFR

SOAP
[ITI-41]
B-16
B-17
MTOM/XOP SOAP
1 SOAP
SOAP Body
B-16 Slot Classification Externalldentifier
SOAP Body Document
SOAP
B-17
RegistryResponse status
Success B-17
Failure SOAP  Body
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POST /tf6/services/xdsrepositoryb HTTP/1.1

Content-Type: multipart/related; boundary=MIMEBoundaryurn_uuid_82378215884CFDAF4E1268820255283;
type="application/xop+xml”; start="<0.urn:uuid:82378215884CFDAF4E1268820255284@apache.org>”;
start—info="application/soap+xml”; action="urn:ihe:iti:2007:ProvideAndRegisterDocumentSet—b”
User—Agent: Axis2

Host: jiji:9080

Transfer—-Encoding: chunked

——MIMEBoundaryurn_uuid 82378215884CFDAF4E1268820255283

Content-Type: application/xop+xml; charset=UTF-8; type="application/soap+xml”
Content—Transfer-Encoding: binary

Content-ID: <0.urn:uuid:82378215884CFDAF4E1268820255284@apache.org>

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmins:soapenv="http://www.w3.org/2003/05/soap—envelope”
xmins:wsa="http://www.w3.org/2005/08/addressing”>
<soapenv:Header>
<wsa:To>http://elektra:9080/tf6/services/xdsrepositoryb<{/wsa:To>
<wsa:MessagelD>urn:uuid:82378215884CFDAF4E1268820254957</wsa:MessagelD>
<wsa:Action>urn:ihe:iti:2007:ProvideAndRegisterDocumentSet—b</wsa:Action>
<{/soapenv:Header>
<soapenv:Body>
<xdsb:ProvideAndRegisterDocumentSetRequest xmins:xdsb="urn:ihe:iti:xds—b:2007">
<lem:SubmitObjectsRequest xmins:lcm="urn:oasis:names:tc:ebxml-regrep:xsd:lcm:3.0”>
<rim:RegistryObjectList xmins:rim="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0"> \

<rim:ExtrinsicObject id="urn:uuid:7a4fc48b—8d20-462a-a8a7-8b94076780eb”
mime Type="text/plain”
objectType="urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5186¢c1”>
<-- HEE—>
</rim:ExtrinsicObject>
<rim:RegistryPackage id="urn:uuid:a83d67b2-210b-41ac-80e4-9c81c6b16d26">
<I-- HEE—>
</rim:RegistryPackage>
<rim:Classification classifiedObject="urn:uuid:a83d67b2-210b—41ac—-80e4-9c81c6b16d26”
classificationNode="urn:uuid:a54d6aa5-d40d-43f9-88c5-b4633d873bdd”
id="urn:uuid:895fbb6f-dc68-46a6-81c2-b340a1b53e77">
</rim:Classification>
<rim:Association associationType="urn:oasis:names:tc:ebxml-regrep:AssociationType:HasMember”
sourceObject="urn:uuid:a83d67b2-210b—41ac-80e4-9c81c6b16d26”

targetObject="urn:uuid:7a4fc48b—8d20-462a—-a8a7-8b94076780eb” /

id="urn:uuid:edc81ecc-d5e8-4eca—alb7-d3f4c89e41db”>
</rim:Association>

</rim:RegistryObjectList>
</lcm:SubmitObjectsRequest>

<xdsb:Document id="urn:uuid:7a4fc48b—8d20-462a—a8a7-8b94076780eb” >
<xop:Include href="cid:1.urn:uuid:82378215884CFDAF4E1268820255652@apache.org”
xmins:xop="http://www.w3.org/2004/08/xop/include” />
<{/xdsb:Document>

</xdsb:ProvideAndRegisterDocumentSetRequest>
</soapenv:Body>
</soapenv:Envelope>
——MIMEBoundaryurn_uuid 82378215884CFDAF4E1268820255283
Content-Type: text/plain

Content—-Transfer—Encoding: binary
Content-ID: <1.urn:uuid:82378215884CFDAF4E1268820255652@apache.org>

This is my document.

It is great!

——MIMEBoundaryurn_uuid_82378215884CFDAF4E1268820255283——

B-16 FXa i r/)—ZAMoDNEEHFERAYVE—D
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HTTP/1.1 200 OK

Server: Apache—-Coyote/1.1

Content—Type: multipart/related; boundary=MIMEBoundaryurn_uuid_D93C36CAA0149E1BB01268820290558;
type="application/xop+xml”; start="0.urm:uuid:D93C36CAA0149E1BB01268820290559@apache.org”;
start—info="application/soap+xml|”; action="urn:ihe:iti:2007:ProvideAndRegisterDocumentSet—-bResponse”
Transfer—-Encoding: chunked

Date: Wed, 17 Mar 2010 10:04:50 GMT

——MIMEBoundaryurn_uuid_D93C36CAA0149E1BB01268820290558

Content—Type: application/xop+xml; charset=UTF-8; type="application/soap+xml”
Content—Transfer-Encoding: binary

Content-ID: <0.urn:uuid:D93C36CAA0149E1BB01268820290559@apache.org>

<{?xml version="1.0" encoding="UTF-8'?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap—envelope”
xmins:wsa="http://www.w3.org/2005/08/addressing”>
<{soapenv:Header>
<{wsa:Action>urn:ihe:iti:2007:Provide AndRegisterDocumentSet—bResponse</wsa:Action>
<{wsa:RelatesTo>urn:uuid:82378215884CFDAF4E1268820254957</ wsa:RelatesTo>
<{/soapenv:Header>
<{soapenv:Body>
<{rs:RegistryResponse xmins:rs="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0”
status="urn:oasis:names:tc:ebxml-regrep:ResponseStatus Type:Success” />
<{/soapenv:Body>
<{/soapenv:Envelope>

——MIMEBoundaryurn_uuid D93C36CAA0149E1BB01268820290558—

B-17 FXa iU AN DL DRIEAYE—D

[ITI-42]
B-18 B-19
MTOM/XOP SOAP
1
B-18
SOAP Body
B-18
B-19
RegistryResponse status
Success B-19
Failure SOAP  Body
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POST /tf6/services/xdsregistryb HTTP/1.1

Content-Type: application/soap+xml; charset=UTF-8; action="urn:ihe:iti:2007:RegisterDocumentSet—b"
User—Agent: Axis2

Host: jiji:9080

Transfer—Encoding: chunked

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmins:soapenv="http://www.w3.org/2003/05/soap—envelope”
xmins:wsa="http://www.w3.org/2005/08/addressing”>
<soapenv:Header>
<wsa:To>http://elektra:9080/tf6/services/xdsregistryb</wsa:To>
<wsa:MessagelD>urn:uuid:48F456C97F7F86E4421268909398104</wsa:MessagelD>
<wsa:Action>urn:ihe:iti:2007:RegisterDocumentSet—b</wsa:Action>
<{/soapenv:Header>
<{soapenv:Body>
<lcm:SubmitObjectsRequest xmins:lcm="urn:oasis:names:tc:ebxml-regrep:xsd:lcm:3.0”>
<rim:RegistryObjectList xmins:rim="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0">
<rim:ExtrinsicObject id="Document01” mimeType="text/plain”

<rim:Value>1.19.6.24.109.42.1</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="size”>
<rim:ValueList>
<rim:Value>4</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="hash”>
<rim:ValueList>
<rim:Value>€543712c0e10501972de13a5bfcbe826c49feb75</rim:Value>
</rim:ValueList>
</rim:Slot>
- O BHEILEEE —> ——
</rim:ExtrinsicObject>
<rim:RegistryPackage id="SubmissionSet01” >
- HEg >
</rim:RegistryPackage>
<rim:Classification classifiedObject="SubmissionSet01”
classificationNode="urn:uuid:a54d6aa5-d40d-43f9-88c5-b4633d873bdd”
id="ID_16164678_1">
</rim:Classification>
<rim:Association associationType="urn:oasis:names:tc:ebxml-regrep:AssociationType:HasMember”
sourceObject="SubmissionSet01”
targetObject="Document01”

</lecm:SubmitObjectsRequest>
</soapenv:Body>
</soapenv:Envelope>

objectType="urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5186¢c1”> \
<rim:Slot name="repositoryUniqueld”>
<rim:ValueList> \

id="ID_16164678_2" >
</rim:Association>
</rim:RegistryObjectList>
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HTTP/1.1 200 OK

Server: Apache—Coyote/1.1

Content-Type: application/soap+xml; action="urn:ihe:iti:2007:RegisterDocumentSet—-bResponse”;charset=UTF-8
Transfer—Encoding: chunked

Date: Thu, 18 Mar 2010 10:49:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmins:soapenv="http://www.w3.org/2003/05/soap—envelope”
xmins:wsa="http://www.w3.org/2005/08/addressing”>
<{soapenv:Header>
<wsa:Action>urn:ihe:iti:2007:RegisterDocumentSet-bResponse</wsa:Action>
<wsa:RelatesTo>urn:uuid:48F456C97F7F86E4421268909398104</wsa:RelatesTo>
<{/soapenv:Header>
<{soapenv:Body>
<rs:RegistryResponse xmins:irs="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0”
status="urn:oasis:names:tc:ebxml-regrep:ResponseStatus Type:Success” />
<{/soapenv:Body>
</soapenv:Envelope>

B B-19 KX a AV ML AR NS DEREAYE—

[ITI-18]
B-20
B-21 MTOM/XOP SOAP
GetDocument uniqueld
160. 27. 80. 47. 54 160. 27. 80. 47. 55
B-20 name

$XDSDocumentEntryUniqueld Slot

B-21 uniqueld
160. 27. 80. 47. 54 uniqueld
160. 27. 80. 47. 55 2

B-21 uniqueld
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POST /tf6/services/xdsregistryb HTTP/1.1

Content-Type: application/soap+xml; charset=UTF-8; action="urn:ihe:iti:2007:RegistryStoredQuery”
User—Agent: Axis2

Host: jiji:9080

Transfer-Encoding: chunked

<?xml version="1.0' encoding=’"UTF-8'?>
{soapenv:Envelope xmins:soapenv="http://www.w3.org/2003/05/soap—envelope”
xmins:wsa="http://www.w3.0rg/2005/08/addressing” >
<{soapenv:Header>
<wsa:To>http://elektra:9080/tf6/services/xdsregistryb</wsa:To>
<wsa:MessagelD>urn:uuid:6 COA7TAC4D92351F45B1268908706961</wsa:MessagelD>
<wsa:Action>urn:ihe:iti:2007:RegistryStoredQuery</wsa:Action>
<{/soapenv:Header>
<{soapenv:Body>
<query:AdhocQueryRequest xmins:query="urn:oasis:names:tc:ebxml-regrep:xsd:query:3.0”
xmins:xsi="http://www.w3.org/2001/XMLSchema-instance”
xmins:rs="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0”
xmlns="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0”>
{query:ResponseOption returnComposedObjects="true” returnType="LeafClass” />
<AdhocQuery id="urn:uuid:5¢4f972b—d56b—40ac—-a5fc-c8ca9b40b9d4 ">
<Slot name="$XDSDocumentEntryUniqueld”>
<{ValueList>
<{Value>('160.27.80.47.1.54’,160.27.80.47.1.55')</Value>
<{/ValueList>
</Slot>
</AdhocQuery>
</query:AdhocQueryRequest>
<{/soapenv:Body>
</soapenv:Envelope>
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HTTP/1.1 200 OK

Server: Apache—Coyote/1.1

Content-Type: application/soap+xml; action="urn:ihe:iti:2007:RegistryStoredQueryResponse”;charset=UTF-8
Transfer-Encoding: chunked

Date: Thu, 18 Mar 2010 10:38:28 GMT

<?xml version="1.0" encoding="UTF-8"7?>
<soapenv:Envelope xmins:soapenv="http://www.w3.0rg/2003/05/soap—envelope”
xmins:wsa="http://www.w3.org/2005/08/addressing” >
<soapenv:Header>
<wsa:Action>urn:ihe:iti:2007:RegistryStoredQueryResponse</wsa:Action>
<wsa:RelatesTo>urn:uuid:6COA7AC4D92351F45B1268908706961</wsa:RelatesTo>
<{/soapenv:Header>
<soapenv:Body>
<query:AdhocQueryResponse xmlns:query="urn:oasis:names:tc:ebxml-regrep:xsd:query:3.0”
status="urn:oasis:names:tc:ebxml-regrep:ResponseStatus Type:Success”>
<rim:RegistryObjectList xmins:rim="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0">

<rim:ExtrinsicObject id="urn:uuid:5d57a8e7-fa67-4d08—bc88—-d3fdd41036ba”
objectType="urn:uuid:7edca82f—054d-47f2-a032-9b2a5b5186¢c1”
status="urn:oasis:names:tc:ebxml-regrep:Status Type:Approved”
mimeType="text/plain” isOpaque="false” home=""
lid="urn:uuid:5d57a8e7-fa67-4d08—bc88—-d3fdd41036ba">
- g —>
<rim:Externalldentifier id="urn:uuid:5a7acd13-3ef7-46e7-8e80-a0af73fbe9d0”
objectType="urn:oasis:names:tc:ebxml-regrep:ObjectType:RegistryObject:Externalldentifier”
identificationScheme="urn:uuid:2e82¢1f6-a085-4c72-9da3-8640a32e42ab”
value="160.27.80.47.1.54"
home=""lid="urn:uuid:5a7acd13-3ef7-46e7-8e80-a0af73fbe9d0”
registryObject="urn:uuid:5d57a8e 7-fa67-4d08—-bc88-d3fdd41036ba">
<rim:Name>
<rim:LocalizedString xml:lang="en-us” charset="UTF-8" value="XDSDocumentEntry.uniqueld” />
</rim:Name>
<rim:Description />
<rim:VersionInfo versionName="1.1" />
</rim:Externalldentifier>
</rim:ExtrinsicObject>

<rim:ExtrinsicObject id="urn:uuid:427a40e6-7214-425a-a020-ed83192b88ac”
objectType="urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5186¢c1”
status="urn:oasis:names:tc:ebxml-regrep:Status Type:Approved”
mimeType="text/plain” isOpaque="false” home=""
lid="urn:uuid:427a40e6-7214-425a-a020-ed83192b88ac ">
- HEg >
<rim:Externalldentifier id="urn:uuid:df573256-0d32-44bc-8954-be0123b5fba7”
objectType="urn:oasis:names:tc:ebxml-regrep:Object Type:RegistryObject:Externalldentifier”
identificationScheme="urn:uuid:2e82c 1f6-a085-4c72-9da3-8640a32e42ab”
value="160.27.80.47.1.55"
home="" lid="urn:uuid:df573256-0d32-44bc—8954-be0123b5fba7”
registryObject="urn:uuid:427a40e6-7214-425a—-a020-ed83192b88ac ">
<rim:Name>
<rim:LocalizedString xml:lang="en-us” charset="UTF-8" value="XDSDocumentEntry.uniqueld” />
</rim:Name>
<rim:Description />
<rim:VersionInfo versionName="1.1" />
</rim:Externalldentifier>
</rim:ExtrinsicObject>

</rim:RegistryObjectList>
</query:AdhocQueryResponse>
<{/soapenv:Body>
</soapenv:Envelope>
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[ITI-43]
B-22
B-23
MTOM/XO0P SOAP
uniqueld
repositoryUniqueld uniqueld
B-22 DocumentRequest

POST /tf6/services/xdsrepositoryb HTTP/1.1

Content—Type: multipart/related;
boundary=MIMEBoundaryurn_uuid_6COA7AC4D92351F45B1268908711218;
type="application/xop+xml”;

start="<0.urn:uuid:6 COA7AC4D92351F45B1268908711219@apache.org>”;
start—info="application/soap+xml”; action="urn:ihe:iti:2007:RetrieveDocumentSet”
User—Agent: Axis2

Host: jiji:9080

Transfer—-Encoding: chunked

——MIMEBoundaryurn_uuid_6COA7AC4D92351F45B1268908711218

Content—Type: application/xop+xml; charset=UTF-8; type="application/soap+xml”
Content—Transfer—-Encoding: binary

Content-ID: <0.urn:uuid:6COA7AC4D92351F45B1268908711219@apache.org>

<?xml version="1.0" encoding="UTF-8'?>
<soapenv:Envelope xmins:soapenv="http://www.w3.org/2003/05/soap—envelope”
xmins:wsa="http://www.w3.org/2005/08/addressing” >
<{soapenv:Header>
<wsa:To>http://elektra:9080/tf6/services/xdsrepositoryb</wsa:To>
<wsa:MessagelD>urn:uuid:6 COA7AC4D92351F45B1268908711215</wsa:MessagelD>
<wsa:Action>urn:ihe:iti:2007:RetrieveDocumentSet</wsa:Action>
<{/soapenv:Header>
<{soapenv:Body>
<RetrieveDocumentSetRequest xmins="urn:ihe:iti:xds—b:2007"
xmins:xsi="http://www.w3.org/2001/XMLSchema-instance”
xsi:schemal.ocation="urn:ihe:iti:xds—b:2007
file:/Users/bill/ihe/Frameworks/ITI-4/XDS.b/schema/IHE/XDS.b_DocumentRepository.xsd”>

<DocumentRequest> g;}?‘d’é P#‘:L)‘:/I‘

<RepositoryUniqueld>1.19.6.24.109.42.1.5</RepositoryUniqueld> 0) ,ri *&
<DocumentUniqueld>160.27.80.47.1.54</DocumentUniqueld> A
</DocumentRequest>

</RetrieveDocumentSetRequest>
<{/soapenv:Body>
</soapenv:Envelope>
——MIMEBoundaryurn_uuid_6C0A7AC4D92351F45B1268908711218—
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B-23 SOAP Body
DocumentResponse
SOAP DocumentResponse
DocumentResponse Document

HTTP/1.1 200 OK

Server: Apache—Coyote/1.1

Content-Type: multipart/related;
boundary=MIMEBoundaryurn_uuid_D93C36CAA0149E1BB01268908713305;
type="application/xop+xml”;
start="0.urn:uuid:D93C36CAA0149E1BB01268908713306@apache.org”;
start—info="application/soap+xml”; action="urn:ihe:iti:2007:RetrieveDocumentSetResponse”
Transfer—-Encoding: chunked

Date: Thu, 18 Mar 2010 10:38:32 GMT

——MIMEBoundaryurn_uuid_ D93C36CAA0149E1BB01268908713305

Content-Type: application/xop+xml; charset=UTF-8; type="application/soap+xml”
Content—-Transfer—-Encoding: binary

Content-ID: <0.urn:uuid:D93C36CAA0149E1BB01268908713306@apache.org>

<?xml version="1.0" encoding='"UTF-8'?>
<{soapenv:Envelope xmins:soapenv="http://www.w3.org/2003/05/soap—envelope”
xmins:wsa="http://www.w3.0rg/2005/08/addressing”>
<soapenv:Header>
<wsa:Action>urn:ihe:iti:2007:RetrieveDocumentSetResponse</wsa:Action>
<wsa:RelatesTo>urn:uuid:6 COATAC4D92351F45B1268908711215</wsa:RelatesTo>
<{/soapenv:Header>
<soapenv:Body>
<xdsb:RetrieveDocumentSetResponse xmins:xdsb="urn:ihe:iti:xds—b:2007">
<rs:RegistryResponse xmins:rs="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0”
status="urn:oasis:names:tc:ebxml-regrep:ResponseStatusType:Success” />

<xdsb:DocumentResponse>

JA=]
<xdsb:RepositoryUniqueld>1.19.6.24.109.42.1.5</xdsb:RepositoryUniqueld> Hy ’Ff LzT:
<xdsb:DocumentUniqueld>160.27.80.47.1.54</xdsb:DocumentUniqueld> p#l)(p I~
<xdsb:mimeType>text/plain{/xdsb:mimeType> =
<xdsb:Document> 0) 'rﬁ #&

<xop:Include href="cid:1.urn:uuid:D93C36CAA0149E1BB01268908713308@apache.org”
xmins:xop="http://www.w3.org/2004/08/xop/include” />
</xdsb:Document>
</xdsb:DocumentResponse> —

</xdsb:RetrieveDocumentSetResponse>
</soapenv:Body>
</soapenv:Envelope>

—
——MIMEBoundaryurn_uuid_ D93C36CAA0149E1BB01268908713305
Content—Type: text/plain PA=] .
Content-Transfer-Encoding: binary H;y 1;]: L’T*
Content-ID: <1.urn:uuid:D93C36CAA0149E1BB01268908713308@apache.org> F#':L)(\/ I‘
This is my document. 2F1$
It is great!

_/

——MIMEBoundaryurn_uuid_D93C36CAA0149E1BB01268908713305—
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entryUUID entryUUID

entryUUID
entryUUID
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MTOM/XOP SOAP
uniqueld
uniqueld uniqueld
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uniqueld
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SOAP
[ITI-43]
MTOM/XO0P SOAP
URI HTTP
[ITI-43] [ITI-17]
[ITI-43]
uniqueld uniqueld
[ITI-17] URI
HTTP GET
URI
XDS
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% B-19 BN RELLHEE

AT —H B "5
(OF: %]
R a Ak | availabilityStatus FIR BRI
g U lurn:oasis:names:tc:ebxml-regrep:ResponseStatusType:Approved |
ET %,
entryUUID UUIDETHEE 9 % . UUIDD K [LIHE-TF-3D4.1.7I2%H %
Tabled. 1-3% S8
homeCommunityld | A7 ar M XCAZFIAL CERAS 1 =T EESEZ5E
%Y
THILE availabilityStatus PR BRI
lurn:oasis:names:tc:ebxml-regrep:ResponseStatusType:Approved |
ET %,
entryUUID UUID{ETHEE T %, UUDD R R XIHE-TF-3D4.1.71=%H %
Tabled.1-3% SR
homeCommunityld | A7 av A XCAZR AL THEHAS =T+ EESEDHIES
TsZ8
lastUadateTime FIRIZBHFR SN DO
HJ 2w 3 | availabilityStatus IR B EREFIC
vtk lurn:oasis:names:tc:ebxml-regrep:ResponseStatusType:Approved |
£ %,
entryUUID UUIDETHEE S % . UUIDD K [FIHE-TF-3D4.1.7IZ%H %
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2y
ID

1D

Success
RPLC XFRM_RPLC
availabilityStatus  Approved
availabilityStatus
ID
patientld
patientld
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MIME
mimeType
MIME XDS
lastUpdateTime
lastUpdateTime

1D

patientld patientld

author eventCodelist
classCode
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lastUpdateTime
Duplicated
availabilityStatus Approved

B.6.4 KFXxaArvhbarvia—=

B-20
% B-20 2> a—vICBET B0 H I3y
koo a0 Y—R/F—=yk
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GUI
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MTOM/XO0P SOAP
MTOM/XO0P
SOAP
URI HTTP GET
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BiEE C. ATNA, CTH &

C.1 %) T+ ERHE

THE IT

ATNA (Audit Trail and Node

Authentication)
CT (Consistent Time)

IHE  ITI
BPPC (Basic Patient Privacy Consents)
FUA (Enterprise User Authentication), XUA(Cross—Enterprise
User Assertion)

C.2 #METOT7AIEH

C.2.1 ATNA

1)

ATNA IHE IT Infrastructure

2010 2 Revision 6.0 2008 8 10

ATNA

1)
PHI (

2)
3) THE
4) PHI Protected Health Information PHI
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ATNA
1)“ Secure Domain”

2)
ATNA
3) ATNA
4) THE
TLS

5) ATNA
6)

(Node Authentication)
1)
2) DICOM, HL7, HTML
3)

(Audit Trail)
1)
2) THE
3)

Reliable Syslog Cooked Profile(RFC-3195)

Syslog (RFC-3164)

ATNA

ATNA

EUA

NTP Network Time Protocol Version 3. RFC1305
SNTP Simple Network Time Protocol (SNTP) RFC2030

THE

PHI

BSD

DICOM 2003 PS 3. 15:Security Profiles. Annex Bl:The Basic TLS Secure

Transport Connection profile

IETF: Transport Layer Security (TLS) 1.0 (RFC 2246)

ITU-T: Recommendation X.509 (03/00).“ I nf or mat i on

-tOpea h n o |

Systems Interconnection — The directory: Public—key and attribute

certificate frameworks”
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IETF: The BSD Syslog Protocol. (RFC 3164);Reliable Delivery for Syslog
(RFC 3195) ;Security Audit and Access Accountability Message XML Data
Definitions for Healthcare Applications (RFC 3881).

DICOM Supplement 95 ¢)ASTM: E2147-01 Standard Specification for Audit
and Disclosure Logs for Use in Health Information Systems.

W3C: Recommendation: Extensible Markup Language (XML) 1.0

ATNA DICOM
THE
CP

ATNA

ATNA
NA (Node Authentication)

NA

AT (Audit Trail)

C.2.2 CT

CT

Time Server

CT
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PC

0S

C.3 EFMFOERCHEEBEBMOKRA > H

a)
c)

C.3.1

ITI

Supplement95” Audit Trail Messages”

EEEWHOT 8T 51 FOMHAE

IT

DICOM

®C-1 BEEEHOTHION T —ARUM—K

Trigger Event Description Source Vocabulary
InstancesStored Instances for a particular study have been storedorf DI COM ( SDI@OM9
system. One event covers all instances stored for th| Instances Transferred
particular study.
Medication Medication orders and administration within an IHE Extension (ITITF-2a:
instance or episode of care. This includes initialordg 3. 20. 7. 3) A M
dispensing, delivery, and cancellation. See note belf Ev e nt 0
Mobile-machineevent Mobile machine joins or leaves secure domain. DICOM (Sup 95)
fiNetwork Entrg
NodeAuthenticationfail | A secure node authentication failure has occurred | DICOM (Sup 95)
ure during TLS negotiation, e.g. invalid certificate. fiSecurity Alerd
Orderrecordevent Order record created, accessed, modified or delete¢ DI COM ( SQrger 9
Involved actors: Order Placer. This includes initial | Record

order, updates or amendments, delivery, completion
and cancellation. See note below.

Patientcareassignment

Staffing or participant assignment actions relevant t

IHE Extension (ITI TF2a:

BHAPACS A% -
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the assignment of healthcare professionals, caregive
attending physician, residents, medical students,
consultants, etc. to a patient It also includes change
assigned role or authorization, erglative to
healthcare status change, aneéadsignment

3. 20 .PatienBQaren
Resource Assignmeint

Patientcareprotocd Patient association with a care protocol. This includ¢ IHE Extension (ITlI TF2a:
initial assignment, scheduling, updates or amegmts, | 3 . 2 0 .P&tien8Garef
completion, and cancellation. See note below. Protocob

Patientrecordevent Patient record created, modified, or accessed. DI COM ( SRapent9

Record

PHI-export Any export of PHI on media, either removable physi DI COM ( Skxpord9
media such as GIROM or electronic transfer of files
such as email. Any printing activity, paper or film,
local or remote, that prints PHI.

PHI-import Any import of PHI on meid, either removable DI COM ( Slmportd9
physical media such as GROM or electronic transfer
of files such as email.

Procedureecordevent Procedure record created, modified, accessed or DICOM (Sup 95)

deleted.

fiProcedure Recodd

Query Information

A query has been received, either as part of an IHE
transaction, or as part other products functions. For
example: 1) Modality Worklist Query 2) Instance or
Image Availability Query 3) PIX, PDQ, or XDS Query
Notes: The general guideaniseo log the query event
with the query parameters and not the result of the
query. The result of a query may be very large and i
likely to be of limited value vs the overhead. The qué
parameters can be used effectively to detect bad
behavor and thexpectation is that given the query
parameters the result could be

See note below.

DICOM (Sp 9 Buenp fi

Mobile-machineevent

Mobile machine joins or leaves secure domain.

DICOM (Sup 95)
fiNetwork Entrg

NodeAuthenticationfail | A secure node authentication failure has occurred | DICOM (Sup 95)

ure during TLS negotiation, e.g. invalid certificate. ifiSecurity Al

Orderrecordevent Order record created, accessed, modified or deleteq DI COM ( SQrger 9
Involved actors: Order Placer. This includes initial Record

order, updates or amendments, delivery, completion
and cancellation. See note below.

Patientcareassignment

Staffing or participant assignment actions relevant tg
the assignment of healthcare professionals, caregivé
attending physician, residents, medical students,
consultants, etc. to a patient It also includes change
assigned role or authorization, e.g., relatio
healthcare status change, anebdsignment

IHE Extension (ITI TF2a:
3. 20 .Patien8QGaren
Resource Assignmeint

Patientcareepisode

Specific patient care episodes or problems that occ
within an instance of care. This includes initial
assignmat, updates or amendments, resolution,
completion, and cancellation. See note below.

IHE Extension (ITI TF2a:
3. 20 .Pdtien8Qare i
Episod®

Patientcareprotocol

Patient association with a care protocol. This includ
initial assignment, schedulingpdates or amendmentg
completion, and cancellation. See note below.

IHE Extension (ITI TF2a:
3. 20 .PatienBQaren
Protocob

Patientrecordevent

Patient record created, modified, or accessed.

DICOM
Record

( S u pPatiend

PHI-export

Any export of PHI on media, either removable physi
media such as GIROM or electronic transfer of files
such as email. Any printing activity, paper or film,
local or remote, that prints PHI.

DI COM ( SExpord9
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PHI-import Any import of PHI on meid, either removable DI COM ( Slmporto9
physical media such as GROM or electronic transfer
of files such as email.

Procedureecordevent Procedure record created, modified, accessed or DICOM (Sup 95)

deleted.

fiProcedure Recodd

Query Information

A query has been received, either as part of an IHE
transaction, or as part other products functions. For
example: 1) Modality Worklist Query 2) Instance or
Image Availability Query 3) PIX, PDQ, or XDS Query
Notes: The general guidearisdo log the query event
with the query parameters and not the result of the
query. The result of a query may be very large and i
likely to be of limited value vs the overhead. The qug
parameters can be used effectively to detect bad
behavor and thexpectation is that given the query
parameters the result could be

regenerated if necessary.

DI COM ( SQueno9

Security Alert

Security Administrative actions create, modify, delet
query, and display the following:

1. Configuration and other chges, e.g., software
updates that affect any software that processes
protected information. Hardware changes may also
reported in this event.

2. Security attributes and auditable events for the
application functions used for patient management,
clinical processes, registry of business objects and
methods (e.g. WSDL, UDDI), program creation and
maintenance, etc.

3. Security domains according to various
organizational categories such as entitgle,
institutional, departmental, etc.

4. Security categorgeor groupings for functions and
data such as patient management, nursing, clinical,
5. The allowable access permissions associated wit]
functions and data, such as create, read, update, de
and execution of specific functional units or object
aacess or manipulation methods.

6. Security roles according to various tagkuping
categories such as security administration, admissio
desk, nurses, physicians, clinical specialists, etc. It &
includes the association of permissions with roles fo
role-based access control.

7. User accounts. This includes assigning or changi
password or other authentication data. It also includ
the association of roles with users for rbkesed access
control, or permissions with users for ubased acces
contol.

8. Unauthorized user attempt to use security
administration functions.

9. Audit enabling and disabling.

10. User authentication revocation.

11. Emergency Mode Access (aka Br&zllss)

Security administration events should always be
audited.

DICOM (Sup 95)
fiSecurity Alerd

User Authentication

This message describes the event of a user attempt
to log on or log off, whether successful or not. No
Participant Objects are needed for this message.

DI COM ( Suspr 9
Authenticatio

Study-Object-Event

Study is created, modified, accessed, or deleted. Th
reports on addition of new instances to existing stud
as well as creation of new studies.

DICOM (Sup 95)
fiDICOM Instances
Accessed

BHAPACS A% -
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Studyused SOP Instances from a specific study are created, DICOM (Sup 95)
modified or accessed. One event covers all instancg ADICOM Instances
used for the particular study. Accessed
Note: The IHE extension has reduced the scope of many of the IETF evemsotovre phr ases | i ke " checl
clinicalcontrai ndi cati onsé&. This is done to highlight that the ev
access, use,

& C2 BEEEHOTHAIRUIOI—FE—E

Coding Scheme Coding Code Value Code Meaning
Designator Scheme
Version
IHE IHEOOO1 Health Services Provision Event
IHE IHEOOQ2 Medication Event
IHE IHEOOG3 Patient Care ResourceAssignment
IHE IHEOOO4 Patient Care Episode
IHE IHEOOGG Patient Care Protocol
C-1 DICOM C-2
IHE

C.3.2 EHEIHATARY FDHI

8) export

C.3.3 BT OJIcREH I RECL
RFC3881

RFC2881
D.3

BAPACS BI%i% - BA IHE &
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C.4 BEENJHEENHHRERHM

2)
pdf
THE-IT
ATNA (Audit Trail and Node Authentication) Audit
Trail-Secure Node
1D
ITI-IT
CT (Consistent Time) Time
Client
HZA PACS X% - HA [HE i
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fiEED. ATNA QS DH

D.1 EERMAIDI—RT7—X

EMR A

BB 1D

BB
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D.2 EEIMHOITOHABRK

Consumer
Field Name Opt Value Constraints
EventID M EV(110107, DCM, “Import”™)
EventActionCode M “C” (Create)

Event EventDataTime M not specialized
AuditMessage/ - —
Eventldentification EventOutcomelndicator M not specialized

EV("ITI-17", "IHE
EventTypeCode M | Transactions”, “Retrieve

Document”)

Source (Document Repository) (1)

Destination (Document Consumer) (1)

Human Requestor (0..n)

Audit Source (1)

Patient (0..1)

Document URI (1)

Where:

Field Name Opt Value Constraints
UserlD U not specialized
AlternativeUserID U not specialized
UserName U not specialized
Source UserlsRequestor M “false”
AuditMessage/ RoleIDCode M EV(110153, DCM, “Source”)
ActiveParticipant NetworkAccessPointTypeCode M P 1,, for machine (DNS) name,
2" for IP adress
The machine name or IP
NetworkAccessPointID M adress, as specified in RFC
3881.
Field Name Opt Value Constraints
UserlD U not specialized
the process ID as used within
AlternativeUserID M the local operating system in
the local system logs.
Destination UserName U not specialized
AuditMessage/ UserlsRequestor M “true”
ActiveParitcipant RoleIDCode M "EV(1 10152, PCM'
Destination”)
NetworkAccessPointTypeCode M ,,1 ” for machine (DNS) name,
2" for IP adress
. The machine name or IP adress,
NetworkAccessPointID M as specified in RFC 3881,
Human Field Name Opt | Value Constraints
Requestor Identity of the human that
) U serlD M . .
(if known) initiated the transaction.
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AuditMessage/ AlternativeUserID U not specialized
ActiveParticipant UserName U not specialized
UserlsRequestor M “true”
Access Control role(s) the user
RoleIDCode U holds that allows this
transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Audit Source Field Name Opt | Value Constraints
AuditMessage/ AuditSourcelD u not specialized
AuditSource AuditEnterpriseSitelD u not specialized
Identification AuditSourceTypeCode u not specialized
Field Name Opt | Value Constraints
ParticipantObjectTypeCode M “1” (Person)
ParticipantObjectTypeCodeRole M “1” (Patient)
ParticipantObjectDataLifeCycle U not specialized
Patient EV(2, RFC-3881, “Patient
(if known) ParticipantObjectIDTypeCode M Number”)
AuditMessage/ ParticipantObjectSensitivity U not specialized
ParticipantObjectlde - -
ntification ParticipantObjectD M The patient ID in HL7 CX
format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Field Name Opt Value Constraints
ParticipantObjectTypeCode M “2” (system)
ParticipantObjectTypeCodeRole M “3” (report)
ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode M EV(12, RFC-3881, “URI")
Document URI ParticipantObjectSensitivity U not specialized
Afjc?itMessa}ge/ ParticipantObjectID M Document URI
Partlclp.a.ntO.bJectIde ParticipantObjectName U not specialized
ntification ParticipantObjectQuery U not specialized
Type=XDSDocumentEntry.uniq
ueld (the literal string),
ParticipantObjectDetail MC Value=the value of the
Document Unique ID (from the
XDS metadata)
Repository
Field Name Opt Value Constraints
Event EventID M | EV(110107, DCM, “Import”)
AuditMessage/ EventActionCode M “C” (Create)
Eventldentification
EventDataTime M not specialized
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EventOutcomelndicator M not specialized
EV(ITI-177, “IHE
EventTypeCode M | Transactions”, “Retrieve
Document”)
Source (Document Repository) (1)
Destination (Document Consumer) (1)
Human Requestor (0..n)
Audit Source (1)
Patient (0..1)
Document URI (1)
Where:
Field Name Opt Value Constraints
UserID U not specialized
AlternativeUserID U not specialized
UserName U not specialized
Source 7 >
. UserlsRequestor M false
AuditMessage/ - -
. - RoleIDCode M EV(110153, DCM, “Source”)
ActiveParticipant o hine (DNS)
NetworkAccessPointTypeCode M oy or machine name
2" for IP adress
The machine name or IP adress
NetworkA PointID M '
erworknecessromn as specified in RFC 3881.
Field Name Opt Value Constraints
UserlD U not specialized
the process ID as used within the
AlternativeUserID M local operating system in the
L. local system logs.
Destination .
f UserName U not specialized
AuditMessage/ P
. . . UserlsRequestor M true
ActiveParticipant P .
RoleIDCode M EV(110152, DCM, "Destination”)
“17 fi hi DN
NetworkAccessPointTypeCode M . or machine (DNS) name,
2" for IP adress
The machine name or IP adress
N kA PointID M '
etworkAccessFoint as specified in RFC 3881.
Field Name Opt Value Constraints
UserID M lId'elntlty of the humar-l that
initiated the transaction.
R Human AlternativeUserID U not specialized
f—)questor UserName U not specialized
(if known) P
. UserlsRequestor M true
AuditMessage/ A c role(s) h
ActiveParticipant RolelDCode U ccess Contro rog s) the us.er
holds that allows this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Audit Source Field Name Opt Value Constraints
AuditMessage/ AuditSourcelD U not specialized
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AuditSource AuditEnterpriseSitelD U not specialized
Identification AuditSourceTypeCode u not specialized
Field Name Opt Value Constraints
ParticipantObjectTypeCode M “1” (Person)
ParticipantObjectTypeCodeRole M “1” (Patient)
Patient ParticipantObjectDatalLifeCycle u not specialized
(_if known) ParticipantObjectIDTypeCode M EV@, R,,FC_3881' Patient
AuditMessage/ Number™)
ParticipantObjectlden | ParticipantObjectSensitivity U not specialized
tification ParticipantObjectID M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Field Name Opt Value Constraints
ParticipantObjectTypeCode M “2" (system)
ParticipantObjectTypeCodeRole M “3” (report)
ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectID TypeCode M EV(12, RFC-3881, “URI")
Document URI ParticipantObjectSensitivity U not specialized
AuditMessage/ — -
ParticipantObjectlden ParticipantObjectID M Document URI
tification ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
Type=XDSDocumentEntry.uniqu
.. ) , eld (the literal string), Value=the
ParticipantObjectDetail MC value of the Documint Unique ID
(from the XDS metadata)
Source
Field Name Opt Value Constraints
EventID M EV(110106, DCM, “Export”)
EventActionCode M “R” (Read)
Event - —
AuditMessage/ EventDataTime M not specialized
Eventldentification EventOutcomelndicator M not specialized
EV("ITI-14", “IHE
EventTypeCode M | Transactions”, “Register
Document Set”)

Source (Document Repository or Integrated Document Source/Repository) (1)

Human Requestor (0..n)

Destination (Document Registory) (1)

Audit Source (Document Repository or Integrated Document Source/Repository) (1)

Patient (1)

SubmissionSet (1)

Where:

Source ‘

Field Name

| Opt |

Value Constraints
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AuditMessage/ UserlD u not specialized
ActiveParticipant the process ID as used within
AlternativeUserID M the local operating system in
the local system logs.
UserName U not specialized
UserlsRequestor M “true”
RoleIDCode M ,,EV(1 101,,53' DCM,
Source”)
NetworkAccessPointTypeCode M " 1,, for machine (DNS) name,
2" for IP adress
The machine name or I[P
NetworkAccessPointID M adress, as specified in RFC
3881.
Field Name Opt Value Constraints
UseriD M lI<.ielntity of the humar‘n that
initiated the transaction.
Human AlternativeUserID U not specialized
Requestor UserName U not specialized
(if known) UserlsRequestor M “true”
AuditMessage/ Access Control role(s) the
ActiveParticipant | RoleIDCode U user holds that allows this
transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Field Name Opt Value Constraints
UserlD M SOAP endpoint URL
AlternativeUserID U not specialized
UserName U not specialized
Destination UserlsRequestor M “false”
AuditMessage/ RoleIDCode M ,,EV(1 1.015.2' ,I,DCM'
ActiveParticipant Pistmabon )
NetworkAccessPointTypeCode M ” 1,, for machine (DNS) name,
2" for IP adress
The machine name or IP
NetworkAccessPointID M adress, as specified in RFC
3881.
Audit Source Field Name Opt Value Constraints
AuditMessage/ AuditSourcelD U not specialized
AuditSource AuditEnterpriseSitelD U not specialized
Identification AuditSourceTypeCode u not specialized
) Field Name Opt Value Constraints
.Patlent ParticipantObjectTypeCode M “1” (person)
AuditMessage/ — , o ,
ParticipantObject Part!c!pantOleectTypeC‘fodeRole M 1 (patllen-t)
Identification ParticipantObjectDatalifeCycle ] not specialized
ParticipantObjectIDTypeCode M EV(2, RFC-3881,
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“Patient
Number™)
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M the patient ID in HL7 CX
format..
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Field Name Opt Value Constraints
ParticipantObjectTypeCode M “2” (System)
ParticipantObjectTypeCodeRole M “20” (job)
ParticipantObjectDataLifeCycle ] not specialized
EV(”urn:uuid:a54d6aa5-d40d
SubmissionSet -43f9-88¢5-b4633d873bdd”,
AuditMessage/ ParticipantObjectIDTypeCode M | “IHE XDS Metadata”,
ParticipantObject “submission set
Identification classificationNode™)
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M the submissionSet unique ID
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Repository
Field Name Opt Value Constraints
EventID M EV(110107, DCM, “Import™)
EventActionCode M “C” (Create)
Event EventDataTime M not specialized
AuditMessage/
Eventldentification EventOutcomelndicator M not specialized
EV("ITI-14", “IHE
EventTypeCode M | Transactions”, “Register

Document Set”)

Source (Document Repository or Integrated Document Source/Repository) (1)

Destination (Document Registory) (1)

Audit Source (Document Registory) (1)

Patient (1)

SubmissionSet (1)

Where:

Field Name Opt Value Constraints
UserlD U not specialized
Source AlternativeUserID ] not specialized
AuditMessage/ UserName U not specialized
ActiveParticipant | UserlsRequestor M “true”

RoleIDCode M EV(110153, DCM, “Source”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name,
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"2” for IP adress

The machine name or IP adress,

NetworkAccessPointID M as specified in RFC 3881,
Field Name Opt Value Constraints
UserlD U SOAP endpoint URI
the process ID as used within
AlternativeUserID M the local operating system in the
local system logs.
Destination .Y
AuditMessage/ UserName U TOt spfmallzed
ActiveParticipant UserlsRequestor M false _ _
RoleIDCode M EV(110152, DCM, “Destination”)
NetworkAccessPointTypeCode M o 1,, for machine (DNS) name,
2" for IP adress
. The machine name or IP adress,
NetworkAccessPointID M as specified in RFC 3881,
Audit Source Field Name Opt Value Constraints
AuditMessage/ AuditSourcelD ] not specialized
AuditSource AuditEnterpriseSitelD U not specialized
Identification AuditSourceTypeCode u not specialized
Field Name Opt Value Constraints
ParticipantObjectTypeCode M “1” (person)
ParticipantObjectTypeCodeRole M “1” (patient)
ParticipantObjectDatalifeCycle U not specialized
Patient EV(2, RFC-3881, “Patient
AuditMessage/ ParticipantObjectIDTypeCode M Number”)
Partlclp.antO.bJect ParticipantObjectSensitivity U not specialized
Identification
ParticipantObjectID M the patient ID in HL7 CX format..
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Field Name Opt Value Constraints
ParticipantObjectTypeCode M “2” (System)
ParticipantObjectTypeCodeRole M “20” (job)
ParticipantObjectDatalifeCycle ] not specialized
o EV(“urn:uuid:a54d6aa5-d40d-43
SubmissionSet y . f9-88¢5-b4633d873bdd”, “IHE
Auclil’fMessag.e/ ParticipantObjectiDTypeCode M XDS Metadata”, “submission set
Partlclp.antO.bJect classificationNode™)
Identification ParticipantObjectSensitivity ] not specialized
ParticipantObjectID M the submissionSet unique ID
ParticipantObjectName ] not specialized
ParticipantObjectQuery ] not specialized
ParticipantObjectDetail ] not specialized
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D.3 EEEZEFMASIDRXF¥—7

<! - edited with XMLSPY v2004 rel. 3 U (http://www.xmlspy.com) by Glen F. Marshall (HL7 Technical
Steering Committee) ->
- <xs:schema xmlns:xs =" http://www.w3.0rg/2001/XMLSchema "
elementFormDefault =" qualified " attributeFormDefault =" unqualified ">
- <xs:elementname =" AuditMessage ">
- <xs:complexType >
- <xs:sequence >
<xs:element name =" Eventldentification " type =" EventldentificationType ">
- <xs:element name =" ActiveParticipant " maxOccurs =" unbounded ">
- <xs:complexType >
- <xs:complexContent >
< xs:extension base =" ActiveParticipantType ">
</ xs:complexContent >
</ xs:complexType >
</xs:element >
<xs:element name =" AuditSourceldentification " type =" AuditSourceldentificationType "
maxOccurs =" unbounded " />
<xs:element name =" ParticipantObjectldentification "
type =" ParticipantObjectldentificationType " minOccurs =" 0" maxOccurs =" unbounded " />
</ xs:sequence >
</ xs:complexType >
</ xs:element >
- <xs:complexType name =" EventldentificationType ">
- <xs:sequence >
<xs:element name =" EventlD " type =" CodedValueType " />
<xs:element name =" EventTypeCode " type =" CodedValueType " minOccurs =" 0"
maxOccurs =" unbounded " />
</ xs:sequence >
- <xs:attribute name =" EventActionCode " use=" optional ">
- <xs:simpleType >
- <xsrestriction base =" xs:string ">
- <xs:enumeration value =" C">
- <xs:annotation >
<xs:appinfo > Create </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <xs:enumeration value =" R">
- <xs:annotation >
< xs:appinfo > Read </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value =" U">
- <Xxs:annotation >
<xs:appinfo >Update </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <xs:enumeration value ="D">
- <Xxs:annotation >
< xs:appinfo > Delete </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="E">
- <Xxs:annotation >
<xs:documentation > Execute </ xs:documentation >
</ xs:annotation >
</ xs:enumeration >
</ xs:restriction >
</ xs:simpleType >
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</ xs:attribute >

< xs:attribute  name =" EventDateTime " type =" xs:dateTime " use="required " />
- <xs:attribute name =" EventOutcomelndicator " use="required ">
- <xs:simpleType >
- <xs:restriction base =" xs:integer ">
- <xs:enumeration value =" 0">

- <Xxs:annotation >
<xs:appinfo > Success </ xs:appinfo >
</ xs:annotation >
</ Xs:enumeration >
- <Xxs:enumeration value ="4">
- <xs:annotation >
< xs:appinfo > Minor failure </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="8">
- <Xxs:annotation >
< xs:appinfo > Serious failure </ xs:appinfo >
</ xs:annotation >
</ Xs:enumeration >

- <xs:enumeration value ="12">
- <xs:annotation >
< xs:appinfo > Major failure; action made unavailable </ xs:appinfo >

</ xs:annotation >
</ Xs:enumeration >
</ xs:restriction >
</ xs:simpleType >
</ xs:attribute >
</ xs:complexType >
- <xs:complexType name =" AuditSourceldentificationType ">
- <Xxs:sequence >

<xs:element name =" AuditSourceTypeCode " type =" CodedValueType " minOccurs =" 0"

maxOccurs =" unbounded " />
</ xs:sequence >

< xs:attribute name =" AuditEnterpriseSitelD " type =" xs:string " use=" optional " />
< xs:afttribute  name =" AuditSourcelD " type =" xs:string " use="required " />
</ xs:complexType >
- <xs:complexType name =" ActiveParticipantType ">
- <xs:sequence minOccurs ="0">
<xs:element name =" RoleIDCode " type =" CodedValueType " minOccurs =" 0"

maxOccurs =" unbounded " />
</ xs:sequence >
< xs:attribute  name =" UserID " type =" xs:string " use="required " />
< xs:attribute  name =" AlternativeUserID " type =" xs:string " use=" optional " />
< xs:attribute  name =" UserName " type =" xs:string " use=" optional " />

< xs:attribute  name =" UserlsRequestor " type =" xs:boolean " use=" optional " default =" true " />
< xs:attribute  name =" NetworkAccessPoint|D " type =" xs:string " use=" optional " />
- <xs:attribute name =" NetworkAccessPointTypeCode " use=" optional ">
- <xs:simpleType >
- <Xxs:restriction base =" xs:unsignedByte ">
- <xs:enumeration value ="1">
- <Xxs:annotation >
< xs:appinfo > Machine Name, including DNS name </ xs:appinfo >

</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="2">
- <Xxs:annotation >
<xs:appinfo >IP Address </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs.enumeration value =" 3">
- <Xxs:annotation >
< xs:appinfo > Telephone Number </ xs:appinfo >
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</ xs:annotation >
</ xs:enumeration >
</ xs:restriction >
</ xs:simpleType >
</ xs:attribute >
</ xs:complexType >

- <xs:complexType name =" ParticipantObjectldentificationType ">
- <xs:sequence >
<xs:element name =" ParticipantObjectiIDTypeCode " type =" CodedValueType "/>
- <xs:choice minOccurs =" 0">
<xs:element name =" ParticipantObjectName " type =" xs:string " minOccurs =" 0" />
<xs:element name =" ParticipantObjectQuery " type =" xs:base64Binary " minOccurs =" 0" />
</ xs:choice >
<xs:element name =" ParticipantObjectDetail " type =" TypeValuePairType " minOccurs =" 0"

maxOccurs =" unbounded " />
</ xs:sequence >

< xs:attribute name =" ParticipantObjectID " type =" xs:string " use="required " />
- <xs:attribute name =" ParticipantObjectTypeCode " use=" optional ">
- <xs:simpleType >
- <Xxsrestriction base =" xs:unsignedByte ">
- <xs:enumeration value ="1">

- <Xxs:annotation >
< xs:appinfo >Person </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="2">
- <Xxs:annotation >
< xs:appinfo > System object </ xs:appinfo >
</ xs:annotation >
</ Xs:enumeration >
- <Xxs:enumeration value =" 3">
- <Xs:annotation >
<xs:appinfo > Organization </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value =" 4">
- <Xxs:annotation >
< xs:appinfo > Other </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
</ xs:restriction >
</ xs:simpleType >
</ xs:attribute >

- <xs:attribute name =" ParticipantObjectTypeCodeRole " use=" optional ">
- <xs:simpleType >
- <Xxs:restriction base =" xs:unsignedByte ">
- <xs:enumeration value ="1">

- <Xxs:annotation >
< xs:appinfo > Patient </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs.enumeration value ="2">
- <Xxs:annotation >
<xs:appinfo > Location </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <xs.enumeration value =" 3">
- <Xxs:annotation >
< xs:appinfo > Report </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="4">
- <Xxs:annotation >
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<xs:appinfo >Resource </ xs:appinfo >
</ xs:annotation >
</ Xs:enumeration >
- <Xxs:enumeration value =" 5">
- <Xxs:annotation >
< xs:appinfo > Master file </ xs:appinfo >
</ xs:annotation >
</ Xs:enumeration >
- <Xxs:enumeration value ="6">
- <Xxs:annotation >
< xs:appinfo > User </ xs:appinfo >
</ xs:annotation >
</ Xs:enumeration >
- <Xxs.enumeration value =" 7">
- <Xxs:annotation >
< xs:appinfo > List </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="8">
- <Xxs:annotation >
< xs:appinfo >Doctor </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="9">
- <Xxs:annotation >
< xs:appinfo > Subscriber </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="10">
- <Xxs:annotation >
< xs:appinfo > Guarantor </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >

- <xs:enumeration value ="11">
- <Xxs:annotation >
< xs:appinfo > Security User Entity </ xs:appinfo >

</ xs:annotation >
</ xs:enumeration >
- <xs:enumeration value ="12">
- <Xs:annotation >
< xs:appinfo > Security User Group </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value =" 13 ">
- <Xxs:annotation >
< xs:appinfo > Security Resource </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >

- <xs:enumeration value =" 14">
- <Xxs:annotation >
< xs:appinfo > Security Granualarity Definition </ xs:appinfo >

</ xs:annotation >
</ xs:enumeration >
< xs:enumeration value =" 15">
- <Xxs:annotation >
< xs:appinfo > Provider </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value =" 16 ">
- <Xxs:annotation >
< xs:appinfo > Report Destination </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
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- <Xxs.enumeration value ="17">
- <Xxs:annotation >
<xs:appinfo > Report Library </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value =" 18 ">
- <Xxs:annotation >
<xs:appinfo > Schedule </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value  ="19 ">
- <Xxs:annotation >
< xs:appinfo > Customer </ xs:appinfo >
</ xs:annotation >
</ Xs:enumeration >
- <xs:enumeration value  ="20">
- <Xxs:annotation >
< xs:appinfo >Job </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="21">
- <xs:annotation >
< xs:appinfo >Job Stream </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs.enumeration value ="22">
- <Xxs:annotation >
<xs:appinfo >Table </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <xs:enumeration value =" 23 ">
- <Xs:annotation >
< xs:appinfo > Routing Criteria </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="24">
- <Xxs:annotation >
< xs:appinfo > Query </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
</xs:restriction >
</ xs:simpleType >
</ xs:attribute >

- <xs:attribute name =" ParticipantObjectDatalLifeCycle " use=" optional ">
- <xs:simpleType >
- <Xxs:restriction base =" xs:unsignedByte ">
- <xs:enumeration value ="1">
- <xs:annotation >
< xs:appinfo > Origination / Creation </ xs:appinfo >

</ xs:annotation >
</ xs:enumeration >

- <Xxs:enumeration value ="2">
- <xs:annotation >
< xs:appinfo >Import / Copy from original </ xs:appinfo >

</ xs:annotation >
</ xs:enumeration >
- <Xxs.enumeration value =" 3">
- <Xxs:annotation >
<xs:appinfo >Amendment </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value =" 4">
- <Xxs:annotation >
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<xs:appinfo > Verification </ xs:appinfo >
</ xs:annotation >
</ Xs:enumeration >
- <Xxs:enumeration value ="5">
- <Xxs:annotation >
<xs:appinfo > Translation </ xs:appinfo >
</ xs:annotation >
</ Xs:enumeration >
- <Xxs:enumeration value ="6">
- <Xxs:annotation >
<xs:appinfo > Access/Use </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <Xxs.enumeration value ="7">
- <Xxs:annotation >
< xs:appinfo > De -identification </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >

- <xs:enumeration value ="8">
- <xs:annotation >
< xs:appinfo > Aggregation, summarization, derivation </ xs:appinfo >

</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value ="9">
- <Xxs:annotation >
< xs:appinfo > Report </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >

- <Xxs:enumeration value ="10">
- <Xxs:annotation >
< xs:appinfo > Export / Copy to target </ xs:appinfo >

</ xs:annotation >
</xs:enumeration >
- <Xxs:enumeration value ="11">
- <Xxs:annotation >
< xs:appinfo > Disclosure </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >

- <xs:enumeration value  ="12">
- <Xs:annotation >
< xs:appinfo > Receipt of disclosure </ xs:appinfo >

</ xs:annotation >
</ xs:enumeration >
- <Xxs:enumeration value =" 13 ">
- <Xxs:annotation >
<xs:appinfo > Archiving </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >
- <xs:enumeration value =" 14">
- <Xxs:annotation >
< xs:appinfo > Logical deletion </ xs:appinfo >
</ xs:annotation >
</ xs:enumeration >

- <xs.enumeration value ="15">
- <Xxs:annotation >
< xs:appinfo > Permanent erasure / Physical destruction </ xs:appinfo >

</ xs:annotation >
</ xs:enumeration >
</ xs:restriction >
</ xs:simpleType >
</ xs:attribute >
< xs:attribute  name =" ParticipantObjectSensitivity " type =" xs:string " use="optional " />
</ xs:complexType >
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- <xs:complexType name =" CodedValueType ">
< xs:attribute  name =" code " type =" xs:string " use="required " />
< xs:attributeGroup  ref=" CodeSystem " />

< xs:attribute name =" displayName " type =" xs:string " use=" optional " />
< xs:attribute  name =" originalText " type =" xs:string " use=" optional " />
</ xs:complexType >
- <xs:complexType name =" TypeValuePairType ">
< xs:attribute  name =" type " type =" xs:string " use="required " />
< xs:attribute  name =" value " type =" xs:base64Binary " use="required " />
</ xs:complexType >
- <xs:attributeGroup name =" CodeSystem ">
< xs:attribute  name =" codeSystem " type =" OID " use=" optional " />
< xs:aftribute  name =" codeSystemName " type =" xs:string " use=" optional " />
</ xs:attributeGroup >
- <xs:simpleType name ="0OID ">
- <Xxsrestriction base =" xs:string ">

< xs:whiteSpace value =" collapse " />
</ xs:restriction >
</ xs:simpleType >
</ xs:schema >
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[#] RFDSupport Materialz w3 zip 5 KE 2009/05/11 94200
(B RFDSupport Materialz wd zip BKE 200940723 72200
(£ RFDSupport Materialz w5 zip B KB 20091218 1371300
(£ SVS:Support Materials v2 zip 110 KB 2008410/31 95100
(B HCASupport Materialz »1 zip 15 KB 200870516 S0600
(] HCA Support Materialz v2 zip 16 KB 2008/05/16 90600
(B ¥ChASuppart Materiale w3 zip 16 KB 2008/09.24 20200
(B ¥ChASupport Materialz w4 zip 19 KB 2008/12/09 94300
(B ¥ChASupport Materialz v5 zip 19 KB 200941020 741:00
(B HCPDSupportMaterials »1 zip 241 KB 200970918 93400
[#7] HCPDSuppartMaterials V2 zip 241 KB 2009410/30 112200
(B ¥CPDSuppartMaterials »3 zip 241 KB 2009420 20200
(£ ¥DSb Registry nitialization zip KB 20090814 70200
(£ ¥DSbSupport Materials »1 zip 6 KB 2008410531 72600
(27 ¥DSb Support Materials ¥2zip 36 KB 20084103 73200
[#7] ¥DSbSupport Materials »3 zip 20 KB 200210/ 222600
(2] ¥DSbSupport Materials w4 zip 200 KB 200841194 121100
(£ ¥DSbSupport Materials ¥5 zip 291 KB 200841125 123500
(27 ¥DSbSupport Materials ¥6 zip 270 KB 20081125 183300
(B ¥DSb Support Materials »7 zip 27 KB 200841125 175800
[#7] ¥DSbSupport Materials »8 zip 21 KB 2009/02/00 204600
(2] ¥DSbSupport Materials »9 zip 262 KB 200941022 170000 3

E-1 IHE RF¥F—<T74JL FTP YA+

XDS. b
XDSb. Support. Materials. v9. zip

examples schema wsdl 3 XSD
schema WSDL wsdl
XSD WSDL

THE

E.3 NIST XDSL LR RY - YRI RV
E.3.1 BIE

(National Institute of Standards and
Technology : NIST) XDS
XDS

XDS. b XDS. a

BAPACS 1% - BA IHE =
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XDS
E-2 Tomcatl Tomcat?2 2 Tomcat
XDSL L XM - YRR H—/A
F¥a Ak N
. [ITI-41] SOAP Tomcat?2
{ebxmlrr)
Tomcat1
(Axis2)
[ITI-18]
[y - T
A0 . .
[ITI-43] F_BR_Z

Tomcat?2 ebXML
ebxmlrr

Tomcatl

SQL
XDS. b

E.3.2 HohlLhEELSY—IL

Linux

(PostgreSQL)

BJ E-2 XDS LU AR YRR EREE

ebxmlrr

Sun Java JDK1.5

PostgreSQL 8

Tomcat Axis

ant
Subversion SVN

XDS

ebxmlrr

130

ebxmlrr

ebXMLver3. 0

ebXML

BHAPACS A% -

ebXMLver2. 0

ebXMLver2. 0
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E.3.3 #HoO0—FRUA VR =L

TheOs Installation E-3

http://ihexds. nist. gov/XdsDocs/opensource/install. html

¥) IheOs Installation — Mozilla Firefox

@ - c o’ http:/fihexdz nist 2ov./¥ds Docs/openzource//inztall html 7T -"v ®Ming

@]}leOs Installation
IheOs Installation

Note that the ARR server (syslog service) has not yet been documented for download and
local installation.

The installation of the XDS service has the following parts:

s Review overall project description, service descriptions, and source modules (optional)
o Install prerequisites
® Install infrastructurs
* Install services — which has two options, source or hinary.
o Binary
o Source
* Configuration — note that vou must configure sdsaar Either
o Set the tf property in s properties within sdsaar OR
o Rename fusr/local/tomcat! fwebapps/axis? to be fusr/local/tomcatl /webapps/t which
should match the value already in xds. properties.
e Installation testin
& Launching tocls

Eill b jurski

NIST

bill AT nist DOT gov
bmajur aT gmail DoT com

B] E-3 TheOs Installation

PostgreSQL

Tomcat

E.3.4 ZDfdDBAEE

Web

XDS

1D
XDS

Web 1D

< > XDS
1P
XDS
localhost

B PACS K= -
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http://< >:9080/xdstools/pidallocate *©

E—4

f_; XDS Patient ID Allocation Service — Windows Internet Explorer

@@v [ i | [+2| x| [*gx0s |[2]-

S BRIZAD  |[#] K0S Patient ID Allocation Service

XDS Patient ID Allocation Service

Patient IDs allocated through this service will be fed to the Public
Ragistry/Documant Registry actor as part of the Patient Identity Feed transaction.

Once delivered, the Document Registry actor will accept Register Transactions for
this Patient ID.

The Public Registry is configured to support multiple testing events each with its
own Assigning Authority. Choose the Assigning Authority vou need a Patient ID for

[ £1.3.6.1.4.1 21967 2005 3.7&150 ]
[ £1.36.14.1 219672006 2 18150 ]
[
[

&1.19.6.24.105 421 38150 ]
£1.26.1.4.1.21367 20001 .2 3008120 ]

E-4 XDS & ID B|YLTHAF

E-4 AssigningAuthority
E-5 E-5
d6a1818b2cd9446™ " "&1.3.6. 1. 4. 1. 21367. 2005. 3. 7&IS0
1D
2010 3 ( xds_06_09. tgz) D

web
javax. servlet. ServletException:
gov. nist. registry. xdstools. servlet. PidAllocateServlet

web

java. lang. NoClassDefFoundError: gov/nist/registry/common2/exception/XdsInternalException

E-4 /usr/local/tomcatl/webapps/xdstools/WEB-INF/1ib
xds—common. jar  xdsLog. jar tomcat1

xds—common. jar
xdsLog. jar  /usr/local/tomcatl/webapps/LogReader/WEB-INF/1ib

BAPACS 1% - BA IHE =
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( HDS Patient ID Allocation Service — Windows Internet Explorer |Z”E|b__<|

@\_‘/v [E] il v|[42| x| [$gx0s

T BEIZAN [#] %DS Patient ID Allocation Service

New Patient ID is

dfa1818b2cd3446™ &1 36,1 41 21367 20053 7&IS0

E-5 BEFIDDEYMT

1D
LogRoader
Web
http://< >:9080/LogReader

E-6  LogReader

133

1D
PatientID

1D

XDS

LogReader
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/T: Test Loe - Windows Internet Explorer

@;‘; - \g, httpe/ rovce9080/ Log Reader v| +5 || % | ‘ Feaes
JrHE) REE FTRW BREADE D AN
i I%H@ hitipi/ finexdenist g0v9080/ . [@Test Log x ]7} Cm - B e [ ASE - Sy -

@Cross Document Sharing Log Reader e
m
-~
[Fage 1 9] Nibes e e 36 [ Rves now ] .
Message ID: 1213100278071160.27.80 48 —
F  Colorcede: | Testpassed | Test failed Results for IP
i 160.27.80 48 T
i [ HTTP Il Soap Il Other
& Tue 10 Jun - 09:17:58 PnR b 1Dec El
T Wed 11 Jun - 05:31:42 S0RL .
Wed 11 Jun - 053542 SORb Soap Header:"3
Wed 11 Jun - 07.01.03 SORB
B <soapen-Header smins-soapenv="http: wiww w3 org 200303 soap-snvelope”>
D el i =0 13 15 SORID) <wsaTo xmlns wsa=""http:/www.w3.org 2005/ 08/addressing™>
; Wed 11 Jun - 071304 SOR.b http:/eoyce:0080/axis) services repositoryBonedoe<'wsz Tox
5 Wed 11 Jun - 10:54:09 SOR.b B <wsaMessagelD sminsowsa="http:/www.w3.0rg 2003/08/addressing ">
o Wed 11 Tun - 10:54:17 SOTb urnid: 248835 1F91 TC60EEE 1121309992698 1</ wsa MessagelD>
- <wsa Action xmins:wsa="http: www.w3.org 2005/08 /addressing ">
; ke 113 lirn - U320 R urn:the:iti:2007 Provide AndRegisterDocument Set-b<wsa: Action™>
: Won 16 Jun - 05:30:08 SORb % eoapen Heades
Mon 16 Tun - 05:31:46 SOR.b
Mon 16 Jun - 05:36:25 SORb Soap Envelope: -3
Ion 16 Jun - D6:05:33 SORb
Mon 16 Jun - 06:12:15 SORbL <Txml version=1.0 encoding="utf-§ 7>
Idon 16 Jun - D6:20:06 S0R.b <5°111Pm‘; Fx;;ﬂl Milﬂ soapm‘f‘?gum 1\\[‘)\8‘\0 \S\'?dﬂ;r;!'lﬁ_ml'?}i isoap-
1. envelope’ swsa="http:/www. w3 org 2003/08/addressing
1on 16 Jun - 06:41:45 SORbL <zoapenv:Header xmins:soapenv="http:/'www.w3.0rg/2003/03/s02p-envelope">
Ion 16 Jun - 06:41:52 SORb <wsa:To xmins:wsa="http://www.w3.org 2005/08 /addressing">
Mlon 16 Jun - 06:51.4% SORb httprliroyce:9080/axis2 services/repositoryBonedoc<wsa: To>
Mo 16 Tun - 06:51:56 SORb T <wsz:MessagelD smlnswsa="hilp:/wivw.w3,0rg 2005 08 addressing ">
urn:uuid:248B351F917C60EEE 1121309992698 1 </wsa Message[D>
. Mon 16 Jun - 06:36:28 SOR.b 'n 4 <wea: Action xmins:wea="http:/www.w3.0rg2005/08/addressing™> =
h T« I =

E-6 LogReader

XDS Viewer
XDS Viewer XDS

Web

http://< >:9080/xdstools/viewer

E-7

f.‘- ¥DS Viewer — Windows Internet Explorer

@: - |@ jiji

v| 43| | | HE

Tp BRICAD ([ HDE Wiewer

Registries: O jiji O pub
Gatewavs
id

|
Query For (55 (=) e

| Patientld or Unigueld or ULID

B E-7 XDS Viewer #)¥ATE &
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E-7

ID UUID SS
SubmissionSet Doc DocumentEntry Fol Folder

E-8 E-8
E-7 SS
E-8 E-8
SS1

SubmissionSet

f.; XDS Viewer — Windows Internet Explorer

@Hv [ i MBI 1T 2]
FrfME REE F®T BRCAE YWD ANTH
T HRILAN [ HOS Wiewer
Registries: O jiji O pub
Gateways:
id: ‘urn uuid 7375 2af-7225-4786-bf3f-affd87 10335 ‘ Patientld or Unigueld or UUID
Query For: [ 2] ) ____
Fin: SSEF"SQE%?%E e e is SubmissionSet
ttps A tfh/services sregistry . L . _ _
Find 55 for ( RawResult) il urn.ulLud.?S?ESa'Fa T225-47836-hf3f-affd87 10335
bttp:/ £ i) 8080/t services/ «dsregistryh name Physical
1 elements next desc Annual physical
S8andContents (RawResult) status urnoasisinames:tcebxml-regrep:Status Type: Approved
http:/ £ i) 8080/ 6/ servicas «dsragistryh home
1 tod of 1 -
SSC1) (xfnl) patient 1D 12977d30h382 4577781 36 1 41 21367 2005 3 TRIS0
" cortains Docl (seml ) {reta reth related} unique 1D 160278047139
source [D 1.36.1.41213672008.1.21
submisssion time 20041225235050
content type Histery and Physical
author “Dopplemeyver” Sherry™
role Primary Surgon
specialty Orthopedic
instituticn Cleveland Clinic
institution Berea Community
B E-8 XDS Viewer
E.3.5 Public Registry
Public Registry
Public Registry
XDS Public
Registry

Public Registry
Public Registry URL

http://ihewiki. wustl. edu/wiki/index. php/XDS_Main_PageffPublic_Registr

BAPACS 1% - BA IHE =
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y_Server_Configuration

E.4 XDSY—IL¥%v k
E.4.1 M=
XDS XDS

XDS

XDS

E.4.2 HohlLOBEELELZY—I
XDS Windows Linux Sun

XDS bash—-shell

cygwin
win—bash
GNU bash for Windows
Windows bash—shell

E.4.3 AHoO0—FRUA VR =L
Web

http://ihexds. nist. gov/XdsDocs/xdstoolkit/

E-9
xdstoolkit XX_YY. zip XDS
2010 3 1
E-9
xdstoolkit_06_13. zip

Java JDK1.5

Windows

xdstoolkit_06_13. zip

BAPACS BI%i% - BA IHE &
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f Directory Listing For /¥dsDocs/xdstoolkit/ — Windows Internet Explorer

@,\:) - |@ http:/fihexds nist gov¥dzDocaSxdstaolkit)’ ||+ || X -‘l | L=
S:Z BRIEAD @ Directary Listing For /¥deDoce/dstoalkits

-

xdstoolkit 03 00.zip 122%0.1 kb Tue, 15 Sep 2009 14:33:36 GMT B
rdstoolkit 06 _01.zip 12281.8 kb Tue, 15 Sep 2009 17:33:42 GMT
xdstoolkit 06 _07.zip 12476.4 kb Mon, 12 Oct 2009 18:57:07 GMT
rdstoolkit 06 08.zip 11872.0 kb Mon, 12 Oct 2009 21:40:4& GMT
xdstoolkit 06 09.zip 12443.9 kb Thua, 15 Oct 2009 13:50:19 GMT
xdstoolkit 06 _10.zip 12497.9 kb Fri, 23 Oct 20095 14:04:01 GMT
xdstoolkit 06 11.zip 12521.7 kb Mon, 02 Mowv 2009 12:55:34 GMT
xdstoolkit 06 _12.zip 12784.9 kb Tue, 10 Mov 2009 02:55:12 GMT
rAdstoolkit 06 13.zip 12766.9 kb Mon, 30 Nov 2008 17:22:03 GMT

g

v

E-9 XDS Y—ILF¥xyhk&HrO—KH3 Ak

xdstoolkit_06_13. zip {TestDir>
{TestDir> xdstoolkit_06_13

{TestDir>/xdstoolkit_06_13/docs install. txt

E.4.4 TXFMCET51EHR
XDS
{TestDir>/xdstoolkit_06_13/testkit
testkit 14
example selftest server testdata tests 5

Test Description
2009-2010

http://ihewiki. wustl. edu/wiki/index. php/XDS_Test_Kit_2009-2010_Test_
Descriptions

12049 E-10

BAPACS 1% - BA IHE =
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/‘ XDE Test Kit 2009—2010 Test Descriptions — IHEWiki — Windows Internet Explorer

-‘l ihe xds public-registry | R

@\:_‘/v |g‘ wustledu V‘ B[ 4|
T BT | @ HDS Test Kit 2008-2010 Test Descriptions — HEW. | B B O e 0T vl @ 7
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ~
1. Report the test
[edit]

12049

Submit one document via XDS.b or XDR
Werify that the XDS_b Document Source can submit a single document via Provide and Register Document Set-b transaction.
Document Sources implementing XDR use this same test because the transaction is the same.
References
T TF-2 3.41
Actors Tested
Document Source
Dependencies
None
Resources

testkit/examples/12049
XDS Test Log Browser

Testing Document Source Actor Submit a Submission Set containing a single Document using the Provide and Register
Document Set-b transaction

1. Follow Generic Testing Procedures Using Public Registry Server
2. Configure the WS Endpoint based on this pattern

1. Report the test
12051 v

B E-10 Test Description(TAFEE 12049)

Test Requirements

http://ihewiki. wustl. edu/wiki/index. php/XDS_Test_Kit_Test_Requiremen
ts

E-11 Retrieve Document Set [ITI-43]

Test Description

BAPACS 1% - BA IHE =
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{2 ¥D3 Test Kit 2008-2010 Test Requirements — IHEWiki — Windows Internet Explorer

] k][ 42| % | |2 he xds publicregistry |2z

ti - B

wust|edu

GCO- &

¢ BRIZAN | @8 XDS Test Kit 2009-2010 Test Requirements - HE

S - A-UE T B3RS Y-l @ 7

Retrieve Document Set Transaction ledit] =

XDS.b Test# Test Name Doc Src Doc Cons Registry Repository Src/Rep

12023 Retrieve Documents R
12020 Retrieve Documents with TLS R
12029 Accept Retrieve Document Set — single document R R
12021 Accept Retrieve Document Set — two documents R R
12028 Accept Retrieve Document Set with Mutual TLS A
12038 Accept Retrieve Document Set — single document R
12037 Accept Retrieve Document Set — two documents R
12083 Accept Retrieve Document Set with Mutual TLS A
12343 Retrieve Documents in the presence of XCA R =
12360 XDS.b Retrieve mimetype R
12362 XDS avs ¥DS b Retrieve R
. . edit
ATNA Audit Logging feat]
XDS.a Test# XDS.b Test# Test Name Doc Src Doc Cons Registry Repository Src/Rep
11860 XDS Audit Document Export b
. - s “~ .
BJE-11 Test Requirements(F5H%<,3> Retrieve Document Set)
12029 Accept Document Set — Single Document
(Repository) (Src/Rep) R
R Require 12029
Doc Src Doc Cons
Registry

12029

E-12

139
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(= XDS Test Kit 2009-2010 Test Requirements — IHEWiki — Windaws Internct Explorer

wustledu

GO- -

2§ ihe xds public-registry o

| [&|[4][x

»

MD - Required for Multiple Document Submission Option
DR - Required for Document Replacement Option

LC - Used for Document Life Cycle Management Option
F - Used for Folder Management Option

OL - Required for Offine Mode Option

A - Required if ATNA option implemented
C - Optional for ACC

such as:

ZIR - Will be required, but the test is not ready yet
ZIO - Will be an optional test, but it's not ready yst

D - Deprecated

CM - As directed by the Connectathon Manager

EDS - Required for External Document Source option
EDR - Required for External Decument Repository option
IR - Required for Internal Repasitory option

QO - Required for Query Registry transaction option
BPPC - Required for BPPC Option

XDR - Required for XOR profile

XDM - Required for XDM profile

Note on ATNA mutual TLS

T BRIZAD (& ¥DS Test Kit 2003-2010 Test Requirements - HE - B Y g v R-TE T P-7T4(E 7 V-0 @
i
Key to Codes =T B
R - Require
O - Optional

ESO - Required if Embedded Repository accepts Provide and Register transaction (External Source Option)

Z - A test which is not yet available. It will be available |ater in the testing season. This code is frequently coupled with other codes

The test numbers are hyperlinks to the test descriptions. Tests where the test number is not & hypertink are not ready yet.

[edit]

B E-12 Test Requirements

E5 #OF—TFov—X

E.5. 1
OpenHealthTools OHT
ATNA XDS

THE

openpixpdq
openatna
openxds

openatna  openxds

OpenPIXPDQ

OpenPIXPDQ

OpenHeal thTools MAARAT A —T VY —R

Subversion SVN
Subversion

https://openpixpdq. projects. openhealthtools. org/

OpenATNA

https://openatna. projects. openheal thtools. org/

OpenXDS

https://openxds. projects. openheal thtools. org/

140
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E.5.2 CodePlex
CodePlex
web XDS. b

http://ihe. codeplex. com/

E.5.3 Omar
NIST  XDS E. 3
ebxmlrr ebXML ver2.0
ebXML ver3. 0 XDS. b
Omar Object, Metadata and Artifacts Registry
ebXML ver3.0 Sourceforge

http://sourceforge. net/projects/ebxmlrr/files/

Sourceforge java
Omar

http://ebxmlrr. sourceforge. net/
http://ebxmlrr. sourceforge. net/wiki/index. php/Main_Page  Omar wiki

XDS.
Omar
lastUpdateTime XDS. b

BAPACS BI%i% - BA IHE &
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EREF.

(XAD)

F. 1

EEEEQS 1 =T 1 DEE

IHE R 1) & —Template 73 &

TI User Handbooks 3

EEEEISA =T DEE

—ITl User Handbooks—
Cookbook,HIE Security & Privacy, Template

HRE F1

ARXABETHAMLI ITI User Handbooks 13X EDREEHTY .
&XE(E. EFEHII2 =T (XAD)MEEFITITIRERY L — e
RIS, BEXERRIEHICOVTRESA TOET , EEOHE
BFIZ(E, RAMDEBELLTERMICRAN LRSS,

XADDIE L
)

Master  XDS Regstry |
Patient

o e
{L'YDQ Mer

" DS Document al
sod lwging
Shued  Doc Repostory o S
PAC and longing
Doc Repoutory

Hospital D
with PACS

Hospetal A

Hospital B

Example XDS Affinity Domain Architecture

IHE IT Infrastructure White Paper
HIE Security and Privacy through
IHE Profiles

Ver2.0 2008.Aug.22

contents

1 Introduction

2 Scoping Security and Privacy

2.1 International Data Protection Principles
2.2 Policies and Risk Management

2.3 Technical Security and Privacy controls
3 Applying Security and Privacy to an HIE
3.1 Patient Privacy Consent to participate in an HIE
3.2 Protecting different type of documents

3.3 Building Upon Existing Security Environment
3.4 THE Security and Privacy Toolkit

4 THE Security and Privacy Controls

4.1 Accountability Controls

4.2 Identification and Authentication Controls

4.3 Access Controls

4.4 Confidentiality Controls

4.5 Data Integrity Controls

4.6 Non-Repudiation Controls

4.7 Patient Privacy Controls

4.8 Availability Controls

5 Conclusion
5.1 Future efforts
5.2 Building Today

Introduction & Scope

* HIE(healthcare Information Exchange)ld. # $EHMBEA— ADEEDZE

HHERYPISHET DA,

+ FFRaAU MG, BT 3 R M SCE(Ex PDF) AR AIH & X # (ExHLT CDA),

* HEOHR A X, EXNG X2 T REBERETILENHD,

+ HE[X, XDSEFRILET 2TAT7 /L THREN S,

* IHE based HEAY, BED T 54/ —EEMEF 1) TAEFHI-OEAM2(T

TR —RRAEE,

- HEQTOT74)L(F, A EEREORRICH BRI MOIRRD .
Privacy and Security Polices. Risk Management, Operating Systems.
Healthcare Application Functionality . Physical Controls, general Network

Controls|Z DL TIEAENL TLVELY,

- Template[ I EERT .

+ AWhite Paper[d 54/ £t F 1) T4 D1=HIZ IHETOAT7 AL DENS
ERT.
* Risk ManagementREZ(EARH AFERMYANDEN VAT LAREZEDHRH,

Policy environment

RUS—REFZB/IHOTVS

International Palicies
.

Haorizontal Industry Policies ‘

Examples

OECD Guidelines

on Transhorder EREIL AL
Flows
US-HIPAA <
EL-ECOsidE BlL~L

JP-Act 57 - 2003

Medical Professional
Societies

SEHRLAIL

ERIBEEL L

Recovery

‘ Enterprise Policies

IHE — leverages/profiles

‘ Backup &

142
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Policy Lifecycle

Conceive
Policies —

Wirite
Policies

Automation)

Promulgate e
Policies 3

Implement Policies
(varying degrees of

Policies
RURTLTIRHELDR) O —ERMS B IBELNH D,
a) FURATEDLEREHEXE
b) HEELTORETELEXE
o) HEELTRIFANDhEXERZAT
d) HEELTRATRERIRILAIL
e) HIER)S—DEREDHIE
f AEREAE
2 MAERER
h) JEEEEDER
i) SN ANWER LR
D REFE
K N7y FERE
) EZHBOHBTIER
m) HIETERD = RFIFA
n) HIED TR A (life critical, normal, or low priority)
o) RSF
p) HIETOT—S{REFHR

ChbDRYL—(E JFETRELETERNSH D,
HERH—BRY >ERERORY >BELOEHECLLER)

Emergency Mode
*Emergency D E (XL
EmergencyB¥ TR S — %R HHLITHER
+EmergencyBF DR — [T EE
*Emergency&lE
a) B ARIKE . Hurricane, Earth Quake)

- g S DGR EICLHRRLET IR
b) —T 1) T4 DA £8)
-EEBEER. \VITYTER
) IT A5 DOAEEF. hard drive crash)
- BRAVIFEHP DRI
d) BEERIRORFIENTA
— TL—9J SR BEMI-LDERINT)
e) BEDBEELBHICHLTOT I RO HER
- RYD—ITBAREN B IET. RYD—BRIZH-DHLY
Policy D ERAHHAS. REHI.
FR TIET AFBIDRFHIE RSN TEN, BELEIEER
= [EETFEHROZZIELTALEENS,

Technical Security and Privacy controls

—f&B97%2 Security and Privacy controls [KOECDDRAIIZ&>TARSIN TV,
security and privacy controls [ZI&. FEROIEMNALGND,

1) F{EEH (Accountability Controls)
& fl: security audit logging, reporting, alerting and alarming.
2) A A4 E &2 (Identification and Authentication Controls)
& f: personal interactions, Digital Certificates, security
assertions, Kerberos, and LDAP.
3) 7t RHi{#(Access Controls)
& fl: Role Based Access Controls.
4) #EM (Confidentiality Controls)
& ffl:encryption or access controls.
5) SE&tt(Data Integrity Controls)
— f5ll: digital signatures, secure hash algorithms, CRC, and checksum.
6) Z&E2ML( Non-Repudiation Controls)
7) HBHETSA/\Y (Patient Privacy Controls)
8) AIAM(Availability Controls)
—4l: backup, replication, fault tolerance, RAID, trusted recovery,
uninterruptible power supplies, etc.

fl: OECDRAI=HI+5T—2RED2RFAI

SR EEDRA:
OREBHARETIHLELANIZIEBARLALY

-Identification and Authentication Controls.

+Access Controls.

- Confidentiality Controls.

CBEISANVERE
OFIERE(ICLDIEREIL

+Identification and Authentication Controls.

-Access Controls

-Data Integrity Controls.
OMERDTILADHER

- Availability Controls
S HEDRE
OFfTHEAREDHER

-Identification and Authentication Controls.
OfTAELNE

- Accountability Controls.
OfTADEERH

+ Non-Repudiation Controls

C(Msecurity and privacy

FRDANNES,

IHEZOo7/ LA EATED

controlsIZI&, &i&R—IZ

Patient Privacy Consent(BPPC)

& EERBDEAEIFZOASIS, HL7, ISO. ASTMETRIHL TS,
@BPPCIZHIRFR THYMMLLARILES, BLDBETENTHD.
HIEADY —kE—/8—[2H Y553,
@®BPPCIZ&>THEEIZABRY S —IF,
ABRSRESIZ Opt-In : BH(2 &S HIETHEARAAXZ 0DER
ABRREIIZ Opt-Out : BHICKRDEBHSEHRENEDREIR
AREEXMIZ Opt-In :FFESh B XERR
ABRREIZ Opt-Out : XE DA
ABBSREYIZ Opt-Out - BEBEDSTT7D=HDOXELE
ABATREYIZ Opt-Out : JFEBEEL T TDIHODONERE
ABRAOZERISERT (RIS RR
ARERIS—DER
ARBILEWVEREFIA
A XICREXEHEAD AN
ABRSRAGIZ Opt-in T HEBIR) S — KT FARUEDEE
ABRMICEEEDT—2F A

Access Control Policies M

— Tl -] olealee] 5] %
Sensitivity Z|BE| 7 %S %S 2|2 §
S| E| g8 |%g| 8| e
® | BE| 2 |8BR|Bc| B |28
= & S|leE|les|s|ed
2| g S|l | T %
gl E|&|sg|82|E| ¥
2| 5| & B 5| g I~
5| 3| & 2 & =
2| =| & B S| 8 5
=] B =] = o a
RN = - 2 g
= @ S Q
54 = &
2 3
. S
Functional Role =1
Administrative Staff X | X
Dietary Staff X X
General Care Provider X X X
Direct Care Provider X X X X X
Emergency Care Provider X X X X X
Researcher X
Patient or Legal Representative | X X | X X X

XDS DX EIZIFHk 2784 T (doctype)hidpY . SEFEL )L (confidentiality code)

HFENZk>TH M N BH(Role-Based Access Control)o

Authentication & Authorization

EMR

Document Consumer
-Authentication
+Authorization
+Audit logging

End User
(Patient,Docter,Nurse)

Document
Registry

Browser

Repository
T X [Ltopic of consent, confidentiality code. user.
functional role, situation Z&E DBERMH I NN ETTITA
L REDZERNEEF vy T hH 5,

IHE[ZLpilot projectZ{TL Y, Security and Privacy modelD#L3E T
FryTE#BHTU,
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IHE security & privacy toolkit

IHEETLEFT) r—avROEEE#EESR.
TV r—ar ORIE, #k, RS —ILRE/LTLEL,

A Audit Trail and Node Authentication (ATNA)
A Consistent Time (CT)

A Basic Patient Privacy Consents (BPPC)

A Enterprise User Authentication (EUA)

A Cross-Enterprise User Assertion (XUA)

A Personnel White Pages (PWP)

A Digital Signatures (DSG)

A Notification of Document Availability (NAV)

A Cross-Enterprise Document Sharing (XDS)

A Cross-Enterprise Document sharing via Reliable
messaging (XDR)
A Cross-Enterprise Document sharing on Media (XDM)

Audit flowdown

EEET VA, B

BEERY.

NWJ:(DW FEo

EESNIV AT LOHNFHEDHDIES
CEDEENRAREINES.

Local Clinic

Clinic A

1.

— — \,’-\_udi_J
Audit Record Repository ‘ [ >
Filtering HE/FHTORR
Reporting
Alerting
Alarming

HIE Infrastructure

METOI7 (I Et¥a )T

Bp VAL REEAERRERE e
B | E & |RB|AR
% + 16|15 |
2 & ®
#®
ATNA (B2 REH & /— R BBEE)
BPPC(BERE) ]
CTisHIOR A il Cookbook: Preparing the IHE Profile Security Section
EUA (B M1 — fél fl | Fél fél |
XUA (FEE&RT 1 — 5] R | RS SR (Risk Management in Healthcare IT Whitepaper)
DSG(BFHE)
XDS 5] October 10, 2008
XDR il
XDM il fél
PWP (B & D& 1E) ] i
Risk assessment and mitigation table e
R et To Reutenon "?‘m“""“""‘ B
e R i T T i T T S } | ¥ i .
— - — e et | P i | | e | [t
I | | } | i Dutmare o ek o]
s s s St | | [ote
= !:?:Z:'.‘;,:‘_,. J o gl ety ‘ Eapee| | RS
COREHALT. UTORTYTEITS,
DRI DIBEZETL opn CrderelTrt Sobton e Process Lows o Oatn g Oaceesen
@') 29 Dimpact&likelihoodZ 5Tfi L ! vy ora
QBRI DIEFEETS ey P
Contpusionor Sile Mo Conpersaton
Irsogrity

280 catled typs of risk

Guidelines of impact relevance for IHE profiles

Types of profile
Cantent profile | Workflow profile | Infrastructure profile

Types of impact

Loss of public trust, reputation

Loss of privac

Lass of availabilit

Lass of data inteqit

Loss of accountability

or system inteqit

Loss of confidentiality

.. Sensitive but not personal

Loss of provider effectimess

Loss / Decrease of program

effectivness or viabili

Cost of incident response, fix,

compliance orders

Lass / Decrease of system

efiectivness or viabilit

Less relevant
Less relevant

Less relevant

Less relevant

Less relevant

Loss of life or quality of life
Loss / Decrease in funding

Accountable employess looss job

Decreass in smployee morale Less relevant | Less relevant Less relevant

Example of level of impact

Reputation Delivery interruption scope
Very High| Potential for reduction May not be able to deliver on most
in SSHA mandate critical requirements
High Serious adverse attention from| Major shortfalls in one or more
media, medical establishment critical requirements
and / or public
Medium Minor adverse attention from Minor shortfalls in one or more key
media, medical establishment requirements
and / or public
Low Loss of reputation among A few shortfalls in desired
clients / partners functionality
Very Low| Internal loss of reputation System should still fully meet

mandatory requirements
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Example of probability of occurrence

Likelihood Description

Very High | This event will probably occur in the near future.

High This event is likely to occur in the near future.

Medium This event may occur in the near future.

Low This event is possible but highly unlikely to occur in the near future.

Very Low | This event is not expected to occur in the near future.

Example of matrix for relevant risks identification

Probability

Low Medium High Very High

Lebel of il t | Very Low

Very low

Low non relevant risks
Medium
High
[Veryhigh |

YR DIERE

Mandate or suggest grouping of actors with IHE security
profiles

A ATNA for:

A XUA for conveying of an aut
access from a user point of view);

A DSG for:

A CT for sharing of consisten

trails throughdesynchronizationf actors' clocks);
A EUA

Integrate security features in the profiles

Assign the mitigation of the risk to an identified agent (e.qg.
product developers, administrative procedures.)

for authentication with

®

Template for XDS Affinity Domain
Deployment Planning

December 2.2008

Contents(1)

Al (FLBIZ
A.2 Glossary
A3 BEEN
A4 HEREH
A4l MR
A4.2 HEMRIIRKH
A43 Haipt
Ad4 EEE
A45 MEITERE
A46 EHIRE
SERREAN, |BEURIES . RE., RITV~O MM EE
A5 EABAI
A51 —EZRLRILOAE
A5.2 B¥EKEE
A53 YATLBILEOEER
A5.4 HWHEER
A5.5 FHEMEEERODEM
A5.6 T4, RE. \vIT7vT
A57 FRAEOEHE

Contents(2

A6 AUNDHH

A6.1 AR

AB.2 AINDEALT

A6.3 AviEH

A7 XADDFHERH S DR

A7.1 HEERERKH

A8 VATLWEE

A8.1 £kl

A.8.2 XADDTFTH%

A.8.2.1 Business Actors

A.8.2.2 Technical Actordt#k
LSRN, LRSH, REaAsby—R, REa AV MIAE.
PIXIEIDY—X, PIXYR—T+, PIXRIAE.
PDQY—X, PDQFIA%. BEEUKRIHY

A.8.2.3 XADMSUH YAy

A.8.2.4 XADMZUH L avRDIIUY I ay

Contents(3)

A9 FEELEN

A9.1 [FLHIZ
HAE O HERMN

A9.2 F—AaALVTUVERHLHIR
BEEREEOHBRRE

A9.3 LURMDAST—4
AT —HEAF . A OWEL. B2 EROMLHE.
A T—LBRIEDREL. THLT DAZT—4,
codeListD{ERE

A9.4 YR—FFERE
YR—+F2FTaT7ML

A10 BEISANVERE

A10.1 FFarVbOTIEREFAO—REI

Contents(4)

All EiffidtEXayTs

A11.1 EBRE
£REE, SBHEA, 11— - KBIOZBE.
A—Y- BB ODEETE, THAEER, BEER.
A X

A11.2 /—RERI
J—REBRE

Al11.3 HB7I+ER
EBAWBTIER 2RI —IDEF1)T1EH.
J=R7OEAD X1 T1BHY.

A10.2 BERE AR A DX 1T,
BPPC BRSO OEH AR
A10.3 TSANRVEBIDEBEDHAR
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Contents(5) .
b =N {3 L o
_ XADIZH T 51 RERI R E
All4 fEHOTELE
KT —YDREMEY, T4OFILESA.
EHERTAH, FTELS. BFHAH.
FHorRAE. HiBRAE THLF DA Functional Role ]
L do) EHRD X123 7—4;
A.115 fﬁﬂ & F—IHR
_ T7RSMEONE A5 BHE. ABALEMEREA
A11.6 EEESEHH BANB~LRT7ER BEDGP (MAYDHE) S
A11.7 E#?(“(D—EHE HAELOALR T TEMR ST ORBIE>TRIEND
e ~LRTTEFR BEENET 7T IRRIBHNIAEND
A.l18 mﬁ AL ABEWPER BEST . BH. WAL THAENISAELD
A.11.9 YRHYSH R BEAOY—CRBRETRT STOMOEH
A11.10 RO RATLIEE
Business Actor | Definition Fechnical | Actor Optionalty | Gomments Business Actor Definition lochricsl Actor Optionality | Comments
HhiRDHIE .
(State/Provincial, | A4 —E£2F0¢ TosuEtED o uksry—ez | X0S-MSH
Regional, or 14 PIX manager | R/0/C g(ﬁlt;’k'ﬁ’& ?;53)"*1"/“) ET54EDER | $1AVMDOKE | R/0/C
Local) Lt oy b=
BEpNEsE < Eaor st
—x
(3 ¢
FEaAshLSR b
HRYL—YRSHY 'JE;t: XDs-1 R/0/C
RARJAESHY
EFUROY
s HEDUIRMIZ
lJ)/ZHJ(ﬂIEE& gﬁéh{:ﬂﬁ%b
PDQ
Supplier R/0/G
ATNA Audit
Repository | /0/C
XDS AT!;.A| BEY
Registry R0/ T.;iéf;’l R/0/C
XUA Y71
Service R/0/C
Provider
Business Actor | Definition cchrical | Agtor Optionality | Gomments Business Actor | Definition Jeohnical | Actor Optionality | Comments
A PRREr | (mamEroe | XS EMERERGT | EHE0URHER | X0S
F2AUPILTa— | KEHBATING) | pooument | R/0/C BANRT TGS | ORTHBHON | Document | R/0/C
) b 1. (Document Source) | TLV3) Source
XDS-1
; XDS-1
Imaging R/0/C Imagi
Document aging R/0/C
Gonsumor Docuent
Dosumert. | R/0/G ATNA R/0/C
Source Secure Node
XDS-1 WEEgssn | NOTBRENAOY |, o
Imaging orc RO RMEE ALEBERGT Do |R/0/C
Document R/ (Document Source) BLHBHEAT Sou:ce
Source W3)
ATNA -]
Sourcs Node | R/0/C s
Document. R/0/C
PIX
Consumer R/0/C Source
PDQ ATNA
Consumer R/0/C Secure Node R/0/c
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F.2 1IHE IT Infrastructure Technical Framework
ITI User Handbook 1

IHE IT Infrastructure Technical

Framework

Template for XDS Affinity Domain

Deployment Planning

Version 15.0
December 2, 2008
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1. (Introduction)
XAD ITI TF-1:10 Appendix K
XAD XAD
XDS Profile
Expected Knowledge and References XDS PIX PDQ ATNA

1S0/TS22600-1:2006 Privilege Management and Access Control,
Partl:0Overview and Policy management (cross border

)

2 (Goals)

XAD XDS Profile
XAD
2.1 Request for Feedback

2.2 Open Issues and Questions
3 Overview

ITI TF Appendix L
Appendix L

BAPACS BI%i% - BA IHE &
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Appendix A: XDS Affinity Domain Definition Template

Template
Profile
XAD

Template

Al

XAD THE

XAD

(Introduction)

XDS Profile

XAD

THE

A.2 (Glossary)

A.2.1 Terms

Access Control Accountability
A. 2.2 Abbreviations
EHR HIE TIHE PER etc.

A3 (Reference Documents)
XAD
A4 (Organizational Rules)
XAD
XAD XAD
A.4.1 Organizational Structure
A.4.2 (Organizational Roles)
XAD

( / )
A.4.3 (Funding)
A.4.3.1 Fee Structure
A. 4. 3.2 Re-Imbursement Policies
A. 4. 3.3 Insurance Policies
A.4. 3.4 Fiscal plan for System Operation, Maintenance, and Innovation
A.4.4 (Transparency)
A.4.5 (Enforcement and Remedies)

XAD ( )
A.4.6 (Legal Issues)
A.4.6.1 (Legal Governance)
IT

A.4.6.2 Government Regulations
A.4.6.3 (Liability and Risk Allocation)
A.4.6.4 (Indemnification)

BAPACS BI%i% - BA IHE &
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XDS

A.4.6.5
(Intellectual Property Rights to Published Documents)

A5 (Operational Rules)
A.5.1 (Service Level Agreements)
A.5.2 (Daily Governance)

XDS
A.5.2.1 Policy Governance
A.5.2.2 Policy Change Procedures
A.5.2.3 Publication and Notification Policies
A.5.2.4 (Management When Systems are Unavailable)

XAD PIX
A.5.3 (Configuration Management)

H/W  S/W

)
X. 10

A.5.4 (Addition of New Components)

XAD XAD

Repository Repository XDS-1
A.5.5
(Data Retention, Archive, and Backup)
A.5.6 (Disaster Recovery)
A.6 (Membership Rules)
A.6.1 (Acceptance)

XAD
A.6.2 (Types of Me(mbership) :
A.6.3 (Membership Policies)
A.7 XAD
(Connectivity To the XDS Affinity Domain from External Systems)
AT7.1 (Interoperability Strategy)

A.7.1.1 External Connectivity Through Portals

A.8 (System Architecture)
AP
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Actor/Profile
A.8.1 (Global Architecture)
XDS-1  Image ( )
A.8.2 XAD (Affinity Domain Actors)
XAD Integration Profile THE

Business Actors
Technical Actor Specifications
1 XDS (XDS Document Registry)
2 XDS (XDS Document Repository)
3 XDS (XDS Document Source)
4 XDS-I (XDS-I Imaging Document Source)
5 XDS (XDS Document Consumer)
6 XDS-I (XDS-I Imaging Document Consumer)
7 XDS Patient Identity Source
8 PIX ID (PIX Patient Identity Source)
9 PIX (PIX Manager)
PIX (PIX Consumer)
.11 PDQ Patient Demographics Supplier
.12 PDQ Patient Demographics Consumer
.13 ATNA Audit Record Repository
.14 ATNA Secure Node
. 15 Secure Application
.16 CT Time Server
.17 CT Time Client
.18 Any Additional IHE Actor Systems
.19 Additional Affinity Domain Specific Recognized Technical

=
()
il n e

o
9o = 00 00 Do Co Co Qo Co 0o K6 Co 0o 06 o Lo Ko O 0o 0o Co CO o

n
N NMMNMMDMNPDMNMNMNBDNNDRNNDNDNDDNDDN NN

—
o

XAD (XDS Affinity Domain Transaction Diagram)
XAD

><
=
)

A.8.2.4 XAD
(Cross XDS Affinity Domain Transaction Support)
XAD

1]

code sets” 1ID "

(Terminology and Content)
(Introduction)

OO O

.1
AD
11
Common Rules for Identifier Construction (example) )
0ID

SO 64

Data Content Rules and Restrictions

1 Example of Rules and Restrictions for Patient Demographic Data

(XDS Registry Metadata)
1 XDS Document Entry Metadata
TF-2: Table 4. 15 Document Metadata Attribute Definitions

'.>'.>'.>'.>S —~ = =
H@@@@U

1
.2
. 2.
.3
. 3.
TI

A.9.3.1.1
(Refinement of author Institution (example))
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XON:HL7 V2 Organization Name

A.9.3.1. 1.1

(Refinement of Organization Name component (example) )
A.9.3.1.1.2 (Ete.)

A.9.3.1.2

(Refinement of Further XDS Document Entry Attributes (example))
A.9.3.2 XDS Submission Set Metadata
ITI TF-2: Table 4.1-6 Submission Set Metadata Attribute Definitions

A.9.3.2.1 Refinement of Submission Set Metadata Attributes (example)
A.9.3.3 (Folder Metadata)
ITI TF-2: Table 3. 14.4.1-7 Folder Metadata Attribute Definitions

.3.1 codelList (Refinement of codeList (example)
(Supported Content)

.1 (Supported Content Profiles)

S, XDS-SD, XDS—1, XDS—BPPC, XDS—,

.1.1 XDS-MS Document Content Refinement (Example)

T
.9.3
.9.4
.9.4
S-M
9.4

A. 10 (Patient Privacy and Consent)
A.10.1
(General Guidelines Regarding Document Access and Use)
XAD BPPC  Privacy
Access Policy

A.10.2 (Patient consent)
A.10. 2.1 BPPC
BPPC Profile BPPC
A.10.3 (Privacy Over—ride Guidelines)
A 11 (Technical Security)
CEN 1ISO security
standard
A 11.1 (Authorization)
A 11.1.1 (Role Management)
A.11.1.1.1 Functional Roles
A.11.1.1.2 Structural Roles
A 11.1.2 (Authentication of Users/Role)
2
A.11.1.2.1 (User/Role Certificates management)
A.11.1.3 (Attestation rights)
A.11.1.4 (Delegation rights)
A.11.1.5 (Validity time)
A.11.2 (Node Authentication)
A 11.2.1 (Node Certificates Management)
A.11.3 (Information Access)
A.11.3.1 (Security Audit Log Access)
A.11.3.2

BAPACS BI%i% - BA IHE &
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(Network Communication Access Security Requirements)
XAD

A.11.3.3
(Node Access Security Requirements)
ATNA Profile
A.11.3.4
(Removable Media Access Security Requirements)
A.11.3.5 (Agreement validity period)
A.11.4 (Information Integrity)
X.10.4.1

(Network Communication Integrity Requirements)

A.11.4.2
(Document Digital Signature Requirements/Policy)

A.11.4.3 Document Update and Maintenance Policies)
A.11.4.3.1 (Document Correction Policy)
A.11.4.3.2 (Document Update Policy)
A.11.4.3.3 (Document Read Policy)
A.11.4.3.4 (Document Deletion Policy)
A.11.4.4 (Folder Update and Maintenance Policies)
A.11.4.4.1 Folder Correction Policy
A.11.4.4. 2 Folder Update Policy
A.11.4.4.3 Folder Read Policy
A.11.4.4. 4 Folder Deletion Policy
A.11.5 (Ethics)
A.11.6 (Secure Audit Trail)
transaction  ATNA Profile
ATNA
A.11.7 (Consistent Time)
CT Profile
A.11.8 (Audit check)
A.11.9 (Risk analysis)
1
A.11.9.1 General Mitigations
A.11.9.1.1 Common Criteria (ISO/IEC 15408)
A.11.9.2 Identified Risks
A.11.10 (Future system developments)
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2010

4 20

2010

—|HE XDS b= @ HIE (Health Information Exchange) D¥#sgE—

PACS

THE
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