


EET:EUDHEI Revision 8

(201148 A 19822 B)

R Volumel, 2a,2h,2x,3
N - TEDIEHI=E

R Supplements for Trial

Implementation
User Handbook
White Paper

IZEN DB,

2012/5/18 iHE Changing the Way Healthcare CONNECTS 2



Volume 1(TI-TE-1) .ff.ﬁA.l_—:w-T-*/“ijn
I7A14I
ek —— X L — R — A D ELsi
BRFEAL ;
THR—ERSHHS Y, AU
O T FEoa—)L
Volume 2a, 2b, 2x (ITI-TE-2a.,2b,2x) :
cSS O a FE =G T D a— L DR
IThRZ /it
VVolume 3(ITI-TE-3) :

XDSAAT—A R U T YIS Stk
20121518 3



2012/5/18

e i

Profiles — ERIFH

Document Sharing (kA k%)

XDS.b — Cross-Enterprise Document Sharing

» XDS-SD — XDS Scanned Documents

» XDP — Cross-Enterprise Document Interchange
NAV — Notification of Document Availability
RID — Retrieve Information for Display
XDM — Cross-Enterprise Document Media Interchange
XDR — Cross-Enterprise Document Reliable Interchange
DRR —Document-based Refferal Request
XCA—Cross-Enterprise Community ACCesS
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Profiles — EEEHR

Patient Management (& & 53R =12)
PAM — Patient Administration Management
PDQ — Patient Demographics Query.
PIX — Patient Identifier Cross-referencing
PSA — Patient Synchronized Applications
XCPD— Cross-Community Patient Discovery
PDQ V3—Patient Demographic Query HL7 V3
PIX VV3— Patient Identifier Cross-Reference HL7 V3
MPQO— Multi-Patient Queries

* RFD — Retrieve Form for Data Capture
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Profiles — €327«

ATNA — Audit Trial and Node Authentication
CT — Consistent Time

DSG — Decument Digital Signature

EUA — Enterprise User Authentication
XUA—Cross-Enterprise User Authentication
PWP — Personnel White Pages

BPPC —Basic Patient Privacy Consents
DSUB—Document Metadata Subscription
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IHE Web Site - http://www.ihe.net

Technical Frameworks

Technical Framework Supplements — Trial Implementation
Calls for Participation

IHE Fact Sheet and FAQ

IHE Integration Profiles: Guidelines for Buyers
IHE Connectathon Results

Vendors’ Product Integration Statements

IHEWIki.wustl.edu: Support of IHE Connectathons

http://ihewiki.wustl.edu/wiki/index.php/Main_Page
Sponsors’ IHE sites
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Patient
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Feed |.y
ITI-44 ]
[ ITI-8 ] Feed HL7v3

R AR Document B _ gocument
<5 | Registry Registry onsumer
LY AR Stored Query

[ ITI-42 ] | Register [ ITI-18 ]
Document Set - b

Provide&Register Doslf:r:(iei\;eSet
Document Document Set-b Document
Source [ ITI-41 ] Repository [ ITI-43 ]
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FaEa AR )—X (Document Source)

XE (T7MIV)BEVISXEDA T IIRER (AT —) B 8% 9 5
FEa AR R (Document Repository)
XEAPRFI S

FEa A2 R R (Document Registry)

AT —RERFET D

FaEa A ka2 a—~ (Document Consumer,)
XEZHR,. BT S

HHIDY—X (Patient Identity Source)
BEIDZRIETS
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Provide and Register
Document Set-b

[ITI-41]
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Register Document
Set-b [ITI-42]
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ITI TF-2b: 3.42

Registry Stored Query
[ITI-18]
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ITI TF-2a: 3.18

Retrieve Document Set
[ITI-43]
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ITI TF-2b: 3.43

Patient Identity Feed
[ITI-8]
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Patient Identity Feed
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Patient Identity Feed HL7v3 [ITI-44] O (notel)
BHIDY—R Patient Identity Feed [ITI-8] O (notel)
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) 1457 —A[EebXML RIM ver.3.0 Q& TEL
XDSAT ook ebXMLA T x ok

DocumentEntry - ExtrinsicObject
RegistryPackage

Folder

Classification
“Folder”

SubmissionSet ‘RegistryPackage

Classification
ebXML: Electronic Business using “SubmissionSet

eXtensible Markup Language ”
RIM: Registry Information Model
RS:Registry Service (and Protocols)
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(RegistryPackage)

type="HasMember- DocumentEntry
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Folder
(RegistryPackage)
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ITI TF-2aCTEBEBINTLVAStoredQuery DiELE

-FindDocuments - GetFolders

-FindFolders - GetAssociations

- FiIndSubmissionSets - GetDocumentsAndAssociations
- GetAll - GetSubmissionSets

- GetDocument

- GetSubmissionSetAndContents

- GetFolderAndContents

» GetFoldersForDocument
» GetRelatedDocuments
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SOAP: Simple Object Access Protocol

MTOM: Message Transmission Optimization Mechanism
XOP: XML-binary Optimized Packaging

WSDL: Web Services Description Language
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Provide and Register Document Set [ITI-15]
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Query Reqistry [ITI-16]

Registry Stored Query [ITI-18]

Retrieve Document Set [ITI-14]
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Provide and Register Document Set [ITI-15]

Register Document Set [ITI-14]

Retrieve Document [ITI-17]

FEXaA LR

Register Document Set [ITI-14]

Registry Stored Query [ITI-18]

Patient Identity Feed [ITI-8]

Query Registry [ITI-16]
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CT (Consistent Time)

ok EDEFLIDFEH ., S EHHR
ATNA (Audit Trail'and Node Authentication

/J—hE85E
ANDEAY (BEE L)

PIX (Patient Identifier Cross-referencing for MPI)
BEHIDE A (e EISEEHSNSHEFID)
T IA=TA A (St ER CEESNSHEEID)
PIX¥ A+

PDQ (Patient Demographics QUery)
EHEENGHREEICLI-EFIDDEEHLE

XUA (Cross-Enterprise User Authentication)
ek B ISR =D B FI A ERE

NAV (Notification of Document Availability)
32 A2 DA A Rl RE & %N

PAM (Patient Administration/Management)
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Lab results sharing
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Imaging Info Sharing,
Nationwide PDI guideline
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Test Description
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Image
Document

Source WADO Retrieve [RAD-55]
Retrieve Imaging Document Set [RAD-69]
Retrieve Images [RAD-16]
Retrieve Presentation States [RAD-17]
Retrieve Reports [RAD-27]
Retrieve Key Image Note [RAD-31]
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PDF Report (RAD TE-2 4.54.4.1.2.2)
CDA Wrapped Text Report (RAD TF-2 4.54.4.1.2.3)
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Actor-start-stop

Startup and shutdown of any actor. Applies to all actors. Is distinct from
hardware powerup and shutdown.

Audit-log-used

The audit trail repository has been accessed or modified by something other
than the arrival of audit trail messages

Begin-storing-instances

Begin storing SOP Instances for a study. This may be a mix of instances.

Health-service-event

Health services scheduled and performed within an instance or episode of care.
This includes scheduling, initiation, updates or amendments, performing or
completing the act, and cancellation. See note below.

Instances-deleted

SOP Instances are deleted from a specific study. One event covers all instances
deleted for the particular study.

Instances-stored

Instances for a particular study have been stored on this system. One event
covers all instances stored for the particular study. .

Medication

Medication orders and administration within an instance or episode of care. This
includes initial order, dispensing, delivery, and cancellation.

Mobile-machine-event

Mobile machine joins or leaves secure domain.

Node-authentication-failure

A secure node authentication failure has occurred during TLS negotiation, e.g.

invalid certificate.

2012/5/18
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Order-record-event

Order record created, accessed, modified or deleted. Involved actors: Order
Placer. This includes initial order, updates or amendments, delivery, completion,
and cancellation. See note below.

Patient-care-assignment

Staffing or participant assignment actions relevant to the assignment of
healthcare professionals, caregivers attending physician, residents, medical
students, consultants, etc. to a patient It also includes change in assigned role or
authorization, e.g., relative to healthcare status change, and de-assignment

Patient-care-episode

Specific patient care episodes or problems that occur within an instance of care.
This includes initial assignment, updates or amendments, resolution, completion,
and cancellation. See note below

Patient-care-protocol

Patient association with a care protocol. This includes initial assignment,
scheduling, updates or amendments, completion, and cancellation. See note
below.

Patient-record-event

Patient record created, modified, or accessed.

PHI-export Any export of PHI on media, either removable physical media such as CD-ROM
or electronic transfer of files such as email. Any printing activity, paper or film,
local or remote, that prints PHI

PHI-rmport Any import of PHI on media, either removable physical media such as CD-ROM
or electronic transfers of files such as email.
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Procedure-record-event

Procedure record created, modified, accessed or deleted

Query-information

A query has been received, either as part of an IHE transaction, or as part other
products functions. For example:

1) Modality Worklist Query
2) Instance or Image Availability Query
3) PIX, PDQ, or XDS Query

Security Alert

Security Administrative actions create, modify, delete, query, and display the
following:

1. Configuration and other changes, e.g., software updates that affect any
software that processes protected information. Hardware changes may also be
reported in this event.

2. Security attributes and auditable events for the application functions used for
patient management, clinical processes, registry of business objects and methods
(e.g. WSDL, UDDI), program creation and maintenance, etc.

3. Security domains according to various organizational categories such as entity-
wide, institutional, departmental, etc.

4. Security categories or groupings for functions and data such as patient
management, nursing, clinical, etc.

2012/5/18
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Security Alert
(ATENDDF)

5. The allowable access permissions associated with functions and data, such as
create, read, update, delete, and execution of specific functional units or object
access or manipulation methods.

6. Security roles according to various task-grouping categories such as security
administration, admissions desk, nurses, physicians, clinical specialists, etc. It also
includes the association of permissions with roles for role-based access control.

7. User accounts. This includes assigning or changing password or other
authentication data. It also includes the association of roles with users for role-based
access control, or permissions with users for user-based access control.

8. Unauthorized user attempt to use security administration functions.
9. Audit enabling and disabling.

10. User authentication revocation.

11. Emergency Mode Access (aka Break-Glass)

Security administration events should always be audited.

User Authentication

This message describes the event of a user attempting to log on or log off, whether
successful or not. No Participant Objects are needed for this message.

Study-object-event

Study is created, modified, accessed, or deleted. This reports on addition of new
Instances to existing studies as well as creation of new studies.

Study-used

SOP Instances from a specific study are created, modified or accessed. One event
covers all instances used for the particular study.
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Zroo o LIS, BEERY DI|H IS 5%
EIEDRDIEMRESTLNS,
{5l : Retrieve Document Set [ITI-43]1DEZ S

BB ANk : PHI-Export
oA Ra o a—IHE A 4EEO) (—6)

_ Field Name m Value Constraints
AuditMessage/ EventActionCode “ “C” (Create)

Eventldentification -
EveniDateTime noi specialized

EventOutcomelndicator not specialized

EventTypeCode d EV(“TTI-437, “THE Transactions”, “Fetneve Document Set™)

Source (Document Fepository) (1)

Destination (Document Consumer) (1)

Human Regquestor (0..n)

Andit Source (Document Consumer) (1)
Patient (0..1)

Document (1..0) (5ee combining rules above)
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{51 : Retrieve Document Set [ITI 43| iZE (B B D =)

M AR ORI AT AEEES (—ER)

_ Field Name m Value Constraints

Event EV(110106, DCM, “Export")
AuditMessage/ EventActionCode “ “R” (Read)

Eventldentification
EveniDateTime nat specialized

EventOutcomelndicator “ not specialized

EventTypeCode EV(*ITI-437, “IHE Transactions”, “Retrieve Document Set™)

Source (Document Repository) (1)
Destination (Document Consumer) (1)
Audit Source (Document Repository) (1)

Document (1..n) (Sge combining rules above)

EEBnT MEIEE EZNISX I B EIEDRDHIEITI-TF-2b
(03.43.6.1.1, 3.43.6.1.21=8h 5D, (CCCIEIFAD—EzLELI=1=

[3C9r)
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TR LTS,
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J—FDFEARPF—EL T, RSAF—ZEAN—RXELT=X.5097Z
NEEEA=EZEHY9 5
DICOM. HL7: TLST B k=)L Z {5
TLS RSA WITH NULL SHA
TLS RSA WITH AES 128 CBC_SHA (ATNAREE /AT 3>)
HTTP: DICOMASHLT M35 & &R CHiE CTLS B EIL T 5,
HTTPEE ClE. BBSEA T arhhElri %
WebH—E X :WS-I Basic Security Profile Version 1.1.

http://www.ws—i.org/Profiles/BasicSecurityProfile=1.1.htm|
TLS_RSA WITH NULL SHAD A~ FZ s
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Maintain
Time [ITI-1] Secure Node Record Audit Event [ITI-20]

Time grouped with
Server Any THE Actor

a

Maintain

. R d Audit
Time [ITI-1] MRy

Secure Node Event [ITI-20] Audit
grouped with
PHI Application

Repository

Node
Authentication
[ITI-19]

Secure Node
grouped with
Any THE Actor Record Audit Event [ITI-20]

2012/5/18 iHE Changing the Way Healthcare CONNECTS



T3 FoYHLay AFar)T4 | TFCOHRBAZER

<any PHI application grouped with a | Record Audit Event [ITI-20] R ITI-TF-2a 3.20

Secure Node Actor>

<any IHE actor grouped with a Record Audit Event [ITI-20] R ITI-TF-2a 3.20

Secure Node Actor>

Audit Record Repository Record Audit Event [ITI-20] R ITI-TF-2a 3.20

Secure Node Authenticate Node [ITI-19] R ITI-TF-2a 3.19
Maintain Time [ITI-1] R ITI-TF-2a 3.1

Secure Application Authenticate Node [ITI-19] @) ITI-TF-2a 3.19
Maintain Time [ITI-1] @) ITI-TF-2a 3.1
Record Audit Event [ITI-20] @) ITI-TF-2a 3.20
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Maintain

; Time [ITI-1] ;
Time Time
Server Client

T3 N 7 = AFas) | TFCOHRBAE
T4 AT
Time Server Maintain Time [ITI-1] R ITI-TF-2a 3.1
Time Client Maintain Time [ITI-1] R ITI-TF-2a 3.1
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IR Query Dt

| \
1

¥ o HINV2pdeavetyt—

=&, ADTRS2 Y923 ISH L TIE, HLV2Ay—o%F HiR—k,
A01 Admit Patient, AO4 Register Patient, AO8 Update Patient Info, &
PAR—RICLI=FR D, T AATHDHLY? V2 ADTAYyE—IM, EFmch, Jih—kshbd,
HL7V3RIM (Reference Information Model) ZHY7—rZR%5

HL7 V3tZ2£/8—2a 7. 5D Hih—kZEis
HL7V3Query A yt—> M HH . TARSN TS
IH7E . B 5 DHealth Infoway., BEPIHET. FiE DY R—FER MR Tl 5
HL7Query Adaptor&EL T, 1N\—2a32 7.0 AKX [SH7R—FEath
HL7 Q (Query) & U K (Response) Ayt—oZHh—k
IHETCHIAHT AFEZLHHR—KE LLFDAYE—2
Q22 (Find Candidates)
Q23 (Get Corresponding ldentifiers)

MDON—RADAyL—TF B R—FTE5
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Patient Identity Feed

Query
Docume

Document
Registry

Register

Query Document Register

XDS®MXDA (Affinity Domain) T2 ﬁb#:)‘zbé‘”‘ﬁb
=Y BRLEYTB0cE. 7TUr—oavld. o—5 |
IWEEBFER. DOFYERBIDOLEBTERBFHRZAIT
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BEANJLATEH (PHI: Patient Health
Information ) ieE%E D= EE[R 8l :

» EEIEHRY—RAD., BE LI (ENEHR)EEE., ZDREA THD
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Patient Identity Feed [[TI-8]+
L PIX Query [ITL9]
™ PIX Update Notfication [ITI-10]

Patient Identifier Cross-
reference Manager

Actors Transactions Optionality Section
Patient Identity Source Patient Identity Feed [ITI-8] R ITITF-2a: 3.8
Patient Identifier Cross-reference Consumer PIX Query [ITI-9] ITITF-2a: 39
PIX Update Notification [ITI-10] ITI TF-2a: 3.10
Patient Identifier Cross-reference Manager Patient Identity Feed [ITI-8] ITITF-2a:3.8
PIX Query [ITI-9] ITITF-2a:39
PIX Update Notification [ITI-10] ITITF-2a: 3.10
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HH33

T Patient Demographics and
[Visit Query [ITI-22

Actors Transactions Optionality Section
Patient Demographics Consumer | Patient Demographics Query [ITI-21] | 4 ITITF-2a: 3.21
Patient Demographics and Visit Query O ITITF-2a: 3.22
[IT1-22]
Patient Demographics Supplier Patient Demographics Query [ITI-21] K ITITF-2a: 3.21
Patient Demographics and Visit Query O ITITF-2a: 3.22
[TT1-22]
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| PWBEP R el Wit e

PWP: i B & 5%55
Domain Naming System (DNS)

_ight Weight Directory Access Protocol (LDAP)

LDAP Query/Response
RFC2798 DefinetOrgPerson Object Class

LDAR (&, EUAS DT LA A D E R
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Personnel White

DNS Server Personnel White
Pages Consumer

Pages Directory

Personnel White Pages

HRAN(ITI-23]

Personnel White Pages i

Consumer :

Find Personnel White Pages [ITI-23] Query Personnel White Pages [ITI-24] E :: ::

Personnel White Page5'§7I'J[ITI-24]
DNS Server Personnel White Pages Directory i
T3 MUY Ay DAR)/ Vol 2R D &
A7 aF)L(0)

Personnel White Pages Consumer | Find Personal White Pages (78 7 A K ~=— U FR%0) ) ITI TF-2:3.23
Query Personal White Pages ("7 A h_X— 7 V) R ITI TF-2:3.24
DNS Server Find Personal White Pages (78 7 A~ ~X— U FE%) R ITI TF-2:3.23
Personnel White Pages Directory Query Personal White Pages (R VA h_X—T 7 1) R ITI TF-2:3.24
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Patient Registration
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Patient Admitted Notification
(BEAEEA):
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Patient discharged from Hospital ADT
System
(BGBEADT 2 X 7L 5V5 DIEFE):
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[ Patient Encounter ] — Patient Encounter Management [ITI-031] f Patient Encounter ]
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Management 2:3.31
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