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Profiles — EETE#H

Document Sharing (FFa A k34)

XDS.b — Cross-Enterprise Document Sharing

» XDS-SD — XDS Scanned Documents

» XDP — Cross-Enterprise Document Interchange
NAV — Notification of Document Availability
RID — Retrieve Information for Display.
XDM— Cross-Enterprise Document Media Interchange
XDR — Cross-Enterprise Document Reliable Interchange
DRR —Document-based Refferal Request
XCA— Cross-Enterprise Community ACCess
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Proflles - IE;E'F‘#E

Patient Management (& 1ER & 1E)
PAM — Patient Administration Management
PDQ — Patient Demographics Query.
PIX — Patient Identifier Cross-referencing
PSA — Patient Synchronized Applications
XCPD— Cross-Community. Patient Discovery.

* RFD — Retrieve Form for Data Capture

Profiles — €3 a)7+

ATNA — Audit Trial and Node Authentication
CT — Consistent Time

DSG — Document Digital Signature

EUA — Enterprise User Authentication
XUA—Cross-Enterprise User Authentication
PWP — Personnel White Pages

BPPC —Basic Patient Privacy Consents
DSUB—Document Metadata Subscription
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IHE Web Site - http://www.ihe.net

Technical Frameworks

Technical Framework Supplements — Trial Implementation
Calls for Participation

IHE Fact Sheet and FAQ

IHE Integration Profiles: Guidelines for Buyers
IHE Connectathon Results

Vendors’ Product Integration Statements

IHEWIki.wustl.edu: Support of IHE Connectathons

http://ihewiki.wustl.edu/wiki/index.php/Main_Page
Sponsors’ IHE sites

http://www.himss.org/IHE
http://www.rsna.org/IHE

http://www. aceergieuelii
hanging
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[ ITI-42 ] | Register [ ITI-18]
Document Set - b
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Document Document Set-b Document
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FEa A k)—X (Document Source)
XE(T7AMIV) EEUPISXEDA ) TYIRER (AT —2) 8% T D
FEa AR (Document Repository)
XEABZERFETS

oAU AR (Document Registry)

AT —REREFET S

FEa At ka2, a—~ (Document Consumer)
XEZHER, SBID

BRIDY—X (Patient Identity. Source)
BHIDZERHTS
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Provide and Register
Document Set-b

[(ITI-41]

KXo AR —RAMSRF A N)RIRN)
ANXEBL ZOATIIRER (A2 T—4
VEED XNEIFFF1AVMN)ROMN)TRE
=hd.

ITI TF-2b: 3.41

Register Document
Set-b [ITI-42]

RXaAVRIROM)DASRFANLT X
JAART—R%ZTRT B

ITI TF-2b: 3.42

Registry Stored Query
[ITI-18]

BREMNE(ZKY., FXa it baroa—3ht
XA D RN MDA T—2ERY
I':I:Ilj-o

ITI TF-2a: 3.18

Retrieve Document Set
[ITI-43]

KEXa iAo haoa—3IN Kxairoky
AM)hSXEEZRYHT,

ITI TF-2b: 3.43

Patient Identity Feed
[1TI-8]

FXa AL RARMIARASMVADEEID
DIRHZE TS (HLver 26K IZE )

ITI TF-2a: 3.8

Patient Identity Feed
HL7v3 [ITI-44]

FEXaAVRLORR)ARALORAD B EID
DIRFEZETTS (HLIver. 3K IZE D)

ITI TF-2b: 3.44
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FEaivby—X Provide and Register Document Set-b [ITI-41] R
KEXaArbkarra—= | Registry Stored Query [ITI-18] R

Retrieve Document Set [ITI-43] R
FEaAVR)RIM Provide and Register Document Set-b [ITI-41] R
Register Document Set-b [ITI-43] R
Retrieve Document Set [ITI-43] R
FEaAVRLIO RN Register Document Set-b [ITI-43] R
Registry Stored Query [ITI-18] R
Patient Identity Feed [ITI-8] O (notel)
Patient Identity Feed HL7v3 [ITI-44] O (notel)
BEIDY—R Patient Identity Feed [ITI-8] O (notel)
Patient ldentity Feed HL7v3 [ITI-44] O (notel)
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) 1457 —4(XebXML RIM ver.3.0 QR cEL
XDSAIT Tk ebXMLA Tz ok

DocumentEntry - ExtrinsicObject
RegistryPackage

Folder

Classification
“Folder”

SubmissionSet ‘RegistryPackage

Classification
ebXML: Electronic Business using “SubmissionSet

eXtensible Markup Language ”
RIM: Registry Information Model
RS :Registry Service (and Protocols)
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o MEID B ILT Association |47
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[51]

SubmissionSet
(RegistryPackage)

type="HasMemnber- DocumentEntry
(ExtrinsicObject)

Association

type="HasMember” Association

“HasMember”

Folder
(RegistryPackage)
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SQchl:cF*'utt,fl//xwﬁuﬂ%ﬁ
{fl) SELECT fol.id FROM RegistryPackage fol

WHERE fol.id IN|$XDSFolderEntryUuUID ‘

32—~ AlIESOLXISIEDHIAT INTA—F%
L AR ~£%

LORRY(EZT s a—hHhesDINSA—FEE
[Z S AN TCSOLXICEAEREZEITI Do

O a—XISRETEHERESEEDENSDH
JHLY,

2011/5/18 iHE Changing the Way Healthcare CONNECTS 20




2 oL0NEUQUETYE

ITI TF-2aTEZEINTLVSStoredQueryDFELH

- FindDocuments - GetFolders

-FindFolders - GetAssociations

- FindSubmissionSets - GetDocumentsAndAssociations
- GetAll - GetSubmissionSets
GetDocument

- GetSubmissionSetAndContents

- GetFolderAndContents

 GetFoldersForDocument
 GetRelatedDocuments
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XDS.bIEL DM DZEERIBESIRL TS

o ARTF—HR: ebXML verd.01ZtED<

o FSUHHIIUBOWebY—E X SOAP1.2

FIZ[ITI-41][ITI-43] TIXMTOM/ XOP % AL =

SOAPNA T4 T &FEBT 5,

e TEFIDDEFSITIE HL7IZEDLKN S YD
iRt

e IHEIZXDS.bAHDWSDLEZZIZH

SOAP: Simple Object Access Protocol

MTOM: Message Transmission Optimization Mechanism
XOP: XML-binary Optimized Packaging

WSDL: Web Services Description Language
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Registry Stored Query [ITI-18] R
Retrieve Document Set [ITI-14] R
FXaAVRIRIH) Provide and Register Document Set [ITI-15] R
Register Document Set [ITI-14] R
Retrieve Document [ITI-17] R
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Registry Stored Query [ITI-18] R
Patient Identity Feed [ITI-8] R
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CT (Consistent Time)
Ty EDEZIDEE]. 2ZE R
ATNA (Audit Trail'land Node Authentication
/ I\nlbn
AR EAY (BEEEEH)
PIX (Patient Identifier Cross-referencing for MPI)
BHIDEA Y (fex C EISEHEN A EFID)

FIA=T A R A (B IR 2 R CEESh BB E1D)
PIX¥ 2%

PDQ (Patient Demographics Query)
BHEEANFHEZEICLI-ZEFIDOEEHE
XUA (Cross-Enterprise User Authentication)

e B 1S3 1= 1N 5 7 A& 72l
NAYV (Notification of Document Availability)

FEa A EDF FH Rl BEE A
PAM (Patient Administration/Management)
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Test Description
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Test Requirement
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Registry
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o . Document
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Consumer
\/_X Imaging Document Set
— MTOM/XOP Retrieve Document

[RAD-68] Document Pt BEREFa A
Repository |} a2 —<

Image
Document

Source WADO Retrieve [RAD-55]
Retrieve Imaging Document Set [RAD-69]
Retrieve Images [RAD-16]
Retrieve Presentation States [RAD-17]
Retrieve Reports [RAD-27]
Retrieve Key Image Note [RAD-31]
Retrieve Evidence Documents [RAD-45]
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E & Provide and Register Document Set-MTOM/XOP [RAD- | R 4.68
kEaxvr |8
J—2 Retrieve Images[RAD-16] R 4.16
Retrieve Presentation States[RAD-17] R 4.17
Retrieve Reports[RAD-27] R 4.27
Retrieve Key Image Note [RAD-31] R 4.31
Retrieve Evidence Documents [RAD-45] R 4.45
WADO Retrieve [RAD-55] R 4.55
Retrieve Imaging Document Set [RAD-69] R 4.69
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Set of DICOM Instances (RAD TE-2 4.54.4.1.2.1.)
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PDFE Report (RAD TE-2 4.54.4.1.2.2)
CDA Wrapped Text Report (RAD TF-2 4.54.4.1.2.3)
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Data Integrity. Controls (—45Z£1%) — CT, ATNA
TLS option

Data Confidentiality, (F—2#8 1) > ATNA TLS
option

AEIc;ess Controls (72 AH{EH)— BPPC. IHER: i

ATNA=Audit Trail + Node Authentication

i SER
m B nIE ED]-‘ I‘ SRY= IE
2011/5/18 iHE Changing the Way Healthcare CONNECTS




TSTNA

:l.—*ff\d)nﬁlﬁaﬁ(ﬁ"ﬁnw]‘\) |
MDD T EEBICEAERICE DL, B2 EICRH 9 55EEIND
NS —DESE O T
REITAEPHIEEIGHER) T—2I=x I A5 @UlEER. 7IA AZIE.
HIfzDFH R

/—FERREISE DT T R H{H

FIET =TT IR/ —F (AT Lk FISHIRL . &5 /—F =%
Can Al =L —HISF IR EHIR Y 7575 TDT 2 A il 1

SREREEURL

ECDIHEY 7505, BRI NER R RS, BB aCik')
WO IFERLHERTFT B

PHIT—42 D5 £
PHITE#R (£ k. 25 . Hi. FrE) DADEEEZ DBREICH T 2T —4
D522 DB

2011/5/18 iHE Changing the Way Healthcare CONNECTS 42




‘X!‘fj\ﬂ AT(E ?r':"“rﬁ’_r .j,yjs)

Eli 51~ EIR -7 - R B L SRS L T L T
NIF7E 5750

Eaﬁliil:1lﬁl/w)moE7’79(:$E LG AE L DI HR—2 R

[FCIE7E<. EBDTALRISHT DAN DL EHE AT
7 (8 A2y A A

BB ik Ay t—Uld. EREEREEKUR R A~ FEHTT

PNB, {L#E A%, Reliable Syslog Cooked Profile(REC-3195)(<

HELVEZFELTLYS, BSD Syslog(RFC-3164)% & FA Rl gEf=H°
HFID 35

SEhEERE NI X

2011/5/18 iHE Changing the Way Healthcare CONNECTS 43




FUH—ARUE

Actor-start-stop

Startup and shutdown of any actor. Applies to all actors. Is distinct from
hardware powerup and shutdown.

Audit-log-used

The audit trail repository has been accessed or modified by something other
than the arrival of audit trail messages

Begin-storing-instances

Begin storing SOP Instances for a study. This may be a mix of instances.

Health-service-event

Health services scheduled and performed within an instance or episode of care.
This includes scheduling, initiation, updates or amendments, performing or
completing the act, and cancellation. See note below.

Instances-deleted

SOP Instances are deleted from a specific study. One event covers all instances
deleted for the particular study.

Instances-stored

Instances for a particular study have been stored on this system. One event
covers all instances stored for the particular study. .

Medication

Medication orders and administration within an instance or episode of care. This
includes initial order, dispensing, delivery, and cancellation.

Mobile-machine-event

Mobile machine joins or leaves secure domain.

Node-authentication-failure

A secure node authentication failure has occurred during TLS negotiation, e.g.
invalid certificate.

2011/5/18
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Order-record-event

Order record created, accessed, modified or deleted. Involved actors: Order
Placer. This includes initial order, updates or amendments, delivery, completion,
and cancellation. See note below.

Patient-care-assignment

Staffing or participant assignment actions relevant to the assignment of
healthcare professionals, caregivers attending physician, residents, medical
students, consultants, etc. to a patient It also includes change in assigned role or
authorization, e.g., relative to healthcare status change, and de-assignment

Patient-care-episode

Specific patient care episodes or problems that occur within an instance of care.
This includes initial assignment, updates or amendments, resolution, completion,
and cancellation. See note below

Patient-care-protocol

Patient association with a care protocol. This includes initial assignment,
scheduling, updates or amendments, completion, and cancellation. See note
below.

Patient-record-event

Patient record created, modified, or accessed.

PHI-export Any export of PHI on media, either removable physical media such as CD-ROM
or electronic transfer of files such as email. Any printing activity, paper or film,
local or remote, that prints PHI

PHI-import Any import of PHI on media, either removable physical media such as CD-ROM
or electronic transfers of files such as email.
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Procedure-record-event

Procedure record created, modified, accessed or deleted

Query-information

A query has been received, either as part of an IHE transaction, or as part other
products functions. For example:

1) Modality Worklist Query
2) Instance or Image Availability Query
3) PIX, PDQ, or XDS Query

Security Alert

Security Administrative actions create, modify, delete, query, and display the
following:

1. Configuration and other changes, e.g., software updates that affect any
software that processes protected information. Hardware changes may also be
reported in this event.

2. Security attributes and auditable events for the application functions used for
patient management, clinical processes, registry of business objects and methods
(e.g. WSDL, UDDI), program creation and maintenance, etc.

3. Security domains according to various organizational categories such as entity-
wide, institutional, departmental, etc.

4. Security categories or groupings for functions and data such as patient
management, nursing, clinical, etc.

2011/5/18
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Security Alert
(FIEDDOOZ)

5. The allowable access permissions associated with functions and data, such as
create, read, update, delete, and execution of specific functional units or object
access or manipulation methods.

6. Security roles according to various task-grouping categories such as security
administration, admissions desk, nurses, physicians, clinical specialists, etc. It also
includes the association of permissions with roles for role-based access control.

7. User accounts. This includes assigning or changing password or other
authentication data. It also includes the association of roles with users for role-based
access control, or permissions with users for user-based access control.

8. Unauthorized user attempt to use security administration functions.
9. Audit enabling and disabling.

10. User authentication revocation.

11. Emergency Mode Access (aka Break-Glass)

Security administration events should always be audited.

User Authentication

This message describes the event of a user attempting to log on or log off, whether
successful or not. No Participant Objects are needed for this message.

Study-object-event

Study is created, modified, accessed, or deleted. This reports on addition of new
instances to existing studies as well as creation of new studies.

Study-used

SOP Instances from a specific study are created, modified or accessed. One event
covers all instances used for the particular study.
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TN (D

ZhooH a0 eI, EREAJ DB BISH9 5%
FEIEDROAMRESTILNS,
{51l : Retrieve Document Set [ITI-43]D 5 S

EEB AN : PHI-Export
AT o a—NH AT HEEDT (—E)

_ Field Name m Value Constraints
AuditMessage/ EventActionCode “ “C” (Create)

Eventldentification -
EveniDateTime noi specialized

EventOutcomelndicator not specialized

M
EventTypeCode EV(“ITI-437, “IHE Transactions”, “Retreve Document Set™)

Source (Document Fepository) (1)

Destination (Document Consumer) (1)

Human Regquestor (0..n)

Andit Source (Document Consumer) (1)
Patient (0..1)

Document (1..0) (5ee combining rules above)
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{51l : Retrieve Document Set [ITI 43|DIZE (HIJEUJ%TE)

S AR A AT HEERS (—FD)

_ Field Name m Value Constraints

Event | Bl | M [ EVOOW0GDOM Expr) |
AuditMessage/ EventActionCode “ B (Feead)

Eventldentification —
EveniDateTime nat specialized

EventOutcomelndicator “ not specialized

EventTypeCode EV(ITI43", “IHE Transactions”, “Retrieve Document Set”)

Source (Document Repository) (1)

Destination (Document Consumer) (1)
Audit Source (Document Repository) (1)

Document (1..n) (Sge combining rules above)

BN DEIEB EZENISH T HEFEIEDRDAIEITI-TF-2b
(03.43.6.1.1, 3.43.6.1.2[C8h 5, (CCTCIEIFAD—EH =L LI=1=

)
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MAL T SHFS

J—FDEFBEVPF—EL T, RSAF—FN—XEL=X509#
NEEBA=ZERT 5
DICOM. HL7: TLST HEF= )L % F
TLS RSA WITH.NULL SHA
TLS_RSA WITH_AES_ 128 CBC_SHA (ATNARS S EA T 3>/)
HTTP: DICOMAHLT D355 ERI C A CTLSHE i EIL T Do
HTTPEBEClE. BBESEA T ahhELiE 5
WebH—E X : WS-I Basic Security Profile Version 1.1.

http://www.ws—i.org/Profiles/BasicSecurityProfile=1.1.html
TLS_RSA WITH NULL SHAD A~ A% i
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Maintain

Record Audit Event [ITI-20]

; Time [ITI-1] Secure Node
Time < grouped with
Server Any IHE Actor

a

Maintain
Time [ITI-1] Secure Node
grouped with

PHI Application

Node
Authentication
[ITI-19]

Secure Node
grouped with

Record Audit
Event [ITI-20] Audit

Repository

Any IHE Actor

Record Audit Event [ITI-20]
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<any PHI application grouped with a | Record Audit Event [ITI-20] R ITI-TF-2a 3.20

Secure Node Actor>

<any IHE actor grouped with a Record Audit Event [ITI-20] R ITI-TF-2a 3.20

Secure Node Actor>

Audit Record Repository Record Audit Event [ITI-20] R ITI-TF-2a 3.20

Secure Node Authenticate Node [ITI-19] R ITI-TF-2a 3.19
Maintain Time [ITI-1] R ITI-TF-2a 3.1

Secure Application Authenticate Node [ITI-19] @) ITI-TF-2a 3.19
Maintain Time [ITI-1] O ITI-TF-2a 3.1
Record Audit Event [ITI-20] @) ITI-TF-2a 3.20
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Maintain

] Time [ITI-1] ;
Time Time
Server Client

TI5 FSUHHaY A#Fasr) | TFCORRMASE
T4 AT
Time Server Maintain Time [ITI-1] R ITI-TF-2a 3.1
Time Client Maintain Time [ITI-1] R ITI-TF-2a 3.1
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A01 Admit Patient, AO4 Register Patient, AO8 Update Patient Info, 75:&
PA—RICLI=HHD., T RXTHHL? V2 ADTAyt—Th, EEesh., Yh—kshd,
HL7V3RIM (Reference Information Model) Z3-78—FZBR
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Patient Identity Feed [[TI-8]+
L PIX Query [ITL9]
™ PIX Update Notfication [ITI-10]

Patient Identifier Cross-
reference Manager

Actors Transactions Optionality Section
Patient Identity Source Patient Identity Feed [ITI-8] R ITITF-2a: 3.8
Patient Identifier Cross-reference Consumer PIX Query [ITI-9] ITITF-2a: 39
PIX Update Notification [ITI-10] ITI TF-2a: 3.10
Patient Identifier Cross-reference Manager Patient Identity Feed [ITI-8] ITITF-2a:3.8
PIX Query [ITI-9] ITITF-2a:39
PIX Update Notification [ITI-10] ITITF-2a: 3.10
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Pahient Demographics
Supplier

T Patient Demographics and
[Visit Query [ITI-22

Actors Transactions Optionality Section
Patient Demographics Consumer | Patient Demographics Query [ITI-21] | 4 ITITF-2a: 3.21

Patient Demographics and Visit Query O ITITF-2a: 3.22
[ITI-22]

Patient Demographics Supplier Patient Demographics Query [ITI-21] K ITITF-2a: 3.21

Patient Demographics and Visit Query O ITITF-2a: 3.22
[ITI-22]
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PWP: B B & 6% 8
Domain Naming System (DNS)

_ight Weight Directory Access Protocol (LDAP)

LDAP Query/Response
RFC2798 DefinetOrgPerson Object Class

LDAPR (&, EUAS DT LY A A ) EfE
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Personnel White

DNS Server Personnel White
Pages Consumer

Pages Directory

Personnel White Pages

HEAI)ITI-23]

Personnel White Pages i

Consumer :

Find Personnel White Pages [ITI-23] Query Personnel White Pages [ITI-24] E :: ::

Personnel White Page5'§7I'J[ITI-24]
DNS Server Personnel White Pages Directory i
To5 FSUYHLaY WAR) S Vol.2R D &
A7 3arIL(0)

Personnel White Pages Consumer | Find Personal White Pages (745 7 1 k~— T H5) O ITI TF-2:3.23
Query Personal White Pages ("7 A hX— 7 V) R ITI TF-2:3.24
DNS Server Find Personal White Pages (75 7 A K~ ~X— %) R ITI TF-2:3.23
Personnel White Pages Directory Query Personal White Pages ("7 A hX— 7 = V) R ITI TF-2:3.24
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