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Actor-start-stop

Startup and shutdown of any actor. Applies to all actors. Is distinct from
hardware powerup and shutdown.

Audit-log-used

The audit trail repository has been accessed or modified by something other
than the arrival of audit trail messages

Begin-storing-instances

Begin storing SOP Instances for a study. This may be a mix of instances.

Health-service-event

Health services scheduled and performed within an instance or episode of care.
This includes scheduling, initiation, updates or amendments, performing or
completing the act, and cancellation. See note below.

Instances-deleted

SOP Instances are deleted from a specific study. One event covers all instances
deleted for the particular study.

Instances-stored

Instances for a particular study have been stored on this system. One event
covers all instances stored for the particular study. .

Medication

Medication orders and administration within an instance or episode of care. This
includes initial order, dispensing, delivery, and cancellation.

Mobile-machine-event

Mobile machine joins or leaves secure domain.

Node-authentication-failure

A secure node authentication failure has occurred during TLS negotiation, e.g.

invalid certificate.

2010/6/2
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Order-record-event

Order record created, accessed, modified or deleted. Involved actors: Order
Placer. This includes initial order, updates or amendments, delivery, completion,
and cancellation. See note below.

Patient-care-assignment

Staffing or participant assignment actions relevant to the assignment of
healthcare professionals, caregivers attending physician, residents, medical
students, consultants, etc. to a patient It also includes change in assigned role or
authorization, e.g., relative to healthcare status change, and de-assignment

Patient-care-episode

Specific patient care episodes or problems that occur within an instance of care.
This includes initial assignment, updates or amendments, resolution, completion,
and cancellation. See note below

Patient-care-protocol

Patient association with a care protocol. This includes initial assignment,
scheduling, updates or amendments, completion, and cancellation. See note
below.

Patient-record-event

Patient record created, modified, or accessed.

PHI-export Any export of PHI on media, either removable physical media such as CD-ROM
or electronic transfer of files such as email. Any printing activity, paper or film,
local or remote, that prints PHI

PHI-import Any import of PHI on media, either removable physical media such as CD-ROM
or electronic transfers of files such as email.
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Procedure-record-event

Procedure record created, modified, accessed or deleted

Query-information

A query has been received, either as part of an IHE transaction, or as part other
products functions. For example:

1) Modality Worklist Query
2) Instance or Image Availability Query
3) PIX, PDQ, or XDS Query

Security Alert

Security Administrative actions create, modify, delete, query, and display the
following:

1. Configuration and other changes, e.g., software updates that affect any
software that processes protected information. Hardware changes may also be
reported in this event.

2. Security attributes and auditable events for the application functions used for
patient management, clinical processes, registry of business objects and methods
(e.g. WSDL, UDDI), program creation and maintenance, etc.

3. Security domains according to various organizational categories such as entity-
wide, institutional, departmental, etc.

4. Security categories or groupings for functions and data such as patient
management, nursing, clinical, etc.

2010/6/2
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Security Alert
(AIEDDOE)

5. The allowable access permissions associated with functions and data, such as
create, read, update, delete, and execution of specific functional units or object
access or manipulation methods.

6. Security roles according to various task-grouping categories such as security
administration, admissions desk, nurses, physicians, clinical specialists, etc. It also
includes the association of permissions with roles for role-based access control.

7. User accounts. This includes assigning or changing password or other
authentication data. It also includes the association of roles with users for role-based
access control, or permissions with users for user-based access control.

8. Unauthorized user attempt to use security administration functions.
9. Audit enabling and disabling.

10. User authentication revocation.

11. Emergency Mode Access (aka Break-Glass)

Security administration events should always be audited.

User Authentication

This message describes the event of a user attempting to log on or log off, whether
successful or not. No Participant Objects are needed for this message.

Study-object-event

Study is created, modified, accessed, or deleted. This reports on addition of new
instances to existing studies as well as creation of new studies.

Study-used

SOP Instances from a specific study are created, modified or accessed. One event
covers all instances used for the particular study.
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{51l : Retrieve Document Set [ITI-43]|DiZE
REa A ko s a—~4H
EEB AN PHI-Import
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_ Field Name m Value Constraints
AuditMessagel EventActionCode - “C” (Create)

M
M not specialized

Ewventldentification
EveniDateTime

noi specialized
EV("TTI-43”, “THE Transactions”, “Fetreve Document Set™)



{51 : Retrieve Document Set [ITI 43| DIz (HIJEOD%T.%)

FEa AR
EE B AN PHI-Export

S AR DR N AT HEEET (—&D)

_ Field Name m Value Constraints

Event EVG 10108 Do g

Eventidentifization EveniDateTime not specialized
EventOutcomeIndicator “ not specialized
EV{"ITI-43", “IHE Transactions”, “Fetnieve Document Set™)
Source (Document Repository) (1)
Destination (Document Consumer) (1)

Audit Source (Document Repository) (1)

Document (1.0} (5ee combining rules above)

EEBOT DEIEHEZNISH I DX EIEDROSIEITI-TF—2b
(03.43.6.1.1, 3.43.6.1.2128h%, (CCCIEIFAD—EfZLELI=1=

I5C97)
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<any PHI application grouped with a | Record Audit Event [ITI-20] R ITI-TF-2a 3.20

Secure Node Actor>

<any IHE actor grouped with a Record Audit Event [ITI-20] R ITI-TF-2a 3.20

Secure Node Actor>

Audit Record Repository Record Audit Event [ITI-20] R ITI-TF-2a 3.20

Secure Node Authenticate Node [ITI-19] R ITI-TF-2a 3.19
Maintain Time [ITI-1] R ITI-TF-2a 3.1

Secure Application Authenticate Node [ITI-19] O ITI-TF-2a 3.19
Maintain Time [ITI-1] @) ITI-TF-2a 3.1
Record Audit Event [ITI-20] (@] ITI-TF-2a 3.20
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