10

15

20

ACC, HIMSS and RSNA

| ntegrating the Healthcare Enterprise
iHE
| T Infrastructure
Technical Framework

Volume 2
(ITI TF-2)
Transactions

Revision 2.0 — Final Text
August 15, 2005

Copyright © 2005: ACC/HIMSS/RSNA



25

30

35

40

45

50

55

60

65

Contents

I 1 011 (0o (U Tox A o] o PR 3
1.1 Overview of the Technical FrameworK...........cooouiiiiiiiiie e 3
1.2 Overview of IT Infrastructure Technical Framework Volume Il ..., 4
IR T N U o 1= o o TSP 5
1.4 Relationship t0 StANUArTS.......ccccveiiiiiieei e 5
1.5 Relationship to Real-world ArchiteCtUres............coovuiiiiiiiiiiie e 5
1.6 COMIMENES. ... iiiiie ettt ettt e et e e e e e sttt e e e e s ate e e e e e assae e e e e ansseeeeaanneeeeeaannneeeeeannnneaans 6
1.7  CopYright PEIMISSION......ccoiiuiieiiiieetiee ettt e eiee et e st e et e e sste e s s seee s s nseeeanseeesnseeesnseeesnneas 6

P O 0 V= o 1o o PR TRRRRRI 7
2.1 TheGeneric IHE TransaCtion MOGE] ...........oooiiiiiiiiiiieeee e 7
2.2 HL7 Profiling CONVENLIONS........ccoiiuiiiiiiiee it eriee sttt e e s sae e snre e e s anee e nnneeeens 8
2.3 Useof Coded Entities and Coding SCNEMES .........ccuviiiiiiiiiieeiee e 8

T 1 I == ot £ 0] PRSP 9
00 R |V =T o = I 0 = TR 10
3.2 Get USer AULNENTICAIION......cciiiieiiiie e 13
3.3 GO SEIVICE TICKEL....eeieeteie ettt sttt e eae e e snb e e enneeesnneas 16
3.4  Kerberized COMMUNICAIION.......cciiiiiiiiieiiiee ettt sree e seeeesneeas 19
IR o o 0 1= (APPSO 24
G I O 700 (X o] > TSRS 30
3.7 LEAVE CONLEXL ... eeeeeeeieee ettt ettt e et e e e et e e e e e snn e e e e e annne e e e e annneaeeeannes 37
3.8 Patient [dentity FEEA..... .o e 40
3.9 PIX QUETY ..ttt et e e e e b e e e e e e b r e e e e e ana e e e e e anneeeeeannes 50
3.10 PIX Update NOLITICAION. .....cciiiiiiiiieeieie ettt st e e e e snneas 60
3.11 Retrieve Specific Information for DIiSPlay .........ccoeceiiriiieniiieeiie e 64
3.12 Retrieve Document fOr DISPIaY .......cooieeeiiiiiiiie e 75
G0 I B o | [0 LY @0 | = SR 80
3.14 RegiSter DOCUMENT SEL.......eiiiiiieiiiie e eieie ettt st e et e s e e snneeesnneas 86
3.15 Provide and Register DOCUMENT SEL........coouiiiiiiieiiie e 128
316 QUENY REGISIIY ..neiieeiiie ettt ettt et e st e e s be e e e bt e e s snee e e nneeeennseeeanneeennes 139
3.17 RENEVE DOCUMENL. ......eeiiiiieiiiie ettt ettt e et e e st e e s sne e e e ssteeesnseeeenneeennes 160
3.18 Intentionally Left Blank (ITI-18)......cocuiiiiiiieiie e 165
3.19 AULNENLICAEE NOUE........eiiieiieieiee ettt e et e e snneeeenes 166
3.20 ReCOId AUAIt EVENML......ooiiiiieiiiie ettt sttt st e s e e snb e e snee e e snneeeenns 171
3.21 Patient DemographiCS QUENY ........c.uieiiuiieeiiieeetieesteeesteeeseeeessseeesssseessnseeesnreeesnseeesnes 187
3.22 Patient Demographics and ViSit QUENY ........cooiuireiiieeiiiee i e 199
3.23 Find Personnel Whit@ PageS...........coiiiiiiiiiieiiiie ettt 212
3.24 Query Personnel WhIte PagES..........cooiuuiiiiiieiiiie ettt 215

Appendix A: Web Service Definition for Retrieve Specific Information for Display and

Retrieve Document for Display TranSaCtioN ...........cceeveeeiiiieiiiie e 229

Appendix B: Definition of Document UniqUe IDS.........occviiiiieiiiieciee e 235
B.1: Requirements for DOCUMENt UIDS.........cuuiiiiiiiiiiie it 235
B.2: Structure of aDoCUMENt UID ........cooiiiiiiiiiiiie it 235
B.3: Document UID enCOAING FUIES ........ueiiiiiieiiiie et 236
B.4: How to obtain aUID regiStration FOOL?...........ceeiueeeiiiieerieeesieeesieeeseeeeseeeeseeeesneee s 236

B.5:

Example of aDOoCUmMENt UID .......cocuiiiiiiiiie e 236



70

75

80

85

90

95

100

IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

Appendix C: HL7 Profiling CONVENTIONS ........cooiiiiiiiie e 238
C.1: HL7 Implementation NOLES ........c.ueiiiiieeiieee ettt e e e e neeas 239
Appendix D: Cross-Profile Interactions of PIX and PSA ..o 242
D.1: Namespace Translation from PIX Query t0 CCOW..........ooiiiiiiiiireniieeniee e 244
D.2: Processing Multiple Identifiers. ..........ooiiieiiie e 245
Appendix E: Usage of the CX Data Type in PID-3-Patient Identifier List..........cccceevveenne 246
E.1: Patient Identifier Cross-reference Manager actor reqUIremMents. .........cceevveeerveeeseeenns 247
E.2: Other aCtor FEQUINEMENES........ooiiiieiieeeeiee ettt ee et e e sire e s snae e s snseeesnneeesnneeeas 248
E.3: E.3EXAMPIES Of USB.....eeiiiiiieeie ettt e e 249
E.3.1:Data sent DY SOUMCE SYSLEIMS ... .ceiiiiiieiiiee ettt ee et e s snsee s snnee e 249
E.3.2:Data sent by the Patient Identifier Cross-reference Manager .........ccocceveveeeniieeeniennns 250
Appendix F: Intentionally Left BIank ...........cooiiiiiiei e 252
Appendix G: Transition from Radiology Basic Security to ATNA .....oooiiiiiiieiiieeeee 253
G.1: Message TransforMatioN ...........cooiueeiiiereiiieeeiee et e e et e e sne e e snbe e e enneeeenes 253
Appendix H: Required Registry Initialization and Schema...........ccccooeiiiiiiiiee, 264
[ IO R U 1= [ 174= o ] o SR PPRROPSRTI 264
H.2: SCHEIMA ...ttt e et s e e e st e e e snteeeenneeenn 264
[ TG S o o= (o] o 1SR PPRROPSRTR 264
Appendix |1 Required Initialization of the Affinity DOmain ...........ccccoivieieiiiieniieeeeeeciees 265
Appendix J.  Example Submissions and Query RESUILS..........coovueriiieiiiiie s 266
Appendix K: XDS Security ENVIFONMENT .......cocuiiiiieeiiieeeie e 267
K.1: SeCUrity ENVIFONMENT.......coiiiiiiiiie ettt e et e e snee e 267
N It N I 01 TR PPROPSRTR 267
K.1.2:  Security and Privacy POIICY .......cccoiiiiiiiiiiiiie it 269
K.1.3:  Security USage ASSUMPLIONS. .......uiiiiiieiiiieeitieeesieeeesieeessieeeessseesssseeesnseeesseessnseeens 270
K.2: SECUNtY OBJECTIVES ...ttt ettt s e e sne e e snnee e 270
K.2.1:  XDS Component Security ODJECLIVES ........cccuiiiiiieiiie e 271
K.2.2:  Environment Security ODJECTIVES........ccocuiiiiiieiiie e 273
K.3: FUNCtional ENVIFONMENT ........cooiiiiiiiiee ettt e e e e s e e snnee s 273
Appendix L: Relationship of Document Entry Attributes and Document Headers............. 276
Appendix M:  Using Patient Demographics Query in a Multi-Domain Environment........... 284
M.1: HL7 QBP*Q22 Conformance MOdEl ...........ccuueriiiiiiiececieee e 284
M.2: THE PDQ ATCHITECIUNE ...t e e e e e e e 284
M.3: Implementing PDQ in a multi-domain architeCture.............ooceeeiierinieneniiie e 285
LI5S T A O SPR 287
2
Rev. 2.0 Find Text Copyright © 2005: ACC/HIMSS/RSNA

2005-08-11



105

110

115

120

125

130

135

IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

1 Introduction

Integrating the Healthcare Enterprise (IHE) is an initiative designed to stimulate the integration
of the information systems that support modern healthcare institutions. Its fundamental objective
isto ensure that in the care of patients all required information for medical decisions is both
correct and available to healthcare professionals. The IHE initiative is both a processand a
forum for encouraging integration efforts. It defines a technical framework for the
implementation of established messaging standards to achieve specific clinical goals. It includes
arigoroustesting process for the implementation of this framework. And it organizes
educational sessions and exhibits at major meetings of medical professionals to demonstrate the
benefits of this framework and encourage its adoption by industry and users.

The approach employed in the IHE initiative is to support the use of existing standards, e.g HL7,
ASTM, DICOM, ISO, IETF, OASIS and others as appropriate, rather than to define new
standards. IHE profiles further constrain configuration choices where necessary in these
standards to ensure that they can be used in their respective domains in an integrated manner
between different actors. When clarifications or extensions to existing standards are necessary,
IHE refers recommendations to the relevant standards bodies.

This initiative has numerous sponsors and supporting organizations in different medical specialty
domains and geographical regions. In North Americathe primary sponsors are the American
College of Cardiology (ACC), the Healthcare Information and Management Systems Society
(HIMSS) and the Radiological Society of North America (RSNA). IHE Canada has also been
formed. IHE Europe (IHE-EUR) is supported by a large coalition of organizations including the
European Association of Radiology (EAR) and European Congress of Radiologists (ECR), the
Coordination Committee of the Radiological and Electromedical Industries (COCIR), Deutsche
Rontgengesellschaft (DRG), the EuroPACS Association, Groupement pour la Modernisation du
Systeme d'Information Hospitalier (GMSIH), Société Francaise de Radiologie (SFR), Societa
Italiana di Radiologia Medica (SIRM), and the European Institute for health Records (EuroRec).
In Japan IHE-J is sponsored by the Ministry of Economy, Trade, and Industry (METI); the
Ministry of Health, Labor, and Welfare; and MEDIS-DC; cooperating organizations include the
Japan Industries Association of Radiological Systems (JRA), the Japan Association of
Healthcare Information Systems Industry (JAHIS), Japan Radiological Society (JRS), Japan
Society of Radiological Technology (JSRT), and the Japan Association of Medical Informatics
(JAMI). Other organizations representing healthcare professionals are invited to join in the
expansion of the IHE process across disciplinary and geographic boundaries.

1.1 Overview of the Technical Framework

This document, the IHE IT Infrastructure Technical Framework (ITI TF), defines specific
implementations of established standards to achieve integration goals that promote appropriate
sharing of medical information to support optimal patient care. It is expanded annually, after a
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period of public review, and maintained regularly through the identification and correction of
errata. The current version, rev. 2.0 for Final Text, specifies the IHE transactions defined and
implemented as of August 2005. The latest version of the document is always available via the
Internet at http://www.ihe.net/Technical_Framework .

The IHE IT Infrastructure Technical Framework identifies a subset of the functional components
of the healthcare enterprise, called IHE actors, and specifies their interactions in terms of a set of
coordinated, standards-based transactions. It describes this body of transactions in progressively
greater depth. The present volume (ITI TF-1) provides a high-level view of IHE functionality,
showing the transactions organized into functional units called integration profiles that highlight
their capacity to address specific IT Infrastructure requirements.

Volume 2 of the IT Infrastructure Technical Framework (1Tl TF-2) provides detailed technical
descriptions of each IHE transaction used in the I T Infrastructure Integration Profiles. These two
volumes are consistent and can be used in conjunction with the Integration Profiles of other IHE
domains.

The other domains within the IHE initiative also produce Technical Frameworks within their
respective areas that together form the IHE Technical Framework. Currently, the following IHE
Technical Framework(s) are available:

IHE IT Infrastructure Technical Framework

IHE Cardiology Technical Framework

IHE Laboratory Technical Framework

IHE Patient Care Coordination Technical Framework
IHE Radiology Technical Framework

Where applicable, references are made to other technical frameworks. For the conventions on
referencing other frameworks, see Section 1.6.3 within this volume.

1.2 Overview of IT Infrastructure Technical Framework Volume Il

The remainder of Section 1 further describes the general nature, purpose and function of the
Technical Framework. Section 2 presents the conventions used in this volume to define IHE
transactions.

Section 3 defines transactions in detail, specifying the roles for each Actor, the standards
employed, the information exchanged, and in some cases, implementation options for the
transaction.

The appendices following the main body of this volume provide technical details associated with
the transactions.
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1.3 Audience

The intended audience of this document is:
I'T departments of healthcare institutions
Technical staff of vendors planning to participate in the IHE initiative
Expertsinvolved in standards development
Those interested in integrating healthcare information systems and workflows

1.4 Relationship to Standards

The IHE Technical Framework identifies functional components of a distributed healthcare
environment (referred to as IHE actors), solely from the point of view of their interactions in the
healthcare enterprise. At its current level of development, it defines a coordinated set of
transactions based on ASTM, DICOM, HL7, IETF, 1SO, OASIS and W3C standards. Asthe
scope of the IHE initiative expands, transactions based on other standards may be included as
required.

In some cases, IHE recommends selection of specific options supported by these standards;
however, IHE does not introduce technical choices that contradict conformance to these
standards. If errorsin or extensions to existing standards are identified, IHE’s policy isto report
them to the appropriate standards bodies for resolution within their conformance and standards
evolution strategy.

IHE is therefore an implementation framework, not a standard. Conformance claims for products
must still be made in direct reference to specific standards. In addition, vendors who have
implemented IHE integration capabilities in their products may publish IHE Integration
Statements to communicate their products' capabilities. Vendors publishing IHE Integration
Statements accept full responsibility for their content. By comparing the IHE Integration
Statements from different products, a user familiar with the IHE concepts of actors and
integration profiles can determine the level of integration between them. See Appendix C for the
format of IHE Integration Statements.

1.5 Relationship to Real-world Architectures

The IHE actors and transactions described in the IHE Technical Framework are abstractions of
the real-world healthcare information system environment. While some of the transactions are
traditionally performed by specific product categories (e.g. HIS, Clinical Data Repository,
Radiology Information Systems, Clinical Information Systems or Cardiology Information
Systems), the IHE Technical Framework intentionally avoids associating functions or actors with
such product categories. For each Actor, the IHE Technical Framework defines only those
functions associated with integrating information systems. The IHE definition of an Actor should
therefore not be taken as the complete definition of any product that might implement it, nor
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should the framework itself be taken to comprehensively describe the architecture of a healthcare
information system.

The reason for defining actors and transactions is to provide a basis for defining the interactions
among functional components of the healthcare information system environment. In situations
where a single physical product implements multiple functions, only the interfaces between the
product and external functions in the environment are considered to be significant by the IHE
initiative. Therefore, the IHE initiative takes no position as to the relative merits of an integrated
environment based on a single, all-encompassing information system versus one based on
multiple systems that together achieve the same end. IHE demonstrations emphasize the
integration of multiple vendors systems based on the IHE Technical Framework.

1.6 Comments

HIMSS and RSNA welcome comments on this document and the IHE initiative. They should be
directed to the discussion server at http://ihe.rsna.org/ihetf/ or to:

Chris Carr Joyce Sensmeier

Director of Informatics Director of Professional Services
820 Jorie Boulevard 230 East Ohio S., Suite 500
Oak Brook, IL 60523 Chicago, IL 60611

Email: ihe@rsna.org Email: ihe@himss.org

1.7 Copyright Permission

Health Level Seven, Inc., has granted permission to the IHE to reproduce tables from the HL7
standard. The HL7 tables in this document are copyrighted by Health Level Seven, Inc. All rights
reserved.

Material drawn from these documents is credited where used.
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2 Conventions

This document has adopted the following conventions for representing the framework concepts
and specifying how the standards upon which the IHE IT Infrastructure Technical Framework is
based should be applied.

2.1 The Generic IHE Transaction Model

Transaction descriptions are provided in Section 3. In each transaction description, the actors, the
roles they play, and the transactions between them are presented as use cases.
The generic IHE transaction description includes the following components:

Scope: abrief description of the transaction.

Use case roles: textua definitions of the actors and their roles, with a simple diagram
relating them, e.q.:

Actor Actor

Y

Transaction

Referenced Standards: the standards (stating the specific parts, chapters or sections
thereof) to be used for the transaction.

Interaction Diagram: a graphical depiction of the actors and messages that support the
transaction, with related processing within an Actor shown as a rectangle and time
progressing downward, similar to:

Rev. 2.0 Final Text Copyright © 2005: ACC/HIMSSRSNA
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The interaction diagrams used in the IHE I T Infrastructure Technical Framework are
modeled after those described in Grady Booch, James Rumbaugh, and Ivar Jacobson, The
Unified Modeling Language User Guide, ISBN 0-201-57168-4. Simple acknowledgment
messages are often omitted from the diagrams for brevity. One or more messages may be
required to satisfy atransaction. Each message is represented as an arrow starting from
the Actor initiating the message.

Message definitions. descriptions of each message involved in the transaction, the events
that trigger the message, its semantics, and the actions that the message triggers in the
receiver.

2.2 HL7 Profiling Conventions

See Appendix C in this volume for the HL7 profiling conventions as well as the networking
implementation guidelines.

2.3 Use of Coded Entities and Coding Schemes

IHE does not produce, maintain or otherwise specify a coding scheme or other resource for
controlled terminology (coded entities). Where applicable, coding schemes required by the HL7
and DICOM standards take precedence. In the cases where such resources are not explicitly
identified by standards, implementations may utilize any resource (including proprietary or local)
provided any licensing/copyright requirements are satisfied.

Rev. 2.0 Final Text Copyright © 2005: ACC/HIMSSRSNA
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3 IHE Transactions

This section defines each IHE transaction in detail, specifying the standards used, the
information transferred, and the conditions under which the transaction is required or optional.
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3.1 Maintain Time

This section corresponds to Transaction I TI-1 of the IHE IT Infrastructure Technical Framework.
Transaction I TI-1 is used by the Time Server and Time Client actors.

3.1.1 Scope

Thistransaction is used to synchronize time among multiple systems,

3.1.2 Use Case Roles

Time Server Time Client

Maintain Time

Actor: Time Server

Role: Respondsto NTP time service queries.

Actor: Time Client

Role: Uses NTP or SNTP time service responses to maintain synchronization with Time Servers
and maintain the local system clock.

3.1.3 Referenced Standard

NTP Network Time Protocol Version 3. RFC1305
SNTP Simple Network Time Protocol (SNTP) RFC2030
10
Rev. 2.0 Find Text Copyright © 2005: ACC/HIMSS/RSNA
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285 3.1.4 Interaction Diagram

Time Server Time Client

NTP Time Query

NTP Time Response

Figure 3.1.4-1. Maintain Time Messages

3.1.4.1 Maintain Time

The NTP transactions are described in detail in RFC1305. There is also extensive documentation
290 onthetransactions and recommendations on configurations and setup provided at
http://www.ntp.org. Rather than reproduce all of that material as part of this Framework, readers
are strongly encouraged to explore that site. The most common mode is the query-response mode
that is described below. For other forms, see RFC1305 and the material on http://www.ntp.org.

The Time Server shall support NTP (which implicitly means that SNTP clients are aso

295  supported). Secure NTP may also be supported. The Time Client shall utilize NTP when it is
grouped with a Time Server, or when high accuracy is required. For ungrouped Time Clients
with 1 second accuracy requirements, SNTP may be useable. Time Clients may also support

Secure NTP.
Table 3.1.4-1 Permissible Protocol Selections
Protocol Time Server | Time Client grouped | Time Client (1s | Time Client (High
with a Time Server accuracy) accuracy)
SNTP Must Support | prohibited permitted prohibited
NTP Must Support | Must Support permitted permitted
Secure NTP | Optional Optional Optional Optional

300 3.1.4.1.1 Trigger Events

In a query-response mode the Time Client queries the Time Server and receives aresponse. This
transaction includes timing estimation of network delays.

11
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3.1.4.1.2 Message Semantics

The Time Client uses the Network Time Protocol (NTP) to synchronize its time with the Time
Server. NTP clients can be configured to use a specific NTP server at a specific |P address, to
obtain the NTP server address automatically from DHCP, and/or to discover the NTP server
address automatically. Time clients shall support at least manual configuration and may support
all three modes. Time Clients usually maintain time synchronization by adjusting the system
clock, so that applications continue to use the system clock facilities. The specific precision of
synchronization depends upon the requirements of specific actors.

I mplementations must support atime synchronization accuracy of at least one second.

There is a Simple Network Time Protocol (SNTP) RFC2030 defined that can provide one second
accuracy for Time Clients. It usesthe exact same protocol as NTP, but does not include the
measurement data used by the NTP high-accuracy statistical estimation algorithm. It has alower
implementation cost because it omits the measurements and statistical estimation needed to
achieve higher accuracy. This omission of the statistical estimation makes it unsuitable for use
when grouped with a Time Server. Its use is permitted for Time Clients that are not grouped with
aTime Server and that do not need better synchronization for another reason.

Note: The Time Client Actor can often be implemented by using components provided by operating systems.
Some offer only SNTP while others offer the choice of SNTP or NTP clients.

The use of Secure NTP is not required. The risk of subversion of the time base to conceal
penetration is considered very low, and the operational costs of maintaining Secure NTP too high
in most environments.

3.1.4.1.3 Expected Actions

The Time Server and Time Client will maintain synchronization to UTC. The Time Client
maintains a statistical estimation process utilizing time estimates and network delay estimates
from one or more Time Servers. This statistical estimation process yields atime estimate that is
used to continually adjust the system clock.

Note: The relationship between the local reported time, UTC, and battery-backed clock is often a source of
confusion. Different hardware and operating systems have different configuration requirements. These
should be clearly documented and made clear in the user interface so that field service and operational
staff do not introduce errors.

12
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3.2 Get User Authentication

This section corresponds to Transaction I T1-2 of the IHE IT Infrastructure Technical Framework.
Transaction I TI-2 is used by the Client Authentication Agent and Kerberos Authentication
Server actors.

3.2.1 Scope

Thistransaction is used to authenticate an enterprise-wide user identity. A challenge-response
method verifies that the user knows the correct password. Once the user is authenticated, the
Kerberos Authentication Server sends a Ticket Granting Ticket (TGT) to the Client
Authentication Agent to permit optimization of subsequent interactions. The TGT actsasa
substitute for repeated login/password type activity.

This transaction is equivalent to what is called the “ Authentication Service” in RFC1510.

3.2.2 Use Case Roles

Client Authentication Kerberos
Agent Authentication Server

Kerberos User
Authentication

Actor: Client Authentication Agent.

Role: Communicates authentication information to the Kerberos Authentication Server, receives
aTGT, and performs internal TGT management.

Actor: Kerberos Authentication Server. In RFC1510 thisis called a Key Distribution Center
(KDC).

Role: Verifiesthe authentication information, createsa TGT, and sends it to the Client
Authentication Agent.

3.2.3 Referenced Standard
RFC1510 The Kerberos Network Authentication Service (V5)

3.2.4 Interaction Diagram

The Client Authentication Agent communicatesto the Kerberos Authentication Server a
Kerberos Authentication Service Request (KRB_AS REQ). This message identifies the user, the

13
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name of the ticket-granting service and authentication data. The authentication datais usually a
timestamp encrypted with the user’ s long-term key. (See RFC1510 for the exception cases.)

Client Authentication

Kerberos
Agent Authentication Server
: KRB_AS_REQ .
|
> Validate request,
generate TGT,
send response
<
KRB_AS_REP .
| |
365 Figure 3.2.4-1. Get User Authentication Messages

3.2.4.1 Get User Authentication (Request/Response)

3.2.4.1.1 Trigger Events

The Kerberos User Authentication transactions normally take place:
370 1. Uponlogin or session start for a new user, and

2. Shortly before expiration of aTGT. TGT timeouts are selected to minimize the need for
this transaction, but they may expire prior to user logout/ session complete.

When the Client Authentication Agent supportsthe Authentication for User Context Option, the
Client Authentication Agent shall resolve any Context Manager interface issues before starting

375 theuser authentication. For instance the Client Authentication Agent needsto be sure that it will
be accepted by the Context Manager as the one and only user authenticator in the context for this
user session. Similar issues may apply with non-IHE uses of CCOW.

3.2.4.1.2 Message Semantics

The Client Authentication Agent shall support use of this transaction with the Kerberos user

380 name/password system defined in RFC 1510. The username and password shall consist of the 94
printable characters specified in the International Reference Version of 1SO-646/ECMA-6 (aka
U.S. ASCII).

14
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3.2.4.1.3 Expected Actions

The Client Authentication Agent shall perform TGT management, so that subsequent activities
canre-use TGTsfrom acredentials cache. The Client Authentication Agent shall ensure that a
user has accessto only to hisor her own tickets (both TGT and Service Tickets). Thisis most
often done by clearing the credentials cache upon user logout or session completion.

When the Client Authentication Agent supportsthe Authenticator for User Context Option, the
agent shall perform the Change Context Transaction to set the user identity in the context
managed by the Context Manager Actor.

When the user session ends, the Client Authentication Agent shall remove the user credentials
from its cache. If it supportsthe Authenticator for User Context Option, the agent shall perform
the Change Context Transaction to set the user to NULL prior to removing the user credentials.

3.2.5 Extended Authentication Methods

The Kerberos challenge-response system used by this Integration Profile can be used to verify
users by means of many authentication mechanisms. The mechanism specified in this profileis
the Kerberos username and password system. Other methods such as smart cards and biometrics
have also been documented but not standardized. (See ITI TF-1: Appendix D for a discussion of
alternate authentication mechanisms.)

15
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3.3 Get Service Ticket

This section corresponds to Transaction I T1-3 of the IHE IT Infrastructure Technical Framework.
Transaction I TI-3 is used by the Client Authentication Agent and Kerberos Authentication
Server Actors.

3.3.1 Scope

The Client Authentication Agent uses this transaction to obtain the service ticket that will be sent
to aKerberized Server to authenticate this user to a Kerberized Server.

3.3.2 Use Case Roles

Client Authentication Kerberos
Agent Authentication Server

Kerberos User
Authentication

Actor: Client Authentication Agent.

Role: Client communicates authentication information to the Kerberos Authentication Server,
receives a Service Ticket, and performs internal ticket management.

Actor: Kerberos Authentication Server. In RFC1510 thisis called a Key Distribution Center
(KDC).

Role Verifiesthe authentication information, creates aticket, and sendsit to the Client
Authentication Agent Actor.

3.3.3 Referenced Standard
RFC1510 The Kerberos Network Authentication Service (V5)
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3.3.4 Interaction Diagram

Client Authentication Agent Kerberos Authentication
Server

Utilize service
request
information and
TGT to generate
aservice ticket

< authenticating the
user to the
requested service

KRB_TGS_REQ

v

KRB_TGS_REP

3.3.4.1 Kerberos Service Ticket

3.3.4.1.1 Trigger Events

A service ticket is requested prior to communicating with a Kerberized Server. Thisticket will be
provided to that service as part of the Kerberized communication process.

3.3.4.1.2 Message Semantics

The Client Authentication Agent Actor requests credentials for a service by sending the Kerberos
Authentication Server a Kerberos Ticket-Granting Service Request (KRB_TGS REQ). This
message includes the user’s name, an authenticator encrypted with the user’ s logon session key,
the TGT obtained in the Get User Authentication Transaction, and the name of the service for
which the user wants a ticket.

When the Kerberos Authentication Server receives KRB_TGS_REQ), it decryptsthe TGT with
its own secret key, extracting the logon session key. It uses the logon session key to decrypt the
authenticator and evaluates that. If the authenticator passes the teqt, the Kerberos Authentication
Server extracts the authorization data from the TGT and invents a session key for the client to
share with the Kerberized Server Actor that supports the service. The Kerberos Authentication
Server encrypts one copy of this session key with the user’ s logon session key. It embeds another
copy of the session key in aticket, along with the authorization data, and encrypts this ticket with
the service's long-term key. The Kerberos Authentication Server then sends these credentials
back to the client in a Kerberos Ticket-Granting Service Reply (KRB_TGS_REP).

There are no |HE specific extensions or modifications to the Kerberos messaging.
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3.3.4.1.3 Expected Actions

When the Client Authentication Agent receivesthe reply, it uses the logon session key to decrypt
the session key to use with the service, and storesthe key in its credentials cache. Then it extracts
the ticket for the service and stores that in its cache.

The client shall maintain the ticket in the credentials cache for later use.

3.3.4.1.4 Service Registration

The Kerberized Communication services supported in an enterprise shall be registered on the
Kerberos Authentication Server according to the RFC1510 protocol specification used. The
registration of the service on the KDC is outside the scope of this profile.
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3.4 Kerberized Communication

This section corresponds to Transaction I T1-4 of the IHE IT Infrastructure Technical Framework.
Transaction I TI-4 is used by the Client Authentication Agent and Kerberized Server Actors.

3.4.1 Scope

This section specifies the details of the association of a Kerberos user identity with a session for
a session oriented protocol, or atransaction for atransaction oriented protocol.

3.4.2 Use Case Roles

Client Authentication Kerberized Server

Agent

Actor: Client Authentication Agent

Role: Provides appropriate ticket as part of the connection or session management for another
protocol.

Actor: Kerberized Server

Role: Accepts and verifies the ticket to perform user-identity-related services as part of the
connection or session management for another protocol.

3.4.3 Referenced Standard
RFC1510 The Kerberos Network Authentication Service (V5)
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3.4.4 Interaction Diagram

Client Authentication Agent Kerberized Server

1

[}

1
-1

KRB_AP_REQ —

\ 4

KRB_AP_REP

Figure 3.4-1 Kerberized Communications

3.4.4.1 Kerberized Communications

The sequence diagram above describes information flow that can be encapsulated in a variety of
different protocol startup sequences. The specific details for this encapsulation are defined as
part of the definition of Kerberizing a specific kind of communication protocol.

3.4.4.1.1 Trigger Events

This occurs a the beginning of a session or as part of each session-less transaction.

3.4.4.1.2 Message Semantics

The Client Authentication Agent Actor requests service from a Kerberized Server by sending the
server a Kerberos Application Request (KRB_AP_REQ). This message contains an authenticator
encrypted with the session key, the ticket obtained in the Get Service Ticket Transaction, and a
flag indicating whether the client wants mutual authentication. (The setting of this flag is either
specified by the rules of the Kerberized communications, or is an option of the specific
Kerberized protocol.)

The Kerberized Server receives KRB_AP_REQ, decrypts the ticket, and extractsthe
authorization data and the session key. The server uses the session key to decrypt the
authenticator and then evaluates the timestamp inside. If the authenticator passesthe test, the
server looks for amutual authentication flag in the client’s request for protocols that support
mutual authentication. If the flag is set, the server uses the session key to encrypt the time
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supplied by the Client Authentication Actor and returnsthe result in a Kerberos Application
Reply (KRB_AP_REP).

The actual encoding and exchange of the KRB_AP_REQ and KRB_AP_REP are defined as part
of the definition of the specific Kerberized protocol.

3.4.4.1.3 Expected Actions

When the Client Authentication Actor receives KRB_AP_REP, it decrypts the server’s
authenticator with the session key it shares with the server and compares the time returned by the
service with the time in the client’ s original authenticator. If the times match, the client knows
that the service is genuine, and the connection proceeds.

If no mutual authentication is requested, the other IHE actors proceed with their IHE transactions.
These transactions are identified as being requested by the authenticated user. The other actors
will utilize this information for other purposes, such as confirming user authorization or logging
user actions into audit trails.

3.4.4.2 Kerberized HTTP

Kerberized HTTP shall use SPNEGO-HTTP
(see http://www.ietf.org/internet-drafts/draft-brezak-spnego-http-04.txt)

Note: At the time of publication there were no Kerberized HTTP normative standards. There are three relatively
well-documented non-normative specifications. In addition, there are commercial and open source
implementations of this specification for web and application servers. It was decided to use the
Kerberized HTTP specification that is implemented by Microsoft Internet Explorer (MSIE) because many
healthcare desktops use MSIE.

The following Figure shows atypical message sequence for Kerberized HTTP.
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Client Authentication Kerberos HTTP Kerberized
Agent Authentication Server Server
Sart HTTP
sesson
_________ > | :_ _ :
HTTP Get —no aJthmﬁrl cation .
return 401 (VV\NW—Aut:henti cate: Negotiate)

G_et KerberosService;
Internal Ticket [ Ticket [ITI-3]

Management

HTTP Get - Kerberized Communication [I TI-4]

Validate
Ticket

L
I
1
1

510 Figure 3.4-2 Kerberized HTTP

There is also documentation on the transactions, configuration, and troubleshooting these
configurations. Rather than reproduce all of that material as part of this Framework, readers are
strongly encouraged to explore these references.

(See http://support.microsoft.com/default.aspx?scid=kb; ben-us;326985)

515 3.4.4.2.1 Trigger Events

This transaction occurs at the beginning of each HT TP transaction.

Note: When the workstation is properly configured utilizing Microsoft Internet Explorer these transactions are
transparent. A prompt for username, password, and domain is an indication of an improperly configured
520 component.

3.4.4.2.2 Message Semantics

This IHE profile recognizes that the SPNEGO-HTTP method allows the client side to return
Kerberos credentials or NTLM credentials. This IHE profile thus restricts the transactions to the
Kerberized credentials.
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525 3.4.4.3 Kerberized DICOM

The Kerberization of DICOM has been proposed and is under development. There is not a
finished standard at this time.

3.4.4.4 Kerberized HL7

The Kerberization of HL7 has been proposed and is under development. There is not a finished
530 standard at thistime.
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3.5 Join Context

This section corresponds to Transaction I T1-5 of the IHE IT Infrastructure Technical Framework.
Transaction I TI-5 is used by the Patient Context Participant, User Context Participant, Client
Authentication Agent and Context Manager Actors.

3.5.1 Scope

Any of the context participant actors using this Transaction (Patient Context Participant, User
Context Participant, and Client Authentication Agent) may locate and join a context management
session specific to the workstation on which the instigating user is interacting.

A Context Participant Actor shall first locate the instance of the Context Manager Actor via
technology specific methods as defined in the HL7 Context Management “ CCOW’ technology
mapping documents. Once the context manager reference is returned, the Context Participant
Actor issues ajoin method to the context manager, which returns a unique participant identifier.
User Context Participant and Client Authentication Agent shall use this identifier along with a
shared secret as inputs to atwo stage secure binding process, which results in the exchange of
public keys between the two actors.

If an implementation groups two or more context participant actors, this Transaction shall be
performed only once on a launch of an application in which those actors are grouped. Al
grouped actors share the same common context. If at least one of the grouped actorsis a User
Context Participant or a Client Authentication Agent, this transaction shall include the two-stage
secure binding process.

The semantics of the methods used in this Transaction are defined in the documents HL7
Context Management “CCOW” Standard: Component Technology Mapping: ActiveX or HL7
Context Management “CCOW” Standard: Component Technology Mapping: Web. A Context
Participant Actor can implement either technology. The Context Manager Actor shall support
both technologies in order to interoperate with joining participants implementing the technology
of their choice.
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3.5.2 Use Case Roles

Patient Context User Context Client
Participant Actor Participant Actor Authentication
Agent
Join Context
Context
Manager Actor

Actor: Patient Context Participant

Role: Initiates establishment of context session connection with the Context Manager so asto be
able to change and follow Patient Subject changes in the common context.

Actor: User Context Participant

Role: Initiates establishment of a secure context session connection with the Context Manager
so asto be able to follow User Subject changes in the common context.

Actor: Client Authentication Agent

Role: Initiates establishment of a secure context session connection with the Context Manager
so asto be able to perform User Subject changes in the common context.

Actor: Context Manager
Role: Responds to the request to join the context session from the context participant.

3.5.3 Referenced Standard

HL7 Context Management “CCOW” Standard, Version 1.4:
Technology and Subject Independent Architecture
Component Technology Mapping: ActiveX
Component Technology Mapping: Web
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3.5.4 Interaction Diagrams

The Join Context Transaction involves a different set of messages depending on the type of
subjectsthe context participant is interested in, either Patient subject, User subject or both Patient
and User subjects.

Patient Context Context Manager
Participant Actor Actor
: |
: |
L ocate Context Manager
= —p

JoinCommonContext

v

Figure 3.5-1 Patient Subject Join Context Interaction Diagram

Client Authentication Context User Context
Agent Actor Manager Participant
] 1
[} [} 1
| ' ;
Locate Context Manager > i
) L ocate Context Manager
JoinCommonContext >
InitidlizeBinding ) JoinCommonContext
o InitializeBinding
FinalizeBindin
g > <
FinalizeBindin
< g

Figure 3.5-2 User Subject Join Context Interaction Diagram

3.5.4.1 Join Context — Locate Method

To join the common context upon launch of an application, it is necessary for the context
participant to locate the Context Manager that supports context management for the user’s
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workgation. Thisis achieved by the invocation of the Locate method in accordance with
specifications of the HL7 Context Management “ CCOW’ Sandard.

3.5.4.1.1 Trigger Events

The Locate method is triggered by the user launch of an application that contains one of the
following actors: Patient Context Participant, User Context Participant or Client Authentication
Agent.

3.5.4.1.2 Message Semantics

In aWeb/HTTP implementation, Locate is defined as a method of the
ContextManagementRegistry interface. The IHE Context Manager Actor provides this interface
for the context participants to call upon, and thus implements the CCOW defined Context
Management Registry, which is used to locate the appropriate instance of the Context Manager.

In an ActiveX implementation, the context participants determine the location of the instance of
Context Manager from the operating system registry.

3.5.4.1.3 Expected Actions

The Locate method invocation is specific to the Web technology mapping. In this case, the
Content Manager shall return the valid URL of the Context Manager instance or a CCOW
defined UnableT oL ocate exception. Refer to the HL7 Context Management “ CCOW’ Standard:
Component Technology Mapping: Web/HTTP, Chapter 3 for the details of the response
specifications.

3.5.4.2 Join Context —JoinCommonContext Method

The JoinCommonContext method is invoked by the one of the following actors: Patient Context
Participant, User Context Participant or Client Authentication Agent.

3.5.4.2.1 Trigger Events

The JoinCommonContext method is triggered by the valid response of the Locate method with a
reference to the context manager.

3.5.4.2.2 Message Semantics

JoinCommonContext is defined as a method on the ContextManager interface. It shall be
invoked by a Context Participant Actor to complete the establishment of the secure context
session. A Context Participant Actor shall provide parameters for this method as specified in the
CCOW Standard.
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Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-
Independent Architecture document, Section 17.3.6.3, for a detailed description of the
parameters associated with this method.

3.5.4.2.3 Expected Actions

If the JoinCommonContext method is successful, the Context Manager shall issue the invoking
Actor a unique context participant identifier which is to be used until the context session is
terminated by either a Context Participant Actor or the Context Manager Actor.

If the method fails a descriptive CCOW exception will be returned.

After the context session is established, the Context Manager Actor shall periodically verify
availability of a Context Participant Actor by invoking the Ping method on the
ContextParticipant interface as specified in the CCOW Standard. Refer to the HL7 Context
Management “ CCOW’ Standard: Technology and Subject-Independent Architecture document,
Section 17.3.7.6, for a detailed description of the parameters associated with this method.

Should the Context Manager Actor need to terminate an established context session (for example,
in a case of restart), it shall inform the context participants of such action by invocation of the
CommonContextTerminated method on the ContextParticipant interface as specified in the
CCOW Standard. Refer to the HL7 Context Management “ CCOW’ Standard: Technology and
Subject-Independent Architecture document, Section 17.3.7.5, for adetailed description of the
parameters associated with this method.

The success of this method signifies completion of the Join Context Transaction for the actors
intending to participate only in the patient context.

3.5.4.3 Join Context — InitializeBinding Method

The InitializeBinding method is invoked by the one of the following actors intending to
participate in auser context: User Context Participant or Client Authentication Agent.

3.5.4.3.1 Trigger Events
The InitializeBinding method is triggered by the valid response of the JoinContext method.

3.5.4.3.2 Message Semantics

InitializeBinding is defined as a method on the SecureBinding interface and allows a Context
Participant Actor and Context Manager to verify each other’s identity and supply the Context
Manager’ s public key to the requesting context participant.

In the invocation of this method, context participant supplies the application identification and a
digest produced from that identification concatenated with a shared secret. The shared secret is
known in CCOW terms as an applications passcode. The passcode shall be site configurable.
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Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-
I ndependent Architecture document, Section 17.3.12.2, for a description of the parameters
associated with this method, to be issued by the Context Participant Actor.

3.5.4.3.3 Expected Actions

Performing the InitializeBinding method, the Context Manager verifies the identity of a
requesting context participant and responds with the message containing its public key. Refer to
the HL7 Context Management “ CCOW’ Sandard: Technology and Subject-1ndependent
Architecture document, Section 17.3.12.2, for the specifics of the response formation.

3.5.4.4 Join Context — FinalizeBinding Method

The FinalizeBinding method is invoked by the one of the following actors: User Context
Participant or Client Authentication Agent.

3.5.4.4.1 Trigger Events
The FinalizeBinding method is triggered by the valid response of the InitializeBinding method.

3.5.4.4.2 Message Semantics

FinalizeBinding is defined as a method on the SecureBinding interface and allows a Context
Participant Actor to supply the Context Manager with its public key.

In the invocation of this method, the context participant supplies its public key and a digest
digitally signed with its private key.

Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-
I ndependent Architecture document, Section 17.3.12.3, for a description of the parameters
associated with this method, to be issued by the Context Participant Actor.

3.5.4.4.3 Expected Actions

Performing the FinalizeBinding method, the Context Manager verifies the identity of a
requesting context participant and accepts or rejects its public key. Refer to the HL7 Context
Management “ CCOW’ Standard: Technology and Subject-Independent Architecture document,
Section 17.3.12.3, for the specifics of the response formation.

The success of this method signifies completion of the Join Context Transaction for the actors
intending to participate in the user context.
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3.6 Change Context

This section corresponds to Transaction I T1-6 of the IHE IT Infrastructure Technical Framework.
Transaction I TI1-6 is used by the Context Participant and Context Manager actors.

3.6.1 Scope

This transaction allows for an application supporting the Context Participant Actor to change the
values for one or more context subjects, forcing other Context Participant actorsto synchronize
based on the new context values.

The Change Context Transaction is composed of multiple methods as defined by the HL7
Context Management “ CCOW’ Standard. There are two key characteristics to this transaction.
Thefirst isthat the transaction has multiple phases consisting of instigating the change,
surveying the other participants, and finally publishing the decision as to whether the context
changed or not. The second characteristic is that the context change involves a specific subject.
For the Patient Context Participant Actor the subject being changed is the patient subject. For the
Client Authentication Agent Actor the subject being changed is the user subject. Applications
that implement only the Patient Context Participant Actor shall not expect the user subject to be
Set in context.

The semantics of the methods used are defined in the documents HL7 Context Management
“CCOW” Standard: Component Technology Mapping: ActiveX or HL7 Context Management
“CCOW” Standard: Component Technology Mapping: Web, in conjunction with the HL7
Context Management “CCOW” Standard: Subject Data Definitions document. The Context
Participant Actor can choose the technology implementation it wishes to implement. The
Context Manager Actor must support both technology implementations in order to accommodate
whichever implementation a participant ends up choosing.

In the case where Patient Context Participant Actors use identifiers from different patient
identifier domains the Context Manager Actor shall be grouped with the Patient Identifier Cross-
reference Consumer Actor and the corresponding PI X Query Transaction as defined in ITI TF-2:
3.9toretrieve all identifiers the patient is known by. The IHE Context Manager Actor
encompasses more than a CCOW context manager function. See ITI TF-2: Appendix D for a
complete discussion of the grouping of these two actors.

The CCOW architecture is defined as a set of components that implement defined interfaces and
their detailed methods as specified in the HL7 Context Management “ CCOW' Sandard:
Technology Independent Architecture document. This structureis different than the traditional
IHE network transaction. Asis depicted in the interaction diagram in Section 3.6.4, the IHE
Change Context Transaction is composed of multiple CCOW-defined methods.
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3.6.2 Use Case Roles

Patient Context Client
Participant Actor Authentication
Agent Actor
Change Context
Context
Manager Actor

715
Actor: Client Authentication Agent
Role: Initiates context change for user subject by supplying new context values.
Actor: Patient Context Participant

Role: Initiates context change for patient subject by supplying new context values. After
720  receiving the context survey results it finalizes context change decision. Applications containing
this Actor without a patient lookup function would not use this transaction.

Actor: Context Manager
Role: Manages Change Context Transaction lifecycle.

3.6.3 Referenced Standard

725 HL7 Context Management “CCOW” Standard, Version 1.4:
Technology and Subject Independent Architecture
Component Technology Mapping: ActiveX
Component Technology Mapping: Web
Subject Data Definitions
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3.6.4 Interaction Diagram

Patient Context

Participant Actor hﬁg;]te)(etr
or Client Authentication ag
Actor
Agent
: 1
' StartContextChanges R
SetltemValues

A\ 4

EndContextChanges Request

v

EndContextChanges Response

A

PublishChangesDecision

Figure 3.6-1 Change Context sequence
3.6.4.1 Context Change — StartContextChanges Method

3.6.4.1.1 Trigger Events

This method is triggered by a specific user gesture. The user gesture that triggers this transaction
in for the Patient Context Participant Actor is one of selecting a patient. The user gesture that
triggers this transaction for the Client Authentication Agent Actor is authentication of a user.

3.6.4.1.2 Message Semantics

The Patient Context Participant and/or the Client Authentication Agent Actor will issue a
StartContextChanges method of the ContextManager interface. Refer to the HL7 Context
Management “ CCOW’ Standard: Technology and Subject-Independent Architecture document,
Section 17.3.6.5, for amore detailed description of the parameters associated with this method.
IHE specifies no restrictions or extensions to the CCOW definition of the StartContextChanges
method.

3.6.4.1.3 Expected Actions

The Context Manager Actor returns the pending context coupon. Refer to the HL7 Context
Management “ CCOW’ Sandard: Technology and Subject-Independent Architecture document,
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Section 17.3.6.5, for amore detailed description of the response issued by the Context Manager
Actor. IHE specifies no restrictions or extensions to the CCOW definition of the
StartContextChanges method.

3.6.4.2 Change Context — SetltemValues Method

3.6.4.2.1 Trigger Events

The SetltemValues method is triggered by the return of a context coupon in response to the
StartContextChanges method.

3.6.4.2.2 Message Semantics

3.6.4.2.2.1Patient Context Participant Actor support for CCOW Patient Subject

The Patient Context Participant Actor issues an invocation of the SetltemValues method of the
ContextData interface to the Context Manager Actor. Refer to the HL7 Context Management
“CCOW’ Sandard: Technology and Subject-1ndependent Architecture document, Section
17.3.4.4, for amore detailed description of the parameters associated with this method, to be
issued by the Patient Context Participant Actor. The Patient Context Participant Actor supports
synchronization around the CCOW patient subject. A Patient Context Participant Actor
performing a Change Context Transaction shall set the Patient.1d.ldList.1 patient identifier item.
All other patient identifier items as defined by the CCOW standard and shown in Table 3.6.4.2-1
Patient Subject Identifier [tems, are subject to deprecation in future releases of the standard.

Table 3.6.4.2-1 Patient Subject Identifier Items

Patient Subject HL7 HL7 Semantic Constraints on Case
Identifier Item Name HL7 Meaning Data Values Sensitive
Type

Patient.ld.MRN. Suffix Patient’s medica ST HL7 Table 0203Identifier Type = MR No
record number,
per PID-2

Patient.Id.MPI Patient’sidentifier ST HL7 Table 0203Identifier Type = PT No
inthe “Master or Pl (as agreed upon by context
Patient Index”, sharing systems) and Assigning
per PID-2 Authority represents the MPI system

Patient.ld.Nationa I[dNumber Patient’s nationa ST HL7 Table 0203Identifier Type = PT No
identifier number, and Assigning Authority represents
per PID-2 agreed-upon National Authority

Patient.ld.IdList A list of patient CX May be arepeating set of CX item No
identifiersfor a val ues each of which contains an
patient, per PID-3 identifier that denotes the same patient

Adapted from the HL7 Context Management “CCOW” Standard, version 1.4
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The Patient.ld.ldList.1 item shall populate component 1, (the patient identifier), and either sub-
component 1, (namespace D), of component 4, (the assigning authority), of the CX data item.
Thisisto be consistent with the requirements for the patient identifier as defined in the PIX
Query transaction documented in ITI TF-2: 3.9.4.1.2.2.

The Patient Context Participant Actor should use the SetltemV alues associated with the
ContextData interface, as defined in Sections 17.3.4.4 and 17.3.4.5 respectively of the HL7
Context Management “ CCOW’ Standard: Technology and Subject-Independent Architecture
document.

3.6.4.2.2.2Client Authentication Agent Actor support for CCOW User Subject

The Client Authentication Agent Actor supports synchronization around the CCOW user subject. A
Client Authentication Agent Actor performing a Change Context Transaction shall set the
User.ld.Logon.Suffix identifier item, where the Suffix is assigned as Kerberos. This would make the
item name to be used by the Client Authentication Agent Actor User.Id.Logon.Kerberos. The value of
User.ld.Kerberos shall be the username@realm.

The Client Authentication Agent Actor shall use the SetltemV alues associated with
SecureContextData interface as defined in Section 17.3.13.3 of the HL7 Context Management
“CCOW’ Sandard: Technology and Subject-1ndependent Architecture document.

3.6.4.2.3 Expected Actions

The Context Manager Actor returns an acknowledgement of the changed data. IHE specifies no
restrictions or extensions to the CCOW definition of the SetltemV alues method. Refer to the
HL7 Context Management “ CCOW’ Standard: Technology and Subject-Independent
Architecture document, Section 17.3.4.4, for amore detailed description of the response issued
by the Context Manager Actor to the Patient Context Participant Actor. Refer to the HL7 Context
Management “ CCOW’ Standard: Technology and Subject-Independent Architecture document,
Section 17.3.13.3, for amore detailed description of the response issued by the Context Manager
Actor to the Client Authentication Agent Actor.

3.6.4.3 Context Change — EndContextChanges

3.6.4.3.1 Trigger Events
The EndContextChanges method is triggered by the completion of the SetltemV alues method.

3.6.4.3.2 Message Semantics

The Patient Context Participant and Client Authentication Agent Actorsissue an
EndContextChanges method of the ContextManager interface to the Context Manager Actor.
Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-

I ndependent Architecture document, Section 17.3.6.6, for a description of the parameters
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associated with this method. IHE specifies no restrictions or extensions to the CCOW definition
of the EndContextChanges method.

3.6.4.3.3 Expected Actions

The EndContextChanges method triggers the ContextChangesPending method as defined in I Tl
TF-2: 3.13.4.1. The Context Manager Actor returns the results of the context survey to the
instigating Patient Context Participant or Client Authentication Agent Actor.

If the instigating Patient Context Participant or Client Authentication Agent Actor receives a
unanimous acceptance in the survey results, then it triggers an accept in the
PublishChangesDecision method.

If the instigating Patient Context Participant or Client Authentication Agent Actor receives one
or more Conditional Accept responses in the survey results, then the application containing the
Actor must ask the user to continue, suspend context participation, or cancel the pending context
change transaction. The user’s decision to continue will result in the context change being
accepted. The user’s decision to suspend context participation will cancel the change transaction
and allow the user to temporarily use the application without affecting the current context session.
The user’ s decision to cancel will cancel the pending context change transaction. At this point

the Patient Context Participant or Client Authentication Agent Actor triggers the
PublishChangesDecision with the user’ s response.

In the event a participant application does not respond to the survey, after a configurable period
of time the Context Manager Actor will deem the application as “busy”. If the instigating
participant application receives one or more busy responses, it shall only present the suspend or
cancel choices. This prevents an application from inadvertently becoming out of synch with the
context, unbeknownst to the user.

Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-
Independent Architecture document, Section 17.3.6.6, for a more detailed description of the
response issued by the Context Manager Actor and actions required by the Patient Context
Participant and or Client Authentication Agent Actors. IHE specifies no restrictions or
extensions to the CCOW definition of the EndContextChanges method.

3.6.4.4 Context Change — PublishChangesDecision
3.6.4.4.1 Trigger Events
The PublishChangesDecision method is triggered by the return of EndContextChanges method.

3.6.4.4.2 Message Semantics

The Patient Context Participant and Client Authentication Agent Actors shall issue either an
accept or cancel viathe PublishChangesDecision method of the ContextManager interface to the
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Context Manager Actor. Refer to the HL7 Context Management “* CCOW’ Sandard: Technology
and Subject-1ndependent Architecture document, Section 17.3.6.8, for amore detailed
description of the parameters associated with this method. |HE specifies no restrictions or
extensions to the CCOW definition of the PublishChangesDecision method.

3.6.4.4.3 Expected Actions

When the PublishChangesDecision method is received by the Context Manager Actor it triggers
the ContextChangesAccepted or ContextChangesCancelled method as defined in ITI TF-2:
3.13.4.20r ITI TF-2: 3.13.4.3 respectively. IHE specifies no restrictions or extensions to the
CCOW definition of the PublishChangesDecision method. Refer to the HL7 Context
Management “ CCOW’ Standard: Technology and Subject-Independent Architecture document,
Section 17.3.6.8, for adescription of the response issued by the Context Manager Actor.
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3.7 Leave Context

This section corresponds to Transaction I T1-7 of the IHE IT Infrastructure Technical Framework.
Transaction I TI-7 is used by the Patient Context Participant, User Context Participant, Client
Authentication Agent, and Context Manager Actors.

3.7.1 Scope

This transaction allows for an application supporting the Patient Context Participant, User
Context Participant, or Client Authentication Agent Actor to terminate participation in a context
management session in which it is participating.

A Context Participant Actor notifies the Context Manager Actor that is leaving the common
context. The semantics of the methods used are defined in the documents HL7 Context
Management “ CCOW’ Standard: Component Technology Mapping: ActiveX or HL7 Context
Management “ CCOW’ Standard: Component Technology Mapping: Web. The Context
Participant Actor can choose the technology implementation it wishes to implement. The
Context Manager Actor must support both technology implementations in order to accommodate
whichever implementation a joining participant ends up choosing.

3.7.2 Use Case Roles

Patient C User Context Client
Pat't.ent otn'tAextt Participant Actor Authentication
articipant Actor Agent Actor
L eave Context
User Context
Manager Actor

Actor: Patient Context Participant

Role: Initiates notification to the Context Manager that it will no longer be participating in the
context management session.

Actor: User Context Participant

Role: Initiates notification to the Context Manager that it will no longer be participating in the
context management session.
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Actor: Client Authentication Agent

Role: Initiates notification to the Context Manager that it will no longer be participating in the
context management session.

Actor: Context Manager
Role: Respondsto the request to leave the context session from the context participant.

3.7.3 Referenced Standard

HL7 Context Management “CCOW” Standard, Version 1.4:
Technology and Subject Independent Architecture
Component Technology Mapping: ActiveX
Component Technology Mapping: Web

3.7.4 Interaction Diagram

Patient Context Participant Actor ﬁome)(t
or User Context Partcipant Actor :nager
or Client Authentication Agent ctor
' |
' |
I i

L eaveCommonContext
—P

Figure 3.7-1 Leave Context Sequence
3.7.4.1 Leave Context — LeaveCommonContext Method

3.7.4.1.1 Trigger Events

This transaction is triggered by the user closing an application that contains a Patient Context
Participant Actor, a User Context Participant Actor, or Client Authentication Agent Actor.

3.7.4.1.2 Message Semantics

LeaveContext is defined as a method on the ContextManager interface. It shall be invoked by a
Context Participant Actor to announce its departure from the secure context session. A Context
Participant Actor shall provide parameters for this method as specified in the CCOW Standard.
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Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-
I ndependent Architecture document, Section 17.3.6.4, for a description of the parameters
associated with this method.

3.7.4.1.3 Expected Actions

The Context Manager Actor acknowledges the receipt of the notification. Refer to the HL7
Context Management “ CCOW’ Sandard: Technology and Subject-1ndependent Architecture
document, Section 17.3.6.4, for adescription of the response issued by the Context Manager
Actor.

The context participant is expected to dispose of all context manager interface references upon
receipt of the message reply. No further context change transactions will be processed by the
Context Manager for this context participant.
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3.8 Patient Identity Feed

This section corresponds to Transaction I T1-8 of the IHE IT Infrastructure Technical Framework.
Transaction I TI-8 is used by the Patient Identity Source, Patient |dentifier Cross-reference
Manager and Document Registry actors.

3.8.1 Scope

This transaction communicates patient information, including corroborating demographic data,
after a patient’ s identity is established, modified or merged or after the key corroborating
demographic data has been modified.

3.8.2 Use Case Roles

Patient Identity Patient Identifier Document
Cross-reference )
Source Registry
M anager

Patient ldentity
Feed
Actor: Patient Identity Source

Role: Provides notification to the Patient Identifier Cross-reference Manager and Document
Registry for any patient identification related events including: creation, updates, merges, etc.

Actor: Patient Identifier Cross-reference Manager

Role: Servesawell-defined set of Patient Identification Domains. Based on information
provided in each Patient |dentification Domain by a Patient Identification Source Actor, it
manages the cross-referencing of patient identifiers across Patient | dentification Domains.

Actor: Document Registry

Role: Uses patient identifiers provided by Patient |dentity Source to ensure that XDS
Documents metadata registered is associated with a known patient and updates patient identity in
document metadata by tracking identity change operations (e.g. merge).

3.8.3 Referenced Standards

HL7 Version 2.3.1 Chapter 2 — Control, Chapter 3 — Patient Administration

HL7 version 2.3.1 was selected for this transaction for the following reasons:

It provides a broader potential base of Patient |dentity Source Actors capable of
participating in the profiles associated with this transaction.
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It allows existing ADT Actors from within IHE Radiology to participate as Patient
| dentity Source Actors.

3.8.4 Interaction Diagram

Document Registry
or

Patient Identity Patient Identifier
Source Cross-reference
; M anager
: :
1 1
A dmit/Register or Update Patient: HL7 ADT"*
*-A01,A04,A05 A08

[ Patient Identity Merge: HL7 ADT”*A40 ‘:_|

Figure 3.8-1 Patient Identity Sequence
3.8.4.1 Patient Identity Management — Admit/Register or Update Patient

3.8.4.1.1 Trigger Events

The following events from a Patient |dentity Source Actor will trigger one of the Admit/Register
or Update messages:

A0l — Admission of an in-patient into a facility
A04 — Registration of an outpatient for a visit of the facility
AO05 — Pre-admission of an in-patient (i.e., registration of patient information ahead of
actual admission).
Changes to patient demographics (e.g., change in patient name, patient address, etc.) shall trigger
the following Admit/Register or Update message:
A08 — Update Patient Information
The Patient Identifier Cross-reference Manager shall only perform cross-referencing logic on
messages received from Patient Identity Source Actors. For agiven Patient |dentifier Domain

there shall be one and only one Patient Identity Source Actor, but agiven Patient |dentity Source
Actor may serve more than one Patient Identifier Domain.

3.8.4.1.2 Message Semantics

The Patient Identity Feed transaction is conducted by the HL7 ADT message, as defined in the
subsequent sections. The Patient Identity Source Actor shall generate the message whenever a
patient is admitted, pre-admitted, or registered, or when some piece of patient demographic data
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changes. Pre-admission of inpatients shall use the A0S trigger event. The segments of the
message listed below are required, and their detailed descriptions are provided in the following
subsections.

Note: Conventions used in this section as well as additional qualifications to the level of specification and HL7
profiling are stated in Appendix C and C.1 in this Volume.

Required segments are defined below. Other segments are optional
Table 3.8-1 ADT Patient Administration Messages

ADT Patient Administration Message Chapter in

HL7 2.3.1
MSH M essage Header 2
EVN Event Type 3
PID Patient Identification 3
PV1 Patient Visit 3

Each message shall be acknowledged by the HL7 ACK message sent by the receiver of ADT
message to its sender. See Appendix C.1.3, “Acknowledgement Modes’, for definition and
discussion of the ACK message.

This transaction does not require Patient |dentity Source Actorsto include any attributes not
already required by the corresponding HL7 message (as is described in the following sections).
This minimal set of requirements enables inclusion of the largest range of Patient |dentity Source
Actor systems.

This transaction does place additional requirements on the Patient Identifier Cross-reference
Manager and Document Registry Actors, requiring them to accept aset of HL7 attributes beyond
what is required by HL7. (See Section 3.8.4.1.3 for a description of these additional
requirements)..

3.8.4.1.2.1MSH Segment

The MSH segment shall be constructed as defined in Appendix C.1.2 “Message Control”.

Field MSH-9 Message Type shall have at least two components. The first component shall have a
value of ADT; the second component shall have values of A01, A04, AO5 or AO8 as appropriate.
The third component is optional; however, if present, it shall have a value of ADT_AO1.

3.8.4.1.2.2EVN Segment

The Patient Identity Source Actor is not required to send any attributes within the EVN segment
beyond what is specified in the HL7 standard. See Table C.1-4 in Appendix C.1.4 “Common
Segment Definitions” for the specification of this segment.
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3.8.4.1.2.3PID Segment

The Patient Identity Source Actor is not required to send any attributes within the PID segment
beyond what is specified in the HL7 standard.

This message shall use the field PID-3 Patient Identifier List to convey the Patient ID uniquely
identifying the patient within a given Patient Identification Domain.

The Patient Identity Source Actor shall provide the patient identifier in the ID component (first
component) of the PID-3 field (PID-3.1). If the Patient |dentity Source Actor provides
component PID-3.4, Assigning Authority, then either the first subcomponent (namespace D) or
the second and third subcomponents (universal 1D and universal ID type) shall be populated. If
all three subcomponents are populated, the first subcomponent shall reference the same entity as
is referenced by the second and third components.

3.8.4.1.2.4PV1 Segment

The Admit/ Register or Update Patient message is not required to include any attributes within
the PV1 segment beyond what is specified in the HL7 standard.

3.8.4.1.3 Expected Actions — Patient Identifier Cross-reference Manager

The Patient Identifier Cross-reference Manager shall be capable of accepting attributes in the
PID segment as specified in Table 3.8-2. Thisisto ensure that the Patient | dentifier Cross-
reference Manager can handle a sufficient set of corroborating information in order to perform its
cross-referencing function.

Table 3.8-2 IHE Profile - PID segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME

1 4 Sl O 00104 Set ID - Patient ID
2 20 CX 0] 00105 Patient ID
3 250 CX R 00106 Patient Identifier List
4 20 CX (0] 00107 Alternate Patient ID
5 250 XPN R 00108 Patient Name
6 250 XPN R+ 00109 Mother’s Maiden Name
7 26 TS R+ 00110 Date/Time of Birth
8 1 IS R+ 0001 00111 Administrative Sex
9 250 XPN O 00112 Patient Alias
10 250 CE 0] 0005 00113 Race
11 250 XAD R2 00114 Patient Address
12 4 IS 0] 0289 00115 County Code
13 250 XTN R2 00116 Phone Number - Home
14 250 XTN R2 00117 Phone Number - Business
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SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
15 250 CE 0] 0296 00118 Primary Language
16 250 CE 0] 0002 00119 Marital Status
17 250 CE 0] 0006 00120 Religion
18 250 CX (0] 00121 Patient Account Number
19 16 ST R2 00122 SSN Number — Patient
20 25 DLN R2 00123 Driver's License Number - Patient
21 250 CX (0] 00124 Mother's Identifier
22 250 CE (0] 0189 00125 Ethnic Group
23 250 ST 0] 00126 Birth Place
24 1 1D 0] 0136 00127 Multiple Birth Indicator
25 2 NM (0] 00128 Birth Order
26 250 CE 0] 0171 00129 Citizenship
27 250 CE (0] 0172 00130 Veterans Military Status
28 250 CE 0] 0212 00739 Nationality
29 26 TS (0] 00740 Patient Death Date and Time
30 1 1D 0] 0136 00741 Patient Death Indicator

Adapted from the HL7 standard, Version 2.3.1

Note: This table reflects attributes required to be handled by the Patient Identifier Cross-reference Manager
(receiver). It is likely that not all attributes marked as R2 or R+ above will be sent in some environments.

If the PID-3.4 (assigning authority) component is not included in the message (as described in
Section 3.8.4.1.2.3) the Patient Identifier Cross-reference Manager shall fill PID-3.4 prior to
storing the ID information and performing its cross-referencing activities. The information filled
by the Patient Identifier Cross-reference Manager is based on the configuration associating each
of the Patient Identity Source actors with the subcomponents of the correct assigning authority
(namespace ID, UID and UID type). (See 3.8.4.1.3.1 below for alist of required Patient
Identifier Cross-reference Manager configuration parameters).

A single Patient Identity Source Actor can serve multiple Patient Identification domains as long
asit explicitly provides a fully qualified assigning authority. The Patient Identifier Cross-
reference Manager Actor shall only recognize (by configuration) a single Patient |dentity Source
Actor per domain. (See 3.8.4.1.3.1 below for alist of required Patient Identifier Cross-reference
Manager configuration parameters).

The cross-referencing process (algorithm, human decisions, etc.) is performed within the Patient
|dentifier Cross-reference Manager Actor, but its specification is beyond the scope of IHE.

Once the Patient Identifier Cross-reference Manager has completed its cross-referencing function,
it shall make the newly cross-referenced identifiers available to PIX queries and send out
notification to any Patient Identifier Cross-reference Consumers that have been configured (as
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being interested in receiving such notifications) using the PIX Update Notification transaction
(see Section 3.10 for the details of that transaction).

3.8.4.1.3.1Required Patient Identifier Cross-reference Manager Configuration

The following items are expected to be parametersthat are configurable on the Patient Identifier
Cross-reference Manager Actor. For each Identification Domain included in the Identification
Cross-reference Domain managed by a Patient Identifier Cross-reference Manager Actor, the
following configuration information is needed:

Identifier of the Identification Domain itself. Thisidentifier shall specify the 3
components of the HL7 assigning authority (including the namespace 1D and/or both the
universal ID and universal ID type subcomponents) of the PID-3 field for the
identification domain/source.

Patient Identity Source Actor for that domain. This is expected to be the MSH-3 Sending
Application field inthe HL7 ADT message. (Alternative identification schemes might
include I P address of the Patient |dentity Source Actor or Node Authentication if the
Basic Security Profile defined by IHE Radiology is used.)

Details about whereinthe HL7 ADT message (ldentity Feed transaction) that the Source
Actor will provide the patient identifier for the domain (e.g., first component of the PID-3
field). If a Source Actor is managing multiple Patient |dentifier Domains then the Source
Actor isrequired to include the assigning authority in its Identity Feed Transactions.

3.8.4.1.4 Expected Actions — Document Registry

The Document Registry shall be capable of accepting attributes in the PID segment as specified
in Table 3.8-2. The Patient Identity Feed transaction contains more than what the XDS
Document Registry needs for its operation.

Table 3.8-2 IHE Profile - PID segment

SEQ LEN DT OPT TBL# ITEM# ELEMENT NAME
3 250 CX R 00106 Patient Identifier List

Adapted from the HL7 standard, Version 2.3.1
Note: This table reflects only the attributes required to be handled by the Document Registry (receiver). Other
attributes of the PID Segment may be ignored.

If the PID-3.4 (assigning authority) component is not included, or subcomponents 2 and 3 (the
universal ID and the universal 1D Type of Assigning Authority) of PID-3.4 are not filled in the
message (as described in Section 3.8.4.1.2.3) the Document Registry shall fill subcomponents 2
and 3 of PID-3.4 prior to storing the patient identity in the registry. The assigning authority
information filled by the Document Registry is based on its configuration associating to each of
the Patient Identity Source actors, which shall include the universal 1D and the universal ID Type
of the correct assigning authority. (See 3.8.4.1.4.1 below for alist of required Document Registry
configuration parameters).
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A single Patient Identity Source Actor can serve multiple Patient Identification domains, and
therefore may include multiple patient identifiers in a message, as long as it explicitly specifiesa
fully qualified assigning authority for each patient identifier. The Document Registry Actor shall
only recognize (by configuration) one single Patient Identity Source Actor per domain. (See
3.8.4.1.4.1 below for alist of required Document Registry configuration parameters).

The Document Registry shall store only the patient identifiers of the patient identification
domain designated by the Affinity Domain for document sharing in the registry. Patient
identifiers of other patient identification domains (assigning authorities), if present in areceived
message, shall be ignored.

3.8.4.1.4.1Required Document Registry Configuration

The following items are expected to be parametersthat are configurable on the Document

Registry Actor:

* [dentifier of the Patient Identification Domain itself. This identifier shall be specified with 2
components of the HL7 assigning authority (date type HD): universal ID and universal 1D
type. The universal ID shall be an OID (1SO Object Identifier), and therefore the universal ID
Type must be “1SO”.

3.8.4.2 Patient Identity Management —Patient Identity Merge (Merge Patient ID)

3.8.4.2.1 Trigger Events

When two patients' records are found to identify the same patient by a Patient Identity Source
Actor in a Patient Identifier Domain and are merged, the Patient Identity Source shall trigger the
following message:

A40 — Merge Patient — Internal 1D

An A40 message indicates that the Patient Identity Source Actor has done a merge within a
specific Patient Identification Domain. That is, MRG-1 (patient 1D) has been merged into PID-3
(Petient ID).

3.8.4.2.2 Message Semantics

The Patient Identity Feed transaction isan HL7 ADT message. The message shall be generated
by the system (Patient Identity Source Actor) that performs the update whenever two patient

records are found to reference the same person.
Note: Conventions used in this section as well as additional qualifications to the level of specification and HL7
profiling are stated in Appendix C and C.1 in this Volume.

The segments of the HL7 Merge Patient message listed below are required, and the detailed
description of the message is provided in Section 3.8.4.2.2.1-3.8.4.2.2.6. The PV1 segment is
optional.
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Table 3.8-3 ADT A40 Patient Administration Message

ADT A40 Patient Administration Message Chapter in
HL7 v2.3.1
MSH M essage Header 2
EVN Event Type 3
PID Patient Identification 3
MRG Merge Information 3
[PV1] Petient Visit 3

Each message shall be acknowledged by the HL7 ACK message sent by the receiver of ADT
message to its sender. See Appendix C.1.3 “Acknowledgement Modes’ for definition and
discussion of the ACK message.

A separate merge message shall be sent for each pair of patient recordsto be merged. For
example, if Patients A, B, and C are all to be merged into Patient B, two ADT”A40 messages
would be sent. In the first ADT”A40 message, patient B would be identified in the PID segment
and Patient A would be identified in the MRG segment. In the second ADT*A40 message,
patient B would be identified in the PID segment, and Patient C would be identified in the MRG
segment.

Modification of any patient demographic information shall be done by sending a separate Update
Patient Information (A08) message for the current Patient ID. An A40 message is the only
method that may be used to update a Patient 1D.

3.8.4.2.2.1MSH Segment

MSH segment shall be constructed as defined in the Appendix C.1.2 “Message Control”.

Field MSH-9 Message Type shall have at least two components. The first component shall have a
value of ADT ; the second component shall have value of A40. The third component is optional;
however, if present, it shall have avalue of ADT_A39.

3.8.4.2.2.2EVN Segment
See Appendix C.1.4 for the list of all required and optional fields within the EVN segment.

3.8.4.2.2.3PID Segment
The PID segment shall be constructed as defined in Section 3.8.4.1.2.3.

3.8.4.2.2.4MRG Segment

The PID and PV 1 segments contain the dominant patient information, including Petient ID (and
Issuer of Patient D). The MRG segment identifies the “old” or secondary patient recordsto be

a7
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de-referenced. HL7 does not require that the ”old” record be deleted; it does require that the
"old" identifier shall not be referenced in future transactions following the merge.

IHE does not require that the Patient |dentity Source Actor send any attributes within the MRG
segment beyond what is specified in the HL7 standard. If the assigning authority component of
MRG-1 is present (MRG-1.4), it shall be equal to the assigning authority component of PID-3
(PID-3.4)

3.8.4.2.2.5PV1 Segment
PV 1 segment shall be constructed as defined in Section 3.8.4.1.2.4.

3.8.4.2.3 Expected Actions

The Patient Identifier Cross-reference Manager shall be capable of accepting attributes in the
MRG segment as specified in Table 3.8-4.

Table 3.8-4 IHE Profile - MRG segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
1 250 CX R 00211 Prior Patient Identifier List
2 250 CX (0] 00212 Prior Alternate Petient ID
3 250 CX (0] 00213 Prior Patient Account Number
4 250 CX R2 00214 Prior Patient ID
5 250 CX (0] 01279 Prior Visit Number
6 250 CX (0] 01280 Prior Alternate Visit ID
7 250 XPN R2 01281 Prior Patient Name

Adapted from the HL7 Standard, Version 2.3.1

In addition, the Patient Identifier Cross-reference Manager shall perform the Expected Actions as
specified in Section 3.8.4.1.3.

When the Patient Identifier Cross-reference Manager receives the ADTMA40 message type of the
Patient |dentity Feed transaction, it shall cross-reference the patient identifiers provided in the
PID-3 and MRG-1 fields of the message by replacing any references it is maintaining internally
to the patient 1D provided in the MRG-1 field by the patient ID included in the PID-3 field. After
the identifier references are replaced, the Patient |dentifier Cross-reference Manager shall

reapply itsinternal cross-referencing logic/ policies before providing the updated information via
either the PIX Query or PIX Notification Transactions.

3.8.4.2.4 Expected Actions — Document Registry

The Document Registry shall be capable of accepting attributes in the MRG segment as specified
in Table 3.8-4. Other attributes may exist, but the Document Registry shall ignore them.
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Table 3.8-4 IHE Profile - MRG segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
1 250 CX R 00211 Prior Patient Identifier List
2 250 CX (0] 00212 Prior Alternate Petient ID
3 250 CX (0] 00213 Prior Patient Account Number
4 250 CX R2 00214 Prior Patient ID
5 250 CX 0] 01279 Prior Visit Number
6 250 CX (0] 01280 Prior Alternate Visit ID
7 250 XPN R2 01281 Prior Patient Name

Adapted from the HL7 Standard, Version 2.3.1

In addition, the Document Registry shall perform the Expected Actions as specified in Section

3.84.1.4.

When the Document Registry receives the ADT*A40 message type of the Patient | dentity Feed
transaction, it shall merge the patient identity specified in MRG-1 (secondary patient identity)
into the patient identity specified in PID-3 (primary patient identity) in itsregistry. After the
merge, all Document Submission Sets (including all Documents beneath them) under the
secondary patient identity before the merge shall point to the primary patient identity. The
secondary patient identity shall no longer be referenced in the future services provided by the

Document Registry.
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3.9 PIX Query

This section corresponds to Transaction I T1-9 of the IHE IT Infrastructure Technical Framework.
Transaction I TI-9 is used by the Patient Identifier Cross-reference Consumer and Patient
|dentifier Cross-reference Manager actors.

3.9.1 Scope

This transaction involves arequest by the Patient Identifier Cross-reference Consumer Actor for
alist of patient identifiers that correspond to a patient identifier known by the consumer. The
request isreceived by the Patient Identifier Cross-reference Manager. The Patient |dentifier
Cross-reference Manager immediately processes the request and returns aresponse in the form
of alist of corresponding patient identifiers, if any.

3.9.2 Use Case Roles

Patient | dentifier Patient |dentifier
Cross-reference Cross-reference
Consumer M anager

Actor: Patient |dentifier Cross-reference Consumer

Role: Queriesthe Patient Identifier Cross-reference Manager for alist of corresponding patient
identifiers, if any

Actor: Patient Identifier Cross-reference Manager
Role: Manages the cross-referencing of patient identifiers across Patient Identification Domains.
Upon request it returns a list of corresponding patient identifiers, if any.

3.9.3 Referenced Standard

HL7 2.5, Chapter 2 — Control, Chapter 3 — Patient Administration, Chapter 5 — Query
HL7 version 2.5 was selected for this transaction for the following reasons:

It was considered the most stable version that contained the functionality required by
transactions I TI-9 and I TI-10.
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3.9.4 Interaction Diagram

Patient | dentifier Patient Identifier

Cross-reference c of
Consumer ross-reference
. Manager
i .
Get Corresponding >

Identifiers: HL7 QBP*Q23

< Return Corresponding
T Identifiers: HL7 RSP*K23 L

Figure 3.9-1 Get Corresponding Identifiers Sequence
3.9.4.1 Get Corresponding Identifiers

3.9.4.1.1 Trigger Events

A Patient |dentifier Cross-reference Consumer’s need to get the patient identifier associated with
adomain for which it needs patient related information will trigger the request for
corresponding patient identifiers message based on the following HL7 trigger event:

Q23 — Get Corresponding Identifiers

3.9.4.1.2 Message Semantics

The Request for Corresponding Patient Identifiers transaction is conducted by the HL7
QBP*Q23 message. The Patient Identifier Cross-reference Consumer Actor shall generate the
guery message whenever it needs to obtain a corresponding patient identifier(s) from other
Patient Identification Domain(s). The segments of the message listed below are required, and

their detailed descriptions are provided in the following subsections.
Note: Conventions used in this section as well as additional qualifications to the level of specification and HL7
profiling are stated in Appendix C and C.1 in this Volume.

Table 3.9-1 QBP Query By Parameter

QBP Query By Parameter Chapter in
HL7 2.5
MSH M essage Header
QPD Query Parameter Definition 5
51
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QBP Query By Parameter Chapter in
HL7 2.5

RCP Response Control Parameter 5

The receiver shall respond to the query by sending the RSP'K23 response message. This
satisfies the requirements of original mode acknowledgment; no intermediate ACK message isto
be sent.

3.9.4.1.2.1MSH Segment

The MSH segment shall be constructed as defined in Appendix C.1.2 “Message Control”.

Field MSH-9 Message Type shall have at least two components. The first component shall have a
value of QBP; the second component shall have the value of Q23. The third component is
optional; however, if present, it shall have a value of QBP_Q21.

3.9.4.1.2.2QPD Segment

The Patient Identifier Cross-reference Consumer Actor is required to send attributes within the
QPD segment as described in Table 3.9-2.

Table 3.9-2 IHE Profile - QPD segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
1 250 CE R 0471 01375 Message Query Name
2 32 ST R+ 00696 Query Tag
3 250%* CX R Person Identifier
4 250 CX 0] What Domains Returned

Adapted from the HL7 Standard, version 2.5

** Note: This value assumes completion of an HL7 erratum to correct an error identified in the standard.

This message shall use the field QPD-3 Person Identifier to convey asingle Patient 1D uniquely
identifying the patient within a given Patient Identification Domain.

The Patient Identifier Cross-reference Consumer Actor shall provide the patient identifier in the
ID component (first component) of the QPD-3 field (QPD-3.1).

The Patient Identifier Cross-reference Consumer Actor shall provide component QPD-3.4,
Assigning Authority, by including either the first subcomponent (namespace ID) or the second
and third subcomponents (universal ID and universal ID type) If all three subcomponents are
populated, the first subcomponent shall reference the same entity as is referenced by the second
and third components.

If the requesting system wishes to select the domains from which they wish to receive Patient
IDs, it does so by populating QPD-4-What Domains Returned with as many repetitions as
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domains for which it wants to receive Patient | Ds. Each repetition of QPD-4 shall contain an
instance of datatype CX in which only the fourth component (Assigning Authority) is populated;
the remaining components shall be empty. The responding system shall return the Patient D
value for each requested domain if a value is known.

If QPD-4 is empty, the Patient Identifier Cross-reference Manager Actor shall return Patient IDs
for all domains for which it possesses a corresponding Patient 1D (subject to local publication
restrictions).

3.9.4.1.2.3RCP Segment

Although HL7 requires that the RCP Segment be sent in all QBP messages, IHE does not require
that the Patient Identifier Cross-reference Consumer Actor send any attributes within the RCP
segment, asis specified in the HL7 standard.

3.9.4.1.2.3.1 3.9.4.1.2.3.1 Populating RCP-1-Query Priority

Field RCP-1-Query Priority shall always contain |, signifying that the response to the query isto
be returned in Immediate mode.

3.9.4.1.3 Expected Actions

The Patient Identifier Cross-reference Manager shall be capable of accepting attributes in the
QPD segment as specified in Table 3.9-2.

The Patient Identifier Cross-reference Manager Actor must be capable of receiving all valid
combinations of subcomponentsthat make up the Assigning Authority component (i.e., all valid
combinations of QPD-3.4).

The Patient Identifier Cross-reference Manager Actor shall be capable of accepting multiple
concurrent PIX Query requests (Get Corresponding Identifiers messages) and responding
correctly using the Return Corresponding I dentifiers message.

3.9.4.2 Return Corresponding Identifiers

3.9.4.2.1 Trigger Events

The Patient Identifier Cross-reference Manager’ s response to the Get Patient |dentifiers message
will trigger the following message:

K23 — Corresponding patient identifiers

3.9.4.2.2 Message Semantics

The Return Corresponding Identifiers transaction is conducted by the HL7 RSP*K23 message.
The Patient Identifier Cross-reference Manager Actor shall generate this message in direct
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response to the QBP*Q23 query message previously received. This message satisfies the
Application Level, Original Mode Acknowledgement for the HL7 QBP*Q23 message. The
segments of the message listed without enclosing square brackets in the Table below are required.
Detailed descriptions of all segments listed in the table below are provided in the following

subsections. Other segments of the message are optional.
Note: Conventions used in this section as well as additional qualifications to the level of specification and HL7
profiling are stated in Appendix C and C.1 in this Volume.

Table 3.9-3 RSP Segment Pattern Response

RSP Segment Pattern Response Chapter in
HL7 2.5
MSH M essage Header 2
MSA M essage Acknowledgement 2
[ERR] Error segment 2
QAK Query Acknowledgement 5
QPD Query Parameter Definition 5
[PID] Patient Identification 3

3.9.4.2.2.1MSH Segment

The MSH segment shall be constructed as defined in Appendix C.1.2, “Message Control”.

Field MSH-9-Message Type shall have at least two components. The first component shall have a
value of RSP; the second component shall have the value of K23. The third component is
optional; however, if present, it shall have a value of RSP_K23.

3.9.4.2.2.2MSA Segment

The Patient Identifier Cross-reference Manager Actor is not required to send any attributes
within the MSA segment beyond what is specified in the HL7 standard. See Appendix C.1.3 for
the list of all required and optional fields within the MSA segment.

3.9.4.2.2.3QAK Segment

The Patient Identifier Cross-reference Manager Actor shall send attributes within the QAK
segment as defined in Table 3.9-4. For the details on filling in QAK-2 (Query Response Status)
refer to Section 3.9.4.2.2.6.

Table 3.9-4 IHE Profile - QAK segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
32 ST R 00696 Query Tag
2 ID R+ 0208 00708 Query Response Status

Adapted from the HL7 standard, version 2.5
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3.9.4.2.2.4QPD Segment

The Patient Identifier Cross-reference Manager Actor shall echo the QPD Segment value that
was sent in the QBP*Q23 message.

3.9.4.2.2.5PID Segment

The Patient Identifier Cross-reference Manager Actor shall return only those attributes within the
PID segment that are required by the HL7 standard: PID-3-Patient |dentifierList and PID-5-
Patient Name.

The PID segment is returned only when the Patient Identifier Cross-reference Manager Actor
recognizes the specified Patient |dentification Domain and Patient 1D and an identifier exists for
the specified patient in at least one other domain. See Section 3.9.4.2.2.6, “Patient |dentifier
Cross-reference Manager Actor Query Response Behavior,” for a detailed description of how the
Patient Identifier Cross-reference Manager Actor responds to the query request under various
circumstances.

The Patient Identifier Cross-reference Manager Actor shall use the field PID-3 Patient |dentifier
List to convey the Patient 1D uniquely identifying the patient within each Patient |dentification
Domain for which a Patient 1D exists for the specified patient. Each resulting ID returned in PID-
3 shall include afully qualified Assigning Authority component. In other words, the Assigning
Authority component returned shall include ALL subcomponents (namespace ID, Universal ID,
and Universal ID type).

To eliminate the issue of conflicting name values between Patient |dentifier Domains, the Patient
|dentifier Cross-reference Manager Actor shall return in an empty (not present) value in the first
repetition of field PID-5-Patient Name, and shall return a second repetition of field PID-5-
Patient Name in which the only populated component is Component 7 (Name Type Code).
Component 7 of repetition 2 shall contain a value of S (Coded Pseudo-name to assure
anonymity). All other components of repetition 2 shall be empty (not present).

3.9.4.2.2.6Patient Identifier Cross-reference Manager Actor Query Response
Behavior

It iswholly the responsibility of the Patient Identifier Cross-reference Manager Actor to perform
the matching of patient identifiers based on the patient traits it receives. The information
provided by the Patient Identifier Cross-reference Manager Actor to Patient |dentifier Cross-
reference Consumer Actorsisalist of cross-referenced identifiers in two or more of the domains
managed by the cross-referencing Actor. Thelist of cross-references is not made available until
the set of policies and processes for managing the cross-reference function have been completed.
The policies of administering identities adopted by the cooperating domains are completely
internal to the Patient Identifier Cross-reference Manager Actor and are outside of the scope of
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this framework. Possible matches should not be communicated until the healthcare institution
policies and processes embodied in the Patient Identifier Cross-reference Manager Actor reach a
positive matching decision.

The Patient Identifier Cross-reference Manager Actor shall respond to the query request as
described by the following 6 cases:

Case 1: The Patient Identifier Cross-reference Manager Actor recognizes the specified Patient
|dentification Domain and Patient 1D sent by the Patient Identifier Cross-reference Consumer in
QPD-3, and corresponding identifiers exist for the specified patient in at least one of the domains
requested in QPD-4 (one identifier per domain). (See Case 6 below for the required behavior if
there are multiple identifiers recognized within a given Identifier Domain by the Patient
Identifier Cross-reference Manager Actor.)

AA (application accept) isreturned in MSA-1.
OK (datafound, no errors) isreturned in QAK-2.

A single PID segment is returned in which one repetition of PID-3 Patient Identifier List is
populated for each of the domains, if any, that the Patient Identifier Cross-reference Manager
Actor did recognize in which a single identifier exists for the requested patient, not including the
gueried-for patient identifier that is returned in QPD-3.

Case 2: The Patient Identifier Cross-reference Manager Actor recognizes the Patient
|dentification Domain and Patient ID sent in QPD-3, but no identifier exists for that patient in
any of the domains sent in QPD-4.

AA (application accept) isreturned in MSA-1.
NF (no datafound, no errors) is returned in QAK-2.
No PID segment is returned.

Case 3: The Patient Identifier Cross-reference Manager Actor recognizes the specified Patient
| dentification Domain sent in the fourth component of QPD-3, but does not recognize the Patient
ID sent in the first component of QPD-3.

AE (application error) isreturned in MSA-1 and in QAK-2.

An ERR segment is returned in which the components of ERR-1-Error Code and Location are
valued as follows.

COMP # | COMPONENT NAME | VALUE

1 Segment 1D QPD
2 Sequence 1
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COMP # COMPONENT NAME VALUE
3 Fied Position 3

4 Field Repetition 1

5 Component Number 1

6 Sub-Component Number (empty)

As specified by HL7, ERR-2.6-Sub-Component Number is not valued because we are referring to
the entire fourth component of field QPD-4.

ERR-3-HL7 Error Code is populated with the error condition code 204 (unknown key identifier).
Together with the values in ERR-2, this signifies that the Patient Identifier Cross-reference
Manager Actor did not recognize the value in the first component of QPD-3.

Case 4: The Patient Identifier Cross-reference Manager Actor does not recognize the Patient
| dentification Domain of the identifier sent in QPD-3.

AE (application error) isreturned in MSA-1 and in QAK-2.

An ERR segment is returned in which the components of ERR-2-Error Location are valued as
follows.

COMP # COMPONENT NAME VALUE
1 Segment 1D QPD

2 Sequence 1

3 Fied Position 3

4 Field Repetition 1

5 Component Number 4

6 Sub-Component Number (empty)

As specified by HL7, ERR-2.6-Sub-Component Number is not valued because we are referring to
the entire fourth component of field QPD-3.

ERR-3-HL7 Error Code is populated with the error condition code 204 (unknown key identifier).
Together with the values in ERR-2, this signifies that the Patient Identifier Cross-reference
Manager Actor did not recognize the value in the fourth component of QPD-3.

Case 5: The Patient Identifier Cross-reference Manager Actor does not recognize one or more of
the Patient Identification Domains for which an identifier has been requested.

AE (application error) isreturned in MSA-1 and in QAK-2.

For each domain that was not recognized, an ERR segment is returned in which the components
of ERR-2-Error Location are valued as follows.
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COMP # COMPONENT NAME VALUE
1 Segment ID QPD

2 Sequence 1

3 Fied Position 4

4 Field Repetition (see below)
5 Component Number (empty)

6 Sub-Component Number (empty)

As specified by HL7, ERR-2.5-Component Number and ERR-2.6-Sub-Component Number are
not valued because we are referring to the entire field QPD-4.

ERR-3-HL7 Error Code is populated with the error condition code 204 (unknown key identifier).
Together with the values in ERR-2, this signifies that the Patient Identifier Cross-reference
Manager Actor did not recognize the domain for the occurrence of QPD-4-What Domains
Returned whose ordinal number isreturned as an integer in ERR-2.4.

Case 6: The Patient Identifier Cross-reference Manager Actor recognizes the specified Patient
|dentification Domain and Patient 1D sent by the Patient Identifier Cross-reference Consumer in
QPD-3, and corresponding identifiers exist for the specified patient in at least one of the domains
requested in QPD-4, and there are multiple identifiers within at least one of the requested
domains.

AA (application accept) isreturned in MSA-1.
OK (datafound, no errors) isreturned in QAK-2.

A single PID segment is returned in which one repetition of PID-3-Patient Identifier List is
populated for each of the identifiers, not including the queried-for patient identifier that is
returned in QPD-3. If the Patient |dentifier Cross-reference Manager Actor choosesto return
multiple identifiers associated with the same domain, it shall return these identifiers grouped in
successive repetitions within the PID-3-Patient |dentifier List.

3.9.4.2.3 Expected Actions

The Patient Identifier Cross-reference Consumer will use the list of patient identifier aliases
provided by the Patient Identifier Cross-reference Manger to perform the functions for which it
requested the list.

In the case where the returned list of identifiers contains multiple identifiers for a single domain,
the Patient Identifier Cross-reference Consumer shall either use ALL of the multiple identifiers
from the given domain or it shall ignore ALL of the multiple identifiers from the given domain.

This allows Patient Identifier Cross-reference Consumer Actors capable of handling multiple
identities for a single patient within a single domain (i.e., those that can correctly aggregate the
information associated with the different identifiers) to do so. For those Patient Identifier Cross-
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reference Consumer Actors not capable of handling this situation, ignoring the entire list of
1395 different identifiers prevents the consumer from presenting incomplete data
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3.10PIX Update Notification

This section corresponds to Transaction I TI-10 of the IHE IT Infrastructure Technical
Framework. Transaction I TI-10 is used by the Patient |dentifier Cross-reference Consumer and
Patient Identifier Cross-reference Manager actors.

3.10.1 Scope

This transaction involves the Patient Identifier Cross-reference Manager Actor providing
notification of updatesto patient identifier cross-reference associations to Patient Identifier
Cross-reference Consumers that have registered (by configuration on the Cross-reference
Manager) their interest in receiving such notifications. This transaction uses HL7’s generic
‘Update Person Information’ message to communicate this patient-centric information.

3.10.2 Use Case Roles

Patient Identifier Patient Identifier
Cross-reference Cross-reference
Consumer Manager

PIX Update

Notification

Actor: Patient Identifier Cross-reference Manager

Role: It serves awell-defined set of Patient Identification Domains. The Patient |dentifier
Cross-reference Manager manages the cross-referencing of patient identifiers across Patient

| dentification Domains by providing alist of patient ID “aliases’ via notification to a configured
list of interested Patient Identifier Cross-reference Consumers.

Actor: Patient |dentifier Cross-reference Consumer

Role: Receives notifications from the Patient |dentifier Cross-reference Manager of changes to
patient |D aliases. Typically the Patient Identifier Cross-reference Consumer Actor uses this
information to maintain information links about patients in a different patient ID domain.

3.10.3 Referenced Standard

HL7 Version 2.5, Chapter 2 — Control, Chapter 3 — Patient Administration
HL7 version 2.5 was selected for this transaction for the following reason:

It was considered the most stable version that contained the functionality required by Transaction
ITI-9 and ITI-10.
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3.10.4 Interaction Diagram

. o Patient |dentifier
Patient |dentifier

c of Cross-reference
ross-reference Manager
Consl;umer
]
< Update Person Information:
HL7 ADT"A31

Figure 3.10-1 Update Person Information Sequence
3.10.4.1Update Person Information

3.10.4.1.1 Trigger Events

The Patient Identifier Cross-reference Manager shall notify a Patient |dentifier Cross-reference
Consumer when there is a change in a set of cross-referenced patient identifiers for any of the
patient identifiers belonging to Patient Identifier Domains of interest to the consumer. The
configuration of the domains of interest to a Patient Cross-reference Consumer is maintained by
the Patient Cross-reference Manager Actor.

Several notifications may have to be issued to communicate a single update to a set of cross-
reference patient identifiers as required to reflect all the changes on the resulting sets of cross-
reference patient Identifiers belonging to Patient Identifier Domains of interest to the Patient
|dentifier Cross-referencing Consumer.

The following HL7 trigger event will be used to update to the list of patient identifiers:
A31 — Update Person Information

3.10.4.1.2 Message Semantics

The PIX Update Notification transaction is conducted by the ADT”A31 message. The Patient
|dentifier Cross-reference Manager Actor initiates this transaction whenever identifier list
information is updated for a patient.

It iswholly the responsibility of the Patient Identifier Cross-reference Manager Actor to perform
the matching of patient identifiers based on the patient traits it receives. The information
provided by the Patient Identifier Cross-reference Manager Actor to Patient |dentifier Cross-
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reference Consumer Actorsisalist of cross-referenced identifiers in two or more of the domains
managed by the cross-referencing Actor. Thelist of cross-references is not made available until
the set of policies and processes for managing the cross-reference function have been completed.
The policies of administering identities adopted by the cooperating domains are completely
internal to the Patient Identifier Cross-reference Manager Actor and are outside of the scope of
this standard. Possible matches should not be communicated until the healthcare institution
policies and processes embodied in the Patient |dentifier Cross-reference Manager Actor reach a
positive matching decision.

The Patient Identifier Cross-reference Manager Actor Configuration is expected to have
configuration indicating which Identity Consumers are interested in receiving the PIX Update
Notification Transactions. This configuration information shall include identification of the
identity consumer systems interested in receiving notifications and, for each of those systems, a
list of the patient identifier domains of interest.

The segments of the message listed in the Table below are required. Other segments are optional.
Table 3.10-1 ADT Patient Administration Message

ADT Patient Administration Message Chapter in
HL7 2.5
MSH M essage Header 2
EVN Event Type 3
PID Patient Identification 3
PV1 Patient Visit 3

Each message shall be acknowledged by the HL7 ACK message sent by the receiver of ADT
message to its sender. See Appendix C.1.3, “Acknowledgement Modes’ for the definition and
discussion of the ACK message.

3.10.4.1.2.1 MSH Segment

The MSH segment shall be constructed as defined in Appendix C.1.2, “Message Control”.

Field MSH-9 Message Type shall have at least two components. The first component shall have a
value of ADT; the second component shall have the value of A31. The third component is
optional; however, if present, it shall have a value of ADT_A3L.

3.10.4.1.2.2 EVN Segment
See Appendix C.1.4 for the list of all required and optional fields within the EVN segment.

3.10.4.1.2.3 PID Segment

The Patient Identifier Cross-reference Manager Actor shall provide only those attributes within
the PID segment that are required by the HL7 standard: PID-3-Patient Identifier List and PID-5-
Patient Name.
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The Patient Identifier Cross-reference Manager Actor shall use the field PID-3 Patient Identifier
List to convey the Patient | Ds uniquely identifying the patient within each Patient Identification
Domain for which a Patient 1D exists for the specified patient. Each resulting ID returned in PID-
3 shall include afully qualified Assigning Authority component. In other words, the Assigning
Authority component returned shall include ALL subcomponents (namespace ID, Universal ID,
and Universal ID type).

To eliminate the issue of multiple name values between Patient |dentifier Domains, the Patient
Identifier Cross-reference Manager Actor shall return a single space character in field PID-5-
Patient Name.

A single PID segment is sent in which one repetition of PID-3-Patient Identifier List is populated
for each of the identifiers in the notification. If the Patient Identifier Cross-reference Manager
Actor chooses to send multiple identifiers associated with the same domain, it shall return these
identifiers grouped in successive repetitions within the PID-3-Patient Identifier List.

3.10.4.1.2.4 PV1 Segment

As is specified by the HL7 Standard, Version 2.5, the PV1 Segment is required. The required
field PV1-2-patient class shall contain N (not applicable) to indicate the transmission of patient
information outside the context of a visit or encounter. Other fields shall be left blank.

Table 3.10-2 IHE Profile — PV1 segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
2 1 IS R 0004 00132 Patient Class

Adapted from the HL7 Standard, version 2.5

3.10.4.1.3 Expected Actions

The Patient Identifier Cross-reference Consumer, when it receives the ADT”A31 message, shall
update itsinternal identifier information for the affected patient(s) in all domains in which it is
interested whenever it receives updated identifier information that results in a change to the
cross-referencing of a patient.

In the case where the returned list of identifiers contains multiple identifiers for a single domain,
the Patient Identifier Cross-reference Consumer shall either use ALL of the multiple identifiers
from the given domain or it shall ignore ALL of the multiple identifiers from the given domain.

This allows Patient Identifier Cross-reference Consumer Actors capable of handling multiple
identities for a single patient within a single domain (i.e., those that can correctly aggregate the
information associated with the different identifiers) to do so. For those Patient Identifier Cross-
reference Consumer Actors not capable of handling this situation, ignoring the entire list of
different identifiers prevents the consumer from presenting incomplete data.
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3.11Retrieve Specific Information for Display

This section corresponds to Transaction I TI-11 of the IHE IT Infrastructure Technical
Framework. Transaction I TI-11 is used by the Information Source and Display actors.

3.11.1 Scope

This transaction involves the query of information for presentation purposes. This may occur
when a user attempts to lookup information associated with certain patient that is stored on a
different system. Note that the retrieved information is always related to awell-identified patient
(Patient ID), but its content, although of a specific type (lab summary, or radiology summary, list
of allergies), is generally dynamic (i.e., retrieving the same type of specific information at a
different point intime is likely to result in different content); for example, alist of allergies may
have been updated between two requests.

To support awide range of display capabilities, the information provided is formatted into well-
formed XHTML. Such formatting shall be done using XHTML Basic and W3C HTML
Compatibility Guidelines provided in the Appendix C of the W3C XHTML 1.0
Recommendation.

3.11.2 Use Case Roles

Display Information Source

Retrieve Specific
Info for Display

Role: A system that requests specific information for display, and displays it.

Actor: Display

Actor: Information Source

Role: A system that provides specific information in response to the request from the Display
Actor, in a presentation-ready format.

3.11.3 Referenced Standards

IETF RFC1738, Uniform Resource Locators (URL), December 1994,
http://www.fags.org/rfcs/rfc1738.html
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|IETF RFC2616 HyperText Transfer Protocol HTTP/1.1

Extensible Markup Language (XML) 1.0 (Second Edition). W3C Recommendation 6 October
2000. http://www.w3.org/TR/REC-xml.

Web Services Description Language (WSDL) 1.1. W3C Note 15 March 2001.
http://www.w3.org/TR/wsdl.

XHTML™ 1.0 The Extensible HyperText Markup Language (Second Edition).A Reformulation
of HTML 4 in XML 1.0. W3C Recommendation 26 January 2000, revised 1 August 2002.
http://www.w3.org/TR/xhtml 1.

XHTML™ Basic. W3C Recommendation 19 December 2000. http://www.w3.org/TR/xhtm-
basic.
Interaction Diagram

Display Information
Source

i Request For Specific Information (Summary, List)

Response With Specific Information (Summary, List)

Figure 3.11-1 Request For Specific Information — Summary sequence
3.11.3.1Request For Specific Information - Summary

3.11.3.1.1 Trigger Events

The following event will trigger a Request for Specific Information:

User of the Display Actor needs to review asummary list of information/ reportsthat are
part of a patient’s clinical history (i.e., summary of lab reports, summary of radiology
exam reports, etc.) with the intent of selecting a specific item off the list for subsequent
retrieval as a persistent object via the Retrieve Document for Display Transaction

3.11.3.1.2 Message Semantics

The Retrieve Specific Information for Display transaction is performed by the invocation of a
web service. The Display Actor shall generate aweb service request whenever a user needs to
review the information stored as part of a patient’s clinical history on the Information Source

Actor.
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To specify the type of information that needs to be returned, aweb service request shall include
the following parameters (keys) to filter the subset of information (See Table 3.11.4-1). All
parameter names and values (see Table 3.11.4-2) are case-sensitive.

Table 3.11.4-1 Web Service Request Keys

Parameter REQ Description Notes
Name

requestType R request Type specifies what type of See Table 3.11.4-2 for thelist of possible
information shall be retrieved. This values.
parameter shall always be valued.

patient|D R This attribute i dentifies the subject of PatientID value shal be formatted asHL7 CX
the results being queried for. Its value data type (including assigning authority)
shal include identification of assigning according to the requirements specified for the
authority. Patient Identity Feed transaction (see Section

3.84.1.2.3)

lowerDateTime o Used to constrain the earliest dete/time This value shal be encoded in the XML
of creation of information. primitive dateTime format.

upperDateTime (0] Used to constrain thelatest date/time of This value shall be encoded in the XML
creation of information. primitive dateTime format.

mostRecentResults R The numeric value that indicates the Value of Oindicatesthat al available results

number of most recent resultsto be
included into theresponsg, i.e, 1
indicates to provide the latest result.

shall bereturned.

Table 3.11.4-2 Web Service Request Types

requestType value

Description

SUMMARY

Summary of all reports known to the Information Source

SUMMARY-RADIOLOGY

Summary of radiology reports

SUMMARY -CARDIOLOGY

Summary of cardiology reports

SUMMARY-LABORATORY

Summary of laboratory reports

SUMMARY -SURGERY

Summary of surgery reports

SUMMARY-EMERGENCY

Summary of emergency reports

SUMMARY -DISCHARGE

Summary of discharge reports

SUMMARY-ICU

Summary of intensive care reports

SUMMARY-RX

Summary of Prescriptions

Note: parameter values that contain reserved characters need to be encoded using %<hex><hex> notation.
Reserved characters include slash (/, encode as %2f) and ampersand (&, encode as %26).

Formal definition of the web service in WSDL is provided in the Appendix A.

The only binding required for both the Display Actor and Information Source Actor isthe
binding to the HTTP-GET. In this binding the sample message will be formatted as follows:
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http://<location>/|HERetrieveSummaryl nforequest Type=SUMMARY & patient| D=9999841
0MNe26Wwww.mlhlife.com%26DNS & lowerDateTime=2003-01-
01T00:00:00& upperDateTime=2003-01-01T23:59:59& mostRecentResults=1

The <location> part of the URL is configurable by the implementation, and must contain the host
name, an optional port address, and may be followed by an optional path. The path if present
may not containa‘? character. The remainder of the URL, including IHERetrieveSummarylnfo
and the following request parameters are specified by the WSDL and may not be changed.

More specifically, using the definitions from RFC 1738, the <location> part of the URL must
match the production for location from the figure below:

| ocation = hostport [ "/" hpath ]

host port = host [ ":" port ]

host = host nane | host nunber

host nane = *[ domainlabel "." ] toplabe

domai nl abel = al phadigit | alphadigit *[ alphadigit | "-" ] al phadigit

t opl abel = alpha | alpha *[ alphadigit | "-" ] al phadigit

al phadi gi t = alpha | digit

host nunber =digits "." digits "." digits "." digits

port =digits

hpat h = hsegnent *[ "/" hsegnent ]

hsegnent =*[ uchar | ";" | ":" | "@ | "& | "="]

| owal pha ="a" | "b" | "c" | "d" | "e" | "“f" | "g" | "h"
e A LA A L
B e e e A B B
y' | "z

hi al pha ="A"| "B | "C | "D | "E"| “F" | "G | "H | "I"
CJt KTl M N O | Pt | TR
“STotTY ] UtV W X Y ) 2

al pha = | owal pha | hial pha

digit ="o" | "1" | "2" | "3" | "4" | "5" | "6" | "7" |
ll8ll | ll9ll

safe R T L B

extra SR I B B G B

hex =digit | "A" | "B" | "C | "D"'| "E"| "F'|
“a" | "b" | "c" | "d" | "e" | "f"

escape = "% hex hex

unr eserved = alpha | digit | safe | extra

uchar = unreserved | escape

The following location values are legal according to this specification:
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<location> value

Resulting URL

Myhost

http://myhost/| HERetrieveSummaryl nfo?...

myhost:8080

http://myhost:8080/| HERetrieveSummaryl nfo?

myhost/MyAspPageT hatL ooksL ikel tCould
BeAFolder.aspx

http://myhost/MyAspPageT hatL ooksL ikeltCou
IdBeAFolder.aspx/| HERetrieveSummaryl nfo?

myhost:8080/MyAspPageT hatL ooksL ikel tC
ouldBeAFolder.aspx

http://myhost:8080/MyAspPageT hatL ooksL ike
ItCouldBeAFolder.aspx/IHERetrieveSummaryl
nfo?...

myhost/MyJspPage.jsp

http://myhost/MyJspPage.jsp/lHERetrieveSum

marylnfo?...

myhost:8080/MyJspPageThatL ooksLikeltC
ouldBeAFolder.jsp

http://myhost/M yJspPage.jsp/

|HERetrieveSummarylnfo?...

The following location values are not legal:

<location> value

Resulting URL

My-+Computer

‘+" isnot alegal character in a host name.

myhost:99999

99999 is not avalid port.

myhost/myPath.jsprequest=

‘7 isnot valid in a path.

In addition, the Display Actor shall support the following field of the HTTP request:
Table 3.11.4-3 HTTP Request and Response Fields

HTTP REQ Description Values
Field
Accept- (0] Thisfield redtricts the set of naturd languages that are Any valid value according to
Language preferred as aresponse to the request. RFC2616

The Information Source actor shall support the following field of the HTTP response.
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Table 3.11.4-4 HTTP Response Fields

HTTP REQ Description Values
Field
Expires R Thisfield gives the date/time after which Shall be 0. Thisis now deprecated usage, but it isthe
theresponse is considered stale widely supported means of specifying no cacheing.
Cache- R Thisfield indicates that this response Shall be no-cache
Control should not be cached.

If necessary, the Display Actor may perform the request to the web service utilizing HTTPS

protocol.

Information Source Actors may return HTTP redirect responses (responses with values of 301, 302,
303 or 307) in response to a request. Display Actors can expect to receive an error response, or the
data requested, or a request to look elsewhere for the data. A Display Actor must follow redirects, but
if a loop is detected, it may report an error.

3.11.3.1.3

Expected Actions

Upon reception of the Request for Specific Information, the Information Source Actor shall parse
the request and if there are no errors, return the Response with Specific Information as specified
in Section 3.11.4.2, and HT TP response code 200 - OK.

To specify the type of information that needs to be processed, an Information Source Actor shall
support the following parameters (keys) to filter the subset of information (See Table 3.11.4-5).

Table 3.11.4-5 Web Service Request Keys

Parameter REQ Description Notes
Name
requestType R request Type specifies what type of See Table 3.11.4-2 for thelist of possible
information shall be retrieved. This values.
parameter shall always be valued.
patient|D R This attribute i dentifies the subject of PatientID value shal be formatted asHL7 CX

the results being queried for. Its value

shall include identification of assigning

data type (including assigning authority)
according to the requirements specified for the

authority. Patient Identity Feed transaction (see Section
3.84.1.2.3)
lowerDateTime R Used to constrain the earliest date/time Thisvalue shal be encoded in the XML

of creation of information.

primitive dateTime format.

upperDateTime

R Used to constrain the latest date/time of

creation of information.

This value shall be encoded in the XML
primitive dateTime format.

mostRecentResults

R The numeric value that indicates the
number of most recent resultsto be
included into theresponsg, i.e, 1
indicates to provide the latest result.

Value of 0 indicates that dl available results
shall bereturned.
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If the request Type specified is not supported, the Information Source Actor shall return HTTP
response-code 404 (not found) with the suggested reason-phrase “request Type not supported”.. If
the Information Source Actor is not able to format the document in any content types listed in the
'‘Accept’ field, it shall return HT TP response code 406 — Not Acceptable.

If the Patient ID specified by the Display Actor is not known to the Information Source Actor, it
shall return HTTP response-code 404 (not found) with the suggested reason-phrase “Patient |D
not found”. If the Display Actor provides the Patient ID from a different domain than the one the
Information Source Actor belongs to, and the Information Source Actor is grouped with the
Patient ID Consumer Actor, it may attempt to obtain a mapping of the provided Patient ID into
its domain before responding.

Note: Other HTTP response codes may be returned by the Information Source Actor, indicating conditions outside
of the scope of this profile, for example, 401 — Authentication Failed might be returned if Information
Source Actor is grouped with the Kerberized Server Actor.

Note: It is recommended that the Information Source Actor complement the returned error code with a human
readable description of the error condition.

If an error condition cannot be automatically recovered, a a minimum, the error should be
displayed to the user by the Display Actor.

If lowerDateTime and/or upperDateTime parameters are specified, they shall define the lower
and/or upper inclusive boundary of the temporal range in which returned information should
have been created. The value of the mostRecentResults parameter shall be interpreted within
such specified date/time range.

3.11.3.2Response with Specific Information - Summary

3.11.3.2.1 Trigger Events

This message is sent by the Information Source Actor in response to the Request For Specific
Information web service request.

3.11.3.2.2 Message Semantics

Information Source Actor shall support at least one of the values of the requestType parameter
specified in Table 3.11.4-2.

The Information Source shall set an expiration of zero to ensure no caching. The message shall
be formatted using XHTML Basic and W3C HTML Compatibility Guidelines provided in the
Appendix C of the W3C XHTML 1.0 Recommendation.

The Display Actor may request the Information Source Actor to provide any specific information
including a summary of reports of different types pertaining to a particular patient. The exact
content of the summary is determined by the Information Source Actor and may be regulated by
the institution policy. For example, it may contain the hyperlink to a persistent object so that it
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can be retrieved by using the Retrieve Document for Display Transaction. In the case of
retrieving a summary of documents (request Type of SUMMARY [-xX]), it is strongly
recommended to include a link to the relevant documents, for each item of the summary. If
present, the link will have to be formatted as a web service request in accordance to the
requirementsin Section 3.12. It may also contain a hyperlink representing the invocation of the
Request for Specific Information for display, as specified in this Section.

3.11.3.2.3 Expected Actions

The Display Actor shall render the received response for the user. It shall not assume that the
content of the document may be meaningfully parsed beyond determination of XHTML tags
necessary for accurate presentation of provided information.

When the summary responses include links to documents or other specific information,
Information Source Actors are strongly encouraged to format them according to the requirements
stated in Sections 3.11 and 3.12, to facilitate retrieval of information from other information
sources.

3.11.3.3Request For Specific Information - List

3.11.3.3.1 Trigger Events

The following event will trigger a Request for Specific Information:

User of the Display Actor needs to review a particular subset of information that is part of
apatient’s clinical history (i.e., lab report, radiology exam report, list of medications,
etc.) that is stored on the Information Source system.

3.11.3.3.2 Message Semantics

The Retrieve Specific Information for Display transaction is performed by the invocation of a
web service. The Display Actor shall generate aweb service request whenever a user needs to
review the information stored as part of a patient’s clinical history on the Information Source

Actor.

To specify the type of information to be returned, a web service request shall include the
following parameters (keys) to filter the subset of information (See Table 3.11.4-7). All
parameter names and values (see Table 3.11.4-7) are case-sensitive.

Table 3.11.4-6 Web Service Request Keys

Parameter REQ Description Notes
Name
requestType R requestType specifies what type of See Table 3.11.4-7 for thelist of possible values.

information shall be retrieved. This
parameter shall always be valued.
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Parameter REQ Description Notes
Name
patient|D R This attribute identifies the subject of PatientID value shal be formatted as HL7 CX data
the results being queried for. Its value type (including assigning authority) according to
shal include identification of assigning the requirements specified for the Patient Identity
authority. Feed transaction (see Section 3.8.4.1.2.3)

Table 3.11.4-7 Web Service Request Types

requestType value Description
LIST-ALLERGIES List of dlergiesand adverse reactions for a patient known to the Information Source
LIST-MEDS List of medications currently taken by or administered to a patient

Formal definition of the web service in WSDL is provided in the Appendix A.

The only binding required for both Display Actor and Information Source Actor is the binding to
the HTTP-GET. In this binding the sample message will be formatted as follows:

http://<location>/IHERetrieveL istinfo?request Type=LI1ST-
MEDS& patient] D=99998410""%26www.mlhlife.com%26DNS

The <location> part of the URL is configurable by the implementation, and must contain the host
name, an optional port address, and may be followed by an optional path. The path if present
may not containa‘? character. The remainder of the URL, including IHERetrieveListInfo and
the following request parameters are specified by the WSDL and may not be changed. Seethe
discussion about location in section 3.11.4.1.2 Message Semantics above.

In addition, the Display Actor shall support the following field of the HTTP request:
Table 3.11.4-8 HTTP Request and Response Fields

HTTP Field | REQ Description Values
Accept- 0] Thisfield restricts the set of natural languages that are preferred Any valid value according
Language as aresponse to the request. to RFC2616

The Information Source actor shall support the following field of the HTTP response.
Table 3.11.4-9 HTTP Request Fields

HTTP REQ Description Values

Field
Expires R Thisfield gives the date/time after which Shall be 0. Thisis now deprecated usage, but it isthe

theresponse is considered stale widely supported means of specifying no cacheing.
Cache- R Thisfield indicates that this response Shall be no-cache
Control should not be cached.
72
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If necessary, the Display Actor may perform the request to the web service utilizing HTTPS
protocol.

Information Source Actors may return HTTP redirect responses (responses with values of 301, 302,
303 or 307) in response to a request. Display Actors can expect to receive an error response, or the
data requested, or a request to look elsewhere for the data. A Display Actor must follow redirects, but
if a loop is detected, it may report an error.

3.11.3.3.3 Expected Actions

Upon reception of the Request for Specific Information, the Information Source Actor shall parse
the request and if there are no errors, shall return the Response with Specific Information as
gpecified in Section 3.11.4.2, and HTTP response code 200 - OK.

If the request Type specified is not supported, the Information Source Actor shall return HTTP
response-code 404 (not found) with the suggested reason-phrase “requestType not supported”. If
the Information Source Actor is not able to format the document in any content types listed in the
'‘Accept’ field, it shall return HT TP response code 406 — Not Acceptable.

If the Patient ID specified by the Display Actor is not known to the Information Source Actor, it
shall return HTTP response-code 404 (not found) with the suggested reason-phrase “Patient |D
not found”. If the Display Actor provides the Patient ID from a different domain than the one the
Information Source Actor belongs to, and the Information Source Actor is grouped with the
Patient ID Consumer Actor, it may attempt to obtain a mapping of the provided Patient ID into
its domain before responding.

Note: Other HTTP response codes may be returned by the Information Source Actor, indicating conditions outside
of the scope of this profile, for example, 401 — Authentication Failed might be returned if Information
Source Actor is grouped with the Kerberized Server Actor.

Note: It is recommended that the Information Source Actor complement returned error code with a human
readable description of the error condition.

If an error condition cannot be automatically recovered, a a minimum, the error should be
displayed to the user by the Display Actor.

3.11.3.4Response with Specific Information - List

3.11.3.4.1 Trigger Events

This message is sent by the Information Source Actor in response to the Request For Specific
Information web service request.
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3.11.3.4.2 Message Semantics

Information Source Actor shall support at least one of the values of the requestType parameter
specified in Table 3.11.4-7.

The Information Source shall set an expiration of zero to ensure no caching. The message shall
be formatted using XHTML Basic and W3C HTML Compatibility Guidelines provided in the
Appendix C of the W3C XHTML 1.0 Recommendation.

The Display Actor may request the Information Source Actor to provide a list of information
items (pertaining to a particular patient) that the Information Source has presently recorded. The
exact content of the list is determined by the Information Source Actor.

The Display Actor shall not use the lowerDateTime, upperDateTime or mostRecentResults
parameters in aquery. The Information Source shall ignore them if they are specified.

3.11.3.4.3 Expected Actions

The Display Actor shall render the received response for the user. It shall not assume that the
content of the document may be meaningfully parsed beyond determination of XHTML tags
necessary for accurate presentation of provided information.
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3.12Retrieve Document for Display

This section corresponds to Transaction I TI-12 of the IHE IT Infrastructure Technical
Framework. Transaction I T1-12 is used by the Information Source and Display actors.

3.12.1 Scope

This transaction involvesthe retrieval of a document (persistent object) for presentation purposes.
The uniquely identifiable persistent object means that retrieving the same document instance at a
different point in time will provide the same semantics for its presented content. The information
content of the document is immutable even if the presentation of such content is provided with
the use of different formats, stylesheets, etc.

3.12.2 Use Case Roles

Display Information Source

.

Retrieve Document
for Display

Actor: Display

Role: A system that requests a document/object for display, and displaysit.

Actor: Information Source

Role: A system that provides specific information in response to the request from the Display
Actor, in a presentation-ready format.

3.12.3 Referenced Standards

|IETF RFC2616 HyperText Transfer Protocol HTTP/1.1

Extensible Markup Language (XML) 1.0 (Second Edition). W3C Recommendation 6 October
2000. http://www.w3.org/TR/REC-xml.

Web Services Description Language (WSDL) 1.1. W3C Note 15 March 2001.
http://www.w3.org/TR/wsdl.
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3.12.4 Interaction Diagram

Display Information
Source

Request for Persistent Document >

Delivery of Persistent Document

Figure 3.12-1 Request for Persistent Document Sequence
3.12.4.1 Request for Persistent Document

3.12.4.1.1 Trigger Events

The request for a document is triggered when a user of the Display Actor needs to review a
particular document that is stored by the Information Source Actor.

3.12.4.1.2 Message Semantics

The Retrieve Document for Display transaction is performed by the invocation of aweb service.
The Display Actor shall generate the web service request whenever a user needsto review the
document stored as part of a patient’s clinical history on the Information Source Actor.

The web service request shall include the following parameters (keys) to identify the document
to be returned and its format See Table (3.12.4-1). All parameter names and values are case-
sensitive.

Table 3.12.4-1 Query Keys

Parameter Name | REQ Description Values
requestType R This parameter is required to have a DOCUMENT
value of DOCUMENT.
documentUID R Identifies document’ s UID as known to This value shall be a properly defined Object
both actors. identifier (OID) as specified in Volume 2,
Appendix B.
preferredContent Type R This parameter is required to identify Display may specify one of the following
the preferred format the document isto formats:
i)yep;e);ow ded in (as MIME content imageljpeg
application/x-hl 7-cda-level -one+xml (see
note)
application/pdf (see note)
76
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Note: see IANA registry for details about hl7-cda-level-one and PDF, such as version. Applications creating PDF

may use this MIME type for other versions of PDF up to 1.3. Receivers shall support document encoded
in this version and previous versions.

Note: see HL7 CDA framework release 1.0 for details about application/x-hl7-cda-level-one+xml.

Formal definition of the web service in WSDL is provided in Appendix A.

The only binding required for both the Display Actor and Information Source Actor isthe
binding to the HTTP-GET. In this binding the sample message will be formatted as follows:

http://<location>/IHERetrieveDocumentrequest Type=DOCUMENT & documentUI1D=1.2.3
& preferredContent Type=application%2f pdf

The <location> part of the URL is configurable by the implementation, and must contain the host
name, an optional port address, and may be followed by an optional path. The path if present
may not containa‘? character. The remainder of the URL, including IHERetrieveDocument
and the following request parameters are specified by the WSDL and may not be changed. See
the discussion about location in section 3.11.4.1.2 Message Semantics above.

In addition, the Display Actor shall support the following fields of the HTTP request:
Table 3.12.4-3 HTTP Request and Response Fields

HTTP REQ Description Values
Field
Accept 0] Thisfield may be used to specify certain media | At least one of the following values:
types which are acceptable for the response imagelj peg
application/x-hl 7-cda-| evel -one+xml
application/pdf

*/*

Other values may be included as well

Accept- (0] Thisfield is similar to Accept, but restrictsthe Any valid value according to RFC2616
Language set of natural languages that are preferred asa

response to the request.
Expires R Thisfield gives the date/time after which the Any valid value according to RFC2616, or 0

response is considered stale

The Information Source actor shall support the following field of the HTTP response.
Table 3.12.4-4 HTTP Response Fields

HTTP REQ Description Values
Field
Expires R Thisfield gives the date/time after which the Any valid value according to RFC2616, or 0
response is considered stale
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The Display Actor may provide list of content types it supportsin the HTTP Accept field. If the
HTTP Accept Field is absent, it means that any content type is acceptable by the Display Actor.

The preferredContentType parameter shall specify the content type desired by the Display Actor.
The value of the preferredContentType parameter of the request shall be one of the values from
the Table 3.12.4-1 and shall not contradict values specified in the HTTP Accept field.

The Information Source shall provide info in preferredContentType if capable, otherwise it shall
only use atype specified in the Accept Field as appropriate given the information to be returned.

If necessary, the Display Actor may perform the request to the web service utilizing HTTPS
protocol.

Information Source Actors may return HTTP redirect responses (responses with values of 301, 302,
303 or 307) in response to a request. Display Actors can expect to receive an error response, or the
data requested, or a request to look elsewhere for the data. A Display Actor must follow redirects, but
if a loop is detected, it may report an error.

3.12.4.1.3 Expected Actions

Upon reception of the Request for Specific Information, the Information Source Actor shall parse
the request and shall return the retrieved document as specified in Section 3.12.4.2, and HTTP
response code 200 - OK.

If the request Type specified is anot alegal value according to this profile, the Information
Source Actor shall return HT TP response-code 403 (forbidden) with the suggested reason-phrase
“request Type not supported”.

If the Information Source Actor is not able to format the document in any content types listed in
the 'Accept’ field, it shall return HTTP response code 406 — Not Acceptable.

If the specified documentUID is not known to the Information Source Actor, it shall return
HTTP response-code 404 (not found) with the suggested reason-phrase “Document UID not
found”.

If the documentUID, preferredContentType or request Type parameters are missing, the
Information Source Actor shall return HTTP response code 400 - Bad Request.

If the documentUID or preferredContentType parameters are malformed, the Information Source
Actor shall return HTTP response code 400 - Bad Request.

If the specified preferredContent Type is not consistent with the setting of the HTTP Accept field,
the Information Source Actor shall return HT TP response code 400 — Bad Request.

Note: Other HTTP response codes may be returned by the Information Source Actor, indicating conditions outside
of the scope of this profile, for example, 401 — Authentication Failed might be returned if Information
Source Actor is grouped with the Kerberized Server Actor.
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Note: It is recommended that the Information Source Actor complement returned error code with a human
readable description of the error condition.

If an error condition cannot be automatically recovered, a a minimum, the error should be
displayed to the user by the Display Actor.

3.12.4.2 Delivery of Persistent Document

3.12.4.2.1 Trigger Events

The Delivery of Persistent Document message is the transmission of the requested document in
specified format from the Information Source Actor to the Display Actor. This transmission will
happen if such document, identified by the documentUID parameter in the request, has been
successfully located by the Information Source Actor.

3.12.4.2.2 Message Semantics

In response to the request from the Display Actor, the Information Source Actor shall format the
document according to the preferredContentType specified, and return it in the HTTP response.
See Section 3.12.4.1.2 for a discussion of the rules related to preferredContentType.

The Information Source Actor shall maintain global uniqueness of object identifiers.

The Information Source Actor shall set an expiration date compatible with the policies associated
with the possible removal of instances of persistent documents (no more than a week).

3.12.4.2.3 Expected Actions

The Display Actor shall render the received document for the user.
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3.13Follow Context

This section corresponds to Transaction I TI-13 of the IHE IT Infrastructure Technical
Framework. Transaction I TI-13 is used by the Patient Context Participant, User Context
Participant and Context Manager Actors.

3.13.1 Scope

This transaction allows the Context Manager Actor to force other context participant actorsto
synchronize based on the new context values.

This transaction is composed of multiple methods as defined by the HL7 Context Management
“CCOW’ Sandard. It has multiple phases consisting of surveying the participants, indication to
them of final decision asto whether the context changed or not, and retrieval of the new context
values by the context participants.

Each of the context participant actors follows a specific subject. The Patient Context Participant
Actor follows the patient subject and does not expect the user subject to be set in context. The
User Context Participant follows the user subject.

The semantics of the methods used are defined in the documents HL7 Context Management
“CCOW” Standard: Component Technology Mapping: ActiveX or HL7 Context Management
“CCOW” Standard: Component Technology Mapping: Web, in conjunction with the HL7
Context Management “CCOW” Standard: Subject Data Definitions document. A Context
Participant Actor can implement either technology. The Context Manager Actor shall support
both technologies in order to interoperate with joining participants implementing the technology
of their choice.
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3.13.2 Use Case Roles

Patient Context User Context
Participant Actor Participant Actor

Follow Context

Context
Manager Actor

1905 Actor: Patient Context Participant

Role: Responds to context survey. Synchronizes display to new value(s) in the patient subject of
acontext it follows.

Actor: User Context Participant

Role: Responds to context survey. Synchronizes display to new value(s) in the patient subject of
1910 acontext it follows.

Actor: Context Manager

Role: Conducts context survey, notifies the context participants of acceptance or cancellation of
achange, and provides context values.

3.13.3 Referenced Standard

1915 HL7 Context Management “CCOW” Standard, Version 1.4
Technology and Subject Independent Architecture
Component Technology Mapping: ActiveX
Component Technology Mapping: Web
Subject Data Definitions
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3.13.4 Interaction Diagram

Patient Context
Participant Actor
Context pgp
Manager User Context Participant
Actor
[} [}
| |
ContextChangesPending >
ContextChangesA ccepted >
ContextChangesCancelled >
GetltemValues
<

Figure 3.13-1 Follow Context — ContextChangesPending Method Sequeice

3.13.4.1Follow Context — ContextChangesPending Method

The ContextChangesPending method is invoked by the Context Manager Actor to survey context
participant actors with regard to acceptability of changes proposed by a Patient Context
Participant or Client Authentication Agent Actors.

3.13.4.1.1 Trigger Events

The ContextChangesPending method is triggered when the Context Manager receives invocation
of the EndContextChanges method.

3.13.4.1.2 Message Semantics

ContextChangesPending is defined as a method on the ContextParticipant interface and allows
the Context Manager to survey a context participant asto whether or not it is ready to follow the
changes in the context.

In the invocation of this method, the Context Manager shall provide the pending context’s
coupon.

Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-
I ndependent Architecture document, Section 17.3.7.2, for a description of the parameters
associated with this method.
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3.13.4.1.3 Expected Actions

Performing the ContextChangesPending method, the Patient Context Participant or User Context
Participant Actor makes a decision whether or not it can accept change of context (for example
due to operation being in progress). To reach this decision, it may invoke the GetltemValues
method to inspect proposed new values in the context.

As aresponse, a Context Participant Actor will respond with an indication to Accept or
Conditionally Accept the proposed change. Refer to the HL7 Context Management “ CCOW’
Sandard: Technology and Subject-1ndependent Architecture document, Section 17.3.7.2, for the
specifics of the response formation.

3.13.4.2Follow Context — ContextChangesAccepted Method

The ContextChangesA ccepted method is invoked by the Context Manager Actor to confirm to
the context participants that instigator of change accepted proposed changes.

3.13.4.2.1 Trigger Events

The ContextChangesAccepted method is triggered when the Context Manager receives
invocation of the PublishChangesDecision method indicating that the changes have been
accepted.

3.13.4.2.2 Message Semantics

ContextChangesA ccepted is defined as a method on the ContextParticipant interface and allows
the Context Manager to inform a context participant that the context value(s) have been changed.

In the invocation of this method, the Context Manager provides the new context coupon.

Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-
Independent Architecture, Section 17.3.7.3 for adescription of the parameters associated with
this method.

3.13.4.2.3 Expected Actions

Performing the ContextChangesA ccepted method, the Patient Context Participant or User
Context Participant Actor accepts new context and can subsequently retrieve new values using
the GetltemV alues method.

It responds with confirmation of success or an exception. Refer to the HL7 Context Management
“CCOW’ Sandard: Technology and Subject-1ndependent Architecture document, Section
17.3.7.3, for the specifics of the response formation.
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3.13.4.3Follow Context — ContextChangesCancelled Method

The ContextChangesCancelled method is invoked by the Context Manager Actor to inform the
context participants that instigator of change cancelled proposed changes.

3.13.4.3.1 Trigger Events

The ContextChangesCancelled method is triggered when the Context Manager receives
invocation of the PublishChangesDecision method indicating that the changes have been
cancelled.

3.13.4.3.2 Message Semantics

ContextChangesCancelled is defined as a method on the ContextParticipant interface and allows
the Context Manager inform a context participant that the pending context change has been
cancelled.

In the invocation of this method, the Context Manager provides the pending context’s coupon.

Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-
Independent Architecture, Section 17.3.7.4 for adescription of the parameters associated with
this method.

3.13.4.3.3 Expected Actions

Performing the ContextChangesCancelled method, the Patient Context Participant or User
Context Participant Actor keeps its current context and destroys information about a pending
context change that has been cancelled.

It responds with confirmation of success or an exception. Refer to the HL7 Context Management
“CCOW’ Sandard: Technology and Subject-1ndependent Architecture document, Section
17.3.7.4, for the specifics of the response formation.

3.13.4.4Follow Context — GetltemValues Method

The GetltemValues method is invoked by a Context Participant Actor to retrieve value(s) from
the context it follows.

3.13.4.4.1 Trigger Events

The GetltemValues method is triggered by a Context Participant Actor after it receives the
context coupon as aresult of the ContextChangesPending, ContextChangesAccepted or
GetContextCoupon methods.
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3.13.4.4.2 Message Semantics

GetltemValues is defined as a method on the ContextData or SecureContextDatainterface. If the
context is not secured when a participant actor has joined the context (i.e., Patient Context
Participant that only follows patient context), then this method should be invoked on the
ContextData interface. Otherwise, it shall be invoked on the SecureContextData interface.

By invocation of this method without specification of the list of item names, a context participant
retrieves values of all items presently set in context. It can also first invoke the GetltemNames
method on the same interface (as specified in CCOW Standard) and use the list of items for
selective retrieval of item values from the context via GetltemValues method. The Patient
Context Participant needs to search through the resulting list of Patient.ld.ldList.<n> values until
arecognized Patient Domain is found. The Patient Context Participant may choose to be grouped
with a PIX Patient Identifier Cross-reference Consumer to handle the cases where no known
Patient Domain is found in the resulting IdList.

Refer to the HL7 Context Management * CCOW’ Standard: Technology and Subject-
Independent Architecture document, Section 17.3.4.5, for the Patient Context Participant Actor,
and Section 17.3.13.2, for the User Context Participant, for a description of parameters
associated with this method.

3.13.4.4.3 Expected Actions

Context Manager shall return the values of requested items or an exception. Refer to the HL7
Context Management “ CCOW’ Standard: Technology and Subject-Independent Architecture
document, Section 17.3.4.5, for the Patient Context Participant Actor, and Section 17.3.13.2, for
the User Context Participant, for a description of the response issued by the Context Manager
Actor.
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3.14Register Document Set

This section corresponds to Transaction I TI-14 of the IHE IT Infrastructure Technical
Framework. Transaction I T1-14 is used by the Document Repository Actor to register a set of
documents with the Document Registry.

3.14.1 Scope

The Register Document Set transaction passes a Submission Request from a Document
Repository Actor to a Document Registry Actor.

A Register Document Set transaction carries:
Metadata describing zero or more documents

XDS Submission Set definition along with the linkage to new documents and references to
existing documents

XDS Folder definitions along with linkage to new or existing documents

3.14.2 Use Case Roles

Document Document
Repository Registry

-

Register
Document Set

Actor: Document Repository

Role: A document storage system that submits document metadata to a Document Registry.
Actor: Document Registry

Role: A document indexing system that receives and stores document metadata.

3.14.3 Referenced Standards

ebRIM OASIS/ebXML Registry Information Model v2.0
ebRS OASIS/ebXML Registry Services Specifications v2.0
HTTP HyperText Transfer Protocol HTTP/1.1 (IETF RFC2616)
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CDA HL7 Clinical Document Architecture (ANSI/HL7 CDA R1-2000)
HL7V2 HL7 Version 2.5

3.14.4 Interaction Diagram

Document Document
Repository Registry

Register Document Metadata >

Reqgister Document M etadata
Acknowledgment

3.14.4.1 Register Document Metadata

The Document Repository sends metadata for a set of documents to the Document Registry.

3.14.4.1.1 Trigger Events

The Register Document Metadata message is triggered when:
1. A Document Repository wants to register metadata for a set of documentsit holds.
2. A Document Repository receives a Provide and Register Document Set transaction (1 TI-
15)

3.14.41.2 Message Semantics

The following sections specify the mapping of XDS concepts to ebRS and ebRIM semantics:
XDS Document
XDS Submission Request
XDS Submission Set
XDS Folder
Document Relationships
Metadata definitions to support the above are discussed as follows:
XDS Document
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XDS Submission Request
XDS Submission Set
XDS Folder
In addition the following topics are discussed:
Protocol requirements
XDS registry adaptor function
General metadata issues
Security requirements
Sequencing Requirements

3.14.4.1.2.1 Class Diagram

ebXML ebRIM
/\ /\ Classes

\ |
|XDSDocumentEntry| «type» «type» XDS
XDSSubmissionSet XDSFolder Classes

Figure 3.14.4.1-1 ebXML Class Diagram of the Register Document Metadata

The XDSDocumentEntry class is derived from the ebXML ExtrinsicObject class. The
XDSSubmissionSet and X DSFolder classes are derived from the ebX ML* RegistryPackage class.
Since the ebXML Registry standard does not allow for subclassing the RegistryPackage class,
these two classes are implemented as ebXML RegistryPackages. Type information (submission
set vs. folder) is coded as an ebXML Classification against two object types created by the XDS
profile, XDSSubmissionSet and X DSFolder.

3.14.4.1.2.2 Document Specification

A new registry object type is declared as a subclass of ebXML ExtrinsicObject. Itsnameis
XDSDocumentEntry. An object of thistype in the XDS registry is used to represent a document
in an XDS repository.

! ebXML Registry terms such as RegistryPackage are shown with an ebXML prefix to help distinguish ebXML
Registry terms from XDS terms. Unless otherwise indicated, referencesto ‘ebXML’ in XDSrefer to the ebXML
Registry specifications as opposed to other ebXML specifications. The short term isused for readability.
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An XDSDocumentEntry object in the registry contains a reference to asingle document in a
single repository.
Note: A repository may hold documents that are not indexed in the registry.

Appendix H defines the metadata to initialize an ebXML registry to serve as an XDS Document
Registry.

3.14.4.1.2.3 XDS Submission Request Specification
A Submission Request is the collection of information that is transferred to an XDS Document
Registry or Repository.

There are two types of submission requests: XDS Registry Submission Request and XDS
Repository Submission Request. Both are described below.

Appropriate protocol bindings are used to transfer this content between systems when the actors
are not implemented together on the same system. The bindings are described in section
3.14.4.1.2.11.

The two types of XDS Submission Requests are described next.

3.14.4.1.2.3.1 XDS Registry Submission Request

An XDS Registry Submission Request is the collection of metadata transferred between a
Document Repository and a Document Registry in asingle ebXML SubmitObjectsRequest. This
request contains:

A collection of metadatato be stored in the registry including:
Metadata for new documents
Foldersto be created
Documents to be added to folders
A single XDS Submission Set, contained within the metadata, organizing the metadata

Thisrequest is part of the Register Document Set transaction.

3.14.4.1.2.3.2 XDS Repository Submission Request

An XDS Repository Submission Request is the collection of metadata and documents transferred
between a Document Source and a Document Repository using a single ebXML
SubmitObjectsRequest. This request contains:

Metadata

Zero or more documents; each document is represented by an XDSDocumentEntry object
in the metadata. Submissions that add metadata to the registry without adding documents
to the repository are possible.
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Thisrequest is the information payload of the Provide and Register Document Set message of
the Provide and Register Document Set transaction 1 TI-15.

Unless otherwise stated, the XDS Submission Set requirements specified hereafter apply to both
types of XDS Submission Requests

3.14.4.1.2.3.3 Atomicity Requirements for XDS Submission Requests

XDS Submission requests shall be atomic operations. The result of a Submission Request isto
update either:

aRegistry or

a Registry and a Repository.
All changes requested are successfully applied or no net changes are made. More specifically:

1. Atomicity shall be managed by an XDS registry adaptor. (see section 3.14.4.1.2.12 for
details on registry adaptor.addressing the fact that the ebXML Registry specification does
not guarantee that a SubmitObjectsRequest is atomic). XDS specifies the mechanism
through which atomicity is to be implemented and where it is needed.

2. All objects shall have their Status attribute set to Submitted when the objects are first
created in the ebX ML registry. An ebXML ApproveObjectsRequest, shall be issued
within the XDS Registry Adaptor to change the Status attribute to Approved. This
completes the transaction.

3. Thefollowing types of objects shall be have their status set to Approved to be considered
publicly available:
XDSSubmissionSet (ebXML RegistryPackage)
XDSFolder (ebXML RegistryPackage)
XDSDocumentEntry (subclass of ebXML ExtrinsicObject)
If an error occurs storing documents in the repository then all documents stored as part of the
Repository Submission Request shall be removed.
If an error occurs storing metadata in the registry, then the following actions are performed:

All metadata stored as part of the Registry Submission Request shall be removed
fromthe registry

All documents stored as part of the Repository Submission Request shall be
removed. This only applies if the Registry Submission Request isaresult of a
Repository Submission Request.

Registry queries from the Registry Query transaction shall not find XDS Submission Sets,
XDS Folders or XDSDocumentEntry objects until after the above atomic operation that
creates them has completed successfully and the status attributes have been set to
Approved.
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3.14.4.1.2.34 Other Properties of Submission Requests
A Submission Request may contain metadata beyond the XDS Submission Set, XDS Folder, and
XDSDocumentEntry objects. These are:

ebXML Associations linking XDSDocumentEntry objects to X DSFolder objects. There
are no regtrictions on whether the XDSDocumentEntry objects or XDSFolder objects are
in this Submission Request. Such an Association is the ebXML mechanism for including
objects in an ebXML RegistryPackage (the basis of XDSFolder).

Associations linking existing (already contained in the registry) XDSDocumentEntry
objects to the XDSSubmissionSet RegistryPackage contained in this Submission Request.
This option is discussed in the next section.

3.14.4.1.2.3.5 Attribute Size

All attribute values shall conform to the size specification of ebRIM version 2.1 that is detailed
in section 7.2 Data Types of that specification. More specifically, all Slots shall conform to the
specification of ebRIM version 2.1, which is detailed in section 7.6.1 of that specification. The
version 2.0-ebRIM specification is overly limiting in this respect. Without adopting the newer
size limits, many typical patient record values could not be encoded.

3.14.4.1.2.4 Submission Set Specifications

Submission Sets exist for two reasons:
1. To support aomic submission to the registry
3.  Tomake apermanent record in the registry of
The existence and status of the submission
The XDS Folders and XDSDocumentEntry objects included in the submission.

An XDS SubmissionSet is an ebXML RegistryPackage, classified as XDSSubmissionSet that is
used to bundle XDSDocumentEntry objects.

A Submission Set has a set of attributes that are described in section 3.14.4.1.2.8 Submission Set
Metadata.

Documents may be included in a Submission Set in two ways: inclusion by value and inclusion
by reference.

Inclusion by value: A new document is being submitted to the registry. The Submission Set
contains the XDSDocumentEntry object with associated attributes.

Inclusion by reference: Existing documents in the registry can be referenced by a Submission
Set. These documents are included because of their clinical relevance to the rest of the
Submission Set.
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Linking document metadata to submission set: An XDSSubmissionSet shall be represented by
an ebXML RegistryPackage. Document metadata (XDSDocumentEntry objects) shall be linked
to the RegistryPackage via ebX ML Associations according to the ebXML Registry standard.

For documents included by reference, the Submission Request shall include the Association
object used to link the document. For documents included by value, the Submission Request
shall include the XDSDocumentEntry object and the Association object used to link the
document.

Submission Set Association labeling: Two types of association labels are defined: original
(submission by value), or reference (Submission by reference). This allows finding the
submission set that first submitted any document. It also supports proper rollback in case of a
submission error. For document metadata included by value, arollback of the submission shall
delete the document metadata and the association. For document metadata included by reference,
arollback of the submission shall not delete the document metadata but shall still delete the
association. (The document whose association is being deleted existed before this submission
and shall be maintained.) The following labeling of the Associations is required.

.Table 3.14.4.1-1 Submission Set Association Labeling

Inclusion type Rollback Association Labeling

By Value Yes Slot: Name=SubmissionSetStatus
Value=Original

By Reference No Slot: Name=SubmissionSetStatus
Value=Reference

Submission Sets and patients: A Submission Set is restricted in terms of mixing documents
from different patients. All documents included by value in a Submission Set shall have their
patientld attribute set to the same value. This restriction does not apply to documents included by
reference.

Document metadata duplication: There are several conditions regarding the duplication of
document metadata that can occur.

Duplicate registration of a document - A document and its metadata are submitted to the
repository as part of a Repository Submission Request. This document already exists in one
or more repositories and is already represented in the registry. It is submitted with a new (not
previously used) UUID for the XDSDocumentEntry and associated ancillary objects. The
registry shall accept such duplicate registration of the documents.

Duplicate document id submitted to repository - A document with its associated metadata is
part of a Repository Submission Request. A document with the same
XDSDocumentEntry.uniquel D is present in the repository but the XDSDocumentEntry.hash
isdifferent. Thisisan error and the Submission Request shall be rejected by the repository.
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Note: There are two approaches to detecting this fault. First, this can be detected at the repository if repository
logic can validate the hashes and has record of the document id to compare. Otherwise the request can
be forwarded on to the registry and let the fault be detected by the registry (see next bullet). The
repository then deals with the error returned by the registry.

Duplicate document 1D submitted to registry - Metadata representing a document
(XDSDocumentEntry) is part of a Registry Submission Request. An XDSDocumentEntry

object with the same uniquel D is present in the registry but, the hash is different. Thisisan
error and the Submission Request shall be rejected by the XDS registry adaptor.

3.14.4.1.2.5 Folder Specification

An XDS Folder is an ebXML RegistryPackage classified as XDSFolder. This folder is used to
bundle XDSDocumentEntry objects. Folders shall not be nested inside other folders. The
patientld attribute of the XDSDocumentEntry objects it contains shall match the patientld
attribute on the folder itself. This shall be enforced by the Registry Actor.

Note: The nesting of folders may be considered as a future extension to this transaction.
3.14.4.1.2.6 Document Relationships and Associations

3.144.1.26.1 Document Relationships from HL7

Relationships between documents can be established with XDS. XDS adopts the document
relationship semantics defined in HL7 CDA. The supported relationships are listed below in
Table 3.14.4.1-2. The semantics behind each of these relationships are documented in HL7 CDA
Release 2, Committee Ballot 2.

To create a document relationship in the registry, submit:

A new document (XDSDocumentEntry)

An Association linking the new document to an existing document.
The association type defines the document relationship. The new document and the association
must be submitted in the same Submission Set. The existing document must be an Approved

object already in the registry. The identity (registry UUID) of the existing document must be
discovered viaregistry query.

The association types used for document relationships are defined by XDS and an XDS Registry
must be initialized with their definitions. See Appendix H for details.

Table 3.14.4.1-2 Document Relationships

Relationship Definition
APND (append) The current document is an addendum to the parent document.
RPLC (replace) The current document is a replacement of the parent document.
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XFRM (transform) The current document is a transformation of the parent

document.
XFRM_RPLC The current document is both atransformation and a
(transform with replacement of the parent document.

replace)

Adapted from HL7 CDA Release 2, Committee Ballot 2

A Document Relationship refers to any of the relationships listed in Table 3.14.4.1-2 above.
Section 3.15.5.1 documents for the Document Source which of these operations are required and
optional.

A Document Source actor creates a document relationship by submitting a Submission Set
containing:
XDSDocumentEntry — this defines the new document being submitted
The uniqueld attribute must be unique.
The UUID must be unique or symbolic (the registry assigns)
Association —this links the original XDSDocumentEntry (already in the registry) with the
new XDSDocumentEntry being submitted.
The targetObject attribute of the Association object references the existing document
inthe registry.
The sourceObject attribute of the Association object references the
XDSDocumentEntry contained in the Submission Set.
The Association Type is one of the relationshipsin table 3.14.4.1-2.
The targetObject attribute of the Association isthe registry UUID representing the existing
document in the registry. This UUID must be discovered viaregistry query.
The existing document shall be deprecated by the following rules (based on CDA R2):
The APND and XFRM relationships leave the original document with its status
unchanged (Approved).
The RPLC and XFRM_RPLC relationships change the status of the original document to
Deprecated.

The Registry Adaptor manages document deprecation. See section 3.14.4.1.2.12 XDS Registry
Adaptor for details.

Table 3.14.4.1-3 lists all metadata associated with XDSDocumentEntry objects. The attribute
XDSDocumentEntry.parentDocumentld is a reference to the targetObject attribute of the new
Association. The attribute XDSDocumentEntry.parentDocumentRelationship is a reference to
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the Assocition Type. This represents two distinct naming conventions, HL7 CDA and ebXML
Registry.
Document relationship metadata may coexist with other metadata in a Submission Set.

The new document (related to original document by RPLC, APND, XFRM, or XFRM_RPLC
Associations) are assigned their own uniqueld attribute unrelated to the original document’s.

See Tl Vol-1: 10.4.11.1 for further detail on the use and meaning of document relationships.

3.14.4.1.2.6.2 Association type signs

An ebRIM Association with associationType of signs shall be used to link an
XDSDocumentEntry representing a Digital Signature with the XDSDocumentEntry representing
the document being signed. Details of how Digital Signatures are represented in XDS are found
in the Document Content Profile on Digital Signatures. In constructing this association, the
attributes are:
sour ceObj ect: references the XDSDocumentEntry representing the Digital Signature
targetObject: references the XDSDocumentEntry representing the document being signed
associationType: signs
Other requirements on the use of this Association may exist in the Document Content Profile on
Digital Signatures.

3.14.4.1.2.7 Document Definition Metadata

Several datatypes are used in the tables below describing the document metadata. These data

types are derived from other standards, and encoded in the registry as described in the following
table.

For the data types derived from HL7 standards, XDS requires that the default HL7 separators be
used to represent the structure of HL7 V2 datatypes:

Field Separator |

Component Separator A

Subcomponent Separator &

Repetition Separator ~

Table 3.14.4.1-3 Data Types
XDS Data Type Source Encoding Specification
Standard
CX HL7 V2 Thisisan identifier. HL7 Identifier type CX consist of
95

Rev. 2.0 Fina Text Copyright © 2005: ACC/HIMSS/RSNA

2005-08-11




IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

Identifier

several components, but this specification restricts them
to the use of two components, the ID Number, and the
Assigning Authority (AA). The Assigning Authority
identifies the "domain" over which the ID Number
represents a unigue entity. Furthermore, the AA is
represented using a Universal ID and Universal ID
Type. In XDS specification, | SO Object Identifiers (see
OID below) must be used as Universal ID. Therefore,
Universal ID Type isaways1SO. The required format
IS

| DNumber™"& Ol DofAA&1SO

An explicit example is:
5437974367 "&1. 2. 840. 113619. 6. 197& SO

Note that the '&' character must be properly encoded in
the XML content. See the examples in the tables below
for the appropriate representation.

DTM

HL7 V2
Date Time

Thisisadate/time value, represented as precisely as
possible. All date time values in the registry are stored
using universal coordinated time [UTC].

"UTC" implies that the source and the consumer shall
convert the time from/to the local time.

The format of these values is defined as the following
regular expression:

YYYY[MM[DD[hh[mm[ss]]]]]

The following are legal date time values with increasing
precision representing the date and time January 2,

2005, 3:04:05am
2005

200501

20050102
2005010203
200501020304
20050102030405

OID

| SO Object
Identifier

An SO Object identifier. Limited in length to 64
characters, and made up of characters from the set
[0-9.]. It must start with an integer, and is followed by
one or more additional integer values, separated by
periods. Integers are represented without leading O

digitsunless the value is zero.
1.3.6.1.4.1.21367.2005.3.7
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In the attribute tables below, when an OID format is
specified, it shall follow the assignment and format rules
defined for document UID in ITI TF-2 : Appendix B

Field HL7V2 Specified as the Field identifier, followed by a pipe (|)
Message and then the data value represented with corresponding
Segment HL7 V2 datatype as defined in HL7 standard. Note that
if aHL7 datatype is used to derive XDS datatype (as
shown in thistable), the derived XDS data type shall be
used to represent the value.
An example of field Patient Identifier List (the third
field of PID segment) is as follows:
PI D- 3| DTP- 17" &1. 3. 6. 1. 4.1.21367. 2005. 3. 7& | SO
URI Uniform See RFC 2616
Resource http://ww.ihe. net
| dentifer
UuID Universally A DCE Universally Unique Identifier, represented in
Unique registry attributes using the URN syntax for UUIDs:
| dentifier urn: uui d: 9e0110f 8- 4748- 4f 1e- bOa8- cecae32209c7
XCN HL7 V2 This includes the ID Number and Name of a person,
Extended specified with first 6 components of the HL7 data type
Person Name | XCN:
| dentifier
Last Name
First Name
Second and Further Given Names
Suffix
Prefix
A example of person name with ID number using this
datatype is as follows:
11375\l by~Mar cus®J™Jr. NDMDr.
XON HL7 V2 Thisis the organization name, specified with the first
Organization component (XON.1) of the HL7 data type XON:
Name

Organization Name

An example of organization name using this datatype is

as follows:
Fai rvi ew Hospit al
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The source/query column indicates which attributes are required, and whether they may be used
in queries according to the table below.

Table 3.1.14.1-4 Codes for Source/Query Column

Code | Meaning

R Required

R2 Required if Known

©) Optional

P Not supported in query.

Cp Computed/Assigned by Repository, required in register transaction.
Cg Computed/Assigned by Registry

The XDSDocumentEntry object type is created in ebXML Registry by extending the ebXML
Registry ObjectType Classification Scheme?.

The following metadata elements shall be used to describe an XDS Document. They shall be
provided by the Document Repository Actor in the Register Document Set Transaction either

directly if grouped with a Document Source Actor or forwarded from a Provide and Register
Document Set Transaction.

The XDSDocumentEntry.URI shall be supplied by the Document Repository Actor. Itsvalueis
dependent on how the repository stores the document.

Each attribute shown below is an attribute on the XDSDocumentEntry object. The attribute
name is defined with a prefix of the object type of XDSDocumentEntry when referenced by
other objects, for example XDSDocumentEntry.patientld.

Table 3.14.4.1-5 Document Metadata Attribute Definition

XDSDocumentE | Definition Source/ | Data

ntry Attribute Query | Type

authorlnstitution | Represents a specific healthcare facility under which the human and/or R2/R XON
machines authored the document. A specific caseis that of homecare.

2 The specific requirement in ebRIM that object types be user extendable was introduced after version 2.0.
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XDSDocumentE
ntry Attribute

Definition

Source/
Query

Data
Type

<rim Sl ot nanme="aut horlnstitution">
<ri m Val uelLi st >
<ri m Val ue>Fai rvi ew Hospital </rim Val ue>
</rim Val uelLi st >
</rim Sl ot >

authorPerson

Represents the humans and/or machines that authored the document within
the authorIngtitution. The document author may be the patient itself. This
attribute may be multi-val ued.

<ri m Sl ot nane="aut hor Per son" >
<ri m Val uelLi st >
<ri m Val ue>"Wel by"Mar cus"*"Dr AMD</ ri m Val ue>
</rim Val uelLi st >
</rim Sl ot >

R2/R

XCN

authorRole

A code that represents the role of the author with respect to the
patient when the document was created.

<rim Sl ot nane="aut hor Rol e" >
<ri m Val uelLi st >
<ri m Val ue>t heAut hor Rol e</ ri m Val ue>
</rim Val uelLi st >
</rim Sl ot >

R2/0

authorSpecialty

Represents a specific specialty within a healthcare facility under which the human and/or
machines authored the document.

<rim Sl ot nane="aut hor Speci al ty">
<ri m Val ueli st >
<ri m Val ue>t heAut hor Speci al ty</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>

R2/0

availabilityStatus

An XDS Document shall have one of two availability statuses:
Approved available for patient care
Deprecated  obsolete

This attribute is always set to Approved as part of the
submission of new XDS Documents. It may be changed to
Deprecated under the primary responsibility of the Document
Source with possible patient supervision.

Although XDS supportsthe ability to delete documents, there
is no such state as “the Document Entry is removed” (only an
audit trail is kept if such adeletion is allowed).

This list may be extended in the future.
The example below shows the status attribute, however, this

Cd/R
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XDSDocumentE | Definition Source/ | Data
ntry Attribute Query | Type
attribute is only returned on query, not set during any registry
or repository transaction.
<Extrinsi cObj ect
i d="urn: uuid: fbeacdb7-5421-4474-9267-985007cd8855"
obj ect Type=
"urn: uui d: 7edca82f - 054d- 47f 2- a032- 9b2a5b5186¢1"
st at us=" Appr oved"
m meType="appl i cati on/ oct et - streant
> L.
classCode The code specifying the particular kind of document (e.g. R/R XDS
Prescription, Discharge Summary, Report). It is suggested that Affinity
the XDS Affinity Domain draws these values from a coding Domain
scheme providing a coarse level of granularity (about 10 to specific
100 entries).
<rimC assification
cl assificationScheme=
"urn:uui d: 41a5887f - 8865- 4c09- adf 7- e362475b143a"
cl assi fi edObj ect ="t heDocunent "
nodeRepr esent ati on="cl assCode"
g <ri m Name>
<rim Local i zedString
val ue="cl assCodeDi spl ayName"/ >
</ri m Name>
<rim Sl ot name="codi ngSchene" >
<ri m Val uelLi st >
<rim Val ue>Affinity Domain Specific
Val ue</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
</rimdC assification>
classCode The name to be displayed for communicating to a human the R/P XDS
DisplayName meaning of the classCode. Affinity
See classCode for example. Do”.‘a.'”
specific
confidentialityCo | The code specifying the level of confidentiality of the XDS R/IP XDS
de Document. These codes are specific to an Affinity Domain. Affinity
Enforcement and issues related to highly sensitive documents Domain
are beyond the scope of XDS (see security section). These specific

issues are expected to be addressed in later years.
confidentialityCode is part of a codification scheme and value
set enforced by the Document Registry.

<rimdd assification
cl assificati onSchenme=
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XDSDocumentE
ntry Attribute

Definition

Source/
Query

Data
Type

"urn: uui d: f 4f 85eac- e6¢h- 4883- b524- f 2705394840f "
cl assi fi edObj ect ="t heDocunent "
nodeRepr esent ati on="confidential i tyCode"
>
<ri m Name>
<rim Local i zedStri ng val ue="di spl ayNane"/ >
</ri m Name>
<rim Sl ot name="codi ngSchene" >
<rim Val ueli st >
<rim Val ue>Affinity Domain Specific
Val ue</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
</rimCassification>

creationTime

Represents the time the author created the document in the
Document Source.

<rim Sl ot nane="creationTi me">
<ri m Val uelLi st >
<ri m Val ue>20041225212010</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot >

R/R

DTM

entryUUID

The globally unique identifier (may be assigned by either by
Source, Repository, or Registry) is primarily intended for use
as a document registry management identifier. It is not meant
to be an external reference for XDS Documents (e.g. in links
within other documents). The uniqueld is meant for that
purpose so that such links remain valid beyond the XDS
Affinity Domain.

In the example below, the entryUUID is a6e06ca3-0c75-4064-
9ebc-88b9045a96f6

<rim Extrinsi cOoject m neType="application/pdf"
i d="urn: uui d: a6e06ca8- 0c75- 4064- 9e5c- 88b9045a96f 6"
obj ect Type=
"urn:uui d: 7edca82f - 054d- 47f 2- a032- 9b2a5b5186¢c1"

> ..

Cg/P

UulD

eventCodelL ist

Thislist of codes representsthe main clinica acts, such as a col onoscopy or
an appendectomy, being documented. In some cases, the event isinherent
in the typeCode, such asa"History and Physical Report” in which the
procedure being documented is necessarily a "History and Physical” act.

An event can further specialize the act inherent in the typeCode, such as
whereit is ssmply "Procedure Report” and the procedure was a
"colonoscopy”. If one or more eventCodes are included, they shall not
conflict with the values inherent in the classCode, practiceSettingCode or

O/R

XDS

Affinity
Domain
specific
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XDSDocumentE | Definition Source/ | Data
ntry Attribute Query | Type
typeCode, as such a conflict would create an ambiguous situation.
Thisshort list of codesis provided to be used as “key words’ for certain
types of queries.
<rimC assification
cl assificationScheme=
"urn: uui d: 2c6b8ch7- 8b2a- 4051- b291- blae6a575ef 4"
cl assi fi edObj ect ="t heDocunent "
nodeRepr esent ati on="event Code"
>
<ri m Name>
<rim Local i zedString
val ue="event CodeDi spl ayName"/ >
</rim Name>
<rim Sl ot name="codi ngSchene" >
<ri m Val ueli st >
<rim Val ue>Affinity Domain Specific
Val ue</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
</rimdC assification>
eventCodeDispla | The list of names to be displayed for communicating to human | O%P XDS
y reader the meaning of the eventCode. Affinity
Namel.ist See eventCodelL ist for an example. Do”.‘a.'”
specific
formatCode Code globally uniquely specifying the format of the document. | R/O XDS
Along with the typeCode, it should provide sufficient Affinity
information to allow any potential XDS Document Consumer Domain
to know if it will be able to process the document. The specific

formatCode shall be sufficiently specific to ensure
processing/display by identifying a document encoding,
structure and template (e.g. for a CDA Document, the fact that
it complies with a CDA schema, possibly atemplate and the
choice of a content-specific style sheet).
<rimC assification

cl assificationScheme=

"urn: uui d: a09d5840- 386¢- 46f 2- b5ad- 9¢3699a4309d"

cl assi fi edObj ect ="t heDocunent "
nodeRepr esent ati on="f or nat Code"

<ri m Name>
<rim Local i zedString val ue="nane"/ >
</ri m Name>

% Required if eventCode has a value.
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XDSDocumentE | Definition Source/ | Data
ntry Attribute Query | Type
<rim Sl ot name="codi ngSchene" >
<rim Val ueli st >
<rim Val ue>Affinity Domain Specific
Val ue</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
</rimdC assification>
hash Hash key of the XDS Document itself. Thisvalue is computed | Cp/P SHA1
by the Document Repository and used by the Document hash
Registry for detecting the improper resubmission of XDS
Documents.
<rim Sl ot nane="hash">
<ri m Val ueli st >
<rim Val ue>
da39a3ee5e6b4b0d3255bf ef 95601890af d80709
</rim Val ue>
</rim Val uelLi st >
</rim Sl ot>
L This code represents the type of organizational setting of the clinical encounter during which
healthcareFacilit | thedocumented act occurred. R/R XDS
y In some cases, the setting of the encounter is inherent in the Affinity
TypeCode typeCode, such as "Diabetes Clinic Progress Note'". SDerCn?'Q
ITI

healthcareFacility TypeCode shall be equivalent to or further
specialize the value inherent in the typeCode; for example,
where the typeCode is simply "Clinic Progress Note" and the
value of healthcareFacilityTypeCode is "private clinic". The
value shall not conflict with the value inherent in the
typeCode, as such a conflict would create an ambiguous
situation.

<rimC assification
cl assificationScheme=
"urn: uui d: f33f b8ac- 18af - 42cc- ae0e- ed0ObObdb91lel"
cl assi fi edObj ect ="t heDocunent "
nodeRepr esent ati on="heal t hcar eFaci |l i t yTypeCode"

<ri m Name>
<rim Local i zedString

val ue="heal t hcar eFaci |l i t yTypeCodeDi spl ayNanme"/ >
</ri m Name>
<rim Sl ot name="codi ngSchene" >
<rim Val ueli st >
<rim Val ue>Affinity Domain Specific
Val ue</ri m Val ue>
</rim Val uelLi st >
</rimSlot>
</rimdC assification>
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XDSDocumentE | Definition Source/ | Data
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healthcareFacilit | The name to be displayed for communicating to a human the R/P XDS
y meaning of the healthcareFacilityTypeCode Affinity
TypeCodeDispla | See healthcareFacilityTypeCode for an example. Domain
y specific
Name
languageCode Specifies the human language of character datain the R/IP
document. The values of the attribute are language identifiers
as described by the IETF (Internet Engineering Task Force)
RFC 3066.
This value may further be restricted by the registry according
to XDS Affinity Domain specific policy.
<rim Sl ot name="| anguageCode" >
<ri m Val uelLi st >
<rim Val ue>en-us</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
legalAuthenticat | Represents a participant who has legally authenticated or attested the O/0 XCN
or document within the authorIngtitution. Legal authentication implies that a
document has been signed manually or eectronically by the
legal Authenticator. This attribute may be absent if not applicable.
<rim Sl ot nane="| egal Aut henti cator">
<ri m Val uelLi st >
<ri m Val ue>"Wel by"Mar cus"*"Dr AMD</ ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
mimeType MIME type of the document in the Repository. R/P
<rim ExtrinsicOoject m neType="application/pdf"
i d="t heDocunent "
obj ect Type= "urn: uui d: 7edca82f - 054d- 47f 2- a032-
9b2a5b5186¢1"
> ..
parentDocument! | The identifier of the parentDocument entry that representsthe | R/P ebRIM
d source of a document replacement, addendum, transformation, Associa
or signs relationship. ton

May identify a document which is unknown by the Document
Registry.

<ri m Obj ect Ref
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XDSDocumentE | Definition Source/ | Data
ntry Attribute Query | Type
i d="urn: uui d: a6e06ca8- 0c75- 4064- 9e5¢c- 88b9045a96f 6"
/>
<rim Associ ati on
associ ati onType="par ent Docunent Rel at i onShi p"
sour ceoj ect ="t heDocunent "
t ar get Obj ect ="ur n: uui d: a6e06ca8- 0c75- 4064- 9e5¢c- 88b9045a96f 6"
/>
If the parent document is in the registry then code as
association to it, otherwise create a stub document object, and
use its entryUUID as the value for the targetObject attribute.
A document stub represents a document that is not in registry
but is needed by another object to point at. This association is
coded with atype from parentDocumentRelationship.
A document may have a single relationship viathe RPLC,
APND, or XFRM association types. There is no restriction on
the number of signs relationships that a document may be part
of.
parentDocument | The type of relationship that the document has with the R/P Use
Relationship parentDocument (e.g. Replace, addendum, transformation, or one of
signs). the
See parentDocumentI D for an example. followi
ng
values.
APND
RPLC
XFRM
signs
patientld The patientld represents the subject of care medical record R/R CX

identifier as selected by the Document Source. This identifier

shall be from the Assigning Authority Domain supporting the
Affinity Domain in which the Document Registry operates. It
shall contain two parts:

Authority Domain Id (enforced by the Registry)
An Id in the above domain.
The value of the patientld shall be the same for al new
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XDSDocumentE | Definition Source/ | Data
ntry Attribute Query | Type
documents of a Submission Set.
<rim External I dentifier
identificationSchene=
"urn: uui d: 58a6f 841- 87b3- 4a3e- 92f d- a8f f ef f 98427"
val ue="6578946"""&anp; 1. 3. 6. 1. 4. 1. 21367. 2005. 3. 7&anp; | S
o
>
<ri m Name>
<rim Local i zedString val ue =
" XDSDocunent Entry. patientld"/>
</ri m Nanme>
</rim External ldentifier>
practiceSettingC | The code specifying the clinical specialty where the act that R/R XDS
ode resulted in the document was performed (e.g. Familly Practice, Affinity
Laboratory, Radiology). It is suggested that the XDS Affinity Domain
Domain draws these values from a coding scheme providing a specific
coarse level of granularity (about 10 to 100 entries)
<rimdd assification
cl assificati onSchene=
"urn: uui d: cccf 5598- 8b07- 4b77- a05e- ae952c785ead"
cl assi fi edObj ect ="t heDocunent "
nodeRepresent ati on="practi ceSetti ngCode"
>
<ri m Name>
<rim Local i zedString
val ue="practiceSetti ngCodeDi spl ayNane"
/>
</ri m Nanme>
<rim Sl ot name="codi ngSchene" >
<ri m Val uelLi st >
<rim Val ue>Affinity Domain Specific
Val ue</rim Val ue>
</rim Val uelLi st >
</rim Sl ot >
</rimd assification>
practiceSettingC | The name to be displayed for communicating to a human the R/IP XDS
ode meaning of the practiceSettingCode. Affinity
DisplayName See practiceSettingCode for an example. Do”.‘a.'”
specific
serviceStartTime | Represents the start time the service being documented took R2/R HL7
place (clinically significant, but not necessarily when the V2
document was produced or approved). This may be the same DTM

as the encounter time in case the service was delivered during
an encounter. Thistime is expressed as (date/time/UTC).
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Note: Other times, such as document creation or approval are
to be recorded, if needed, within the document.

<rim Sl ot nane="serviceStartTi ne">
<ri m Val uelLi st >
<ri m Val ue>20041225212010</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot >

serviceStopTime

Represents the stop time the service being documented took
place (clinically significant, but not necessarily when the
document was produced or approved). This may be the same
as the encounter time in case the service was delivered during
an encounter. Thistime is expressed as (date/time/UTC). If
the Service happens at a point in time, this attribute shall
contain the same value as the serviceStart Time.
<rim Sl ot nane="servi ceStopTi ne">

<ri m Val uelLi st >

<rim Val ue>20041225232010</ ri m Val ue>

</rim Val uelLi st >
</rim Sl ot >

R2/R

HL7
V2
DTM

size

Size in bytes of the byte stream that was provided in the
Register and Provide Transaction and stored by the XDS
Document Repository. This value is computed by the
Document Repository and included in the Register Documents
Set Transaction.
<rim Sl ot nane="size">

<ri m Val uelLi st >

<rim Val ue>3654</ri m Val ue>

</ri m Val uelLi st >
</rim Sl ot >

Cp/P

Integer

sourcePatientld

The sourcePatientld represents the subject of care medical
record Identifier (e.g. Patient 1d) in the local patient Identifier
Domain of the Document Source. It shall contain two parts.

Authority Domain Id
Anld in the above domain (e.g. Patient 1d).

This sourcePatientld is not intended to be updated once the
Document isregistered (just as the Document content and

R/P

CX
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metadata itself will not be updated without replacing the
previous document). Asthis sourcePatientld may have been
merged by the source actor, it may no longer be in use within
the Document Source (EHR-CR). It isonly intended as an
audit/checking mechanism and has occasional use for
Document Consumer Actors.

<rim Sl ot nane="sourcePatient|d">
<ri m Val uelLi st >
<rim Val ue>j 98789"""i d. domai n</ri m Val ue>
</rim Val uelLi st >

</rim Sl ot >

sourcePatient| nf
0

This attribute contains demographics information of the patient
to whose medical record this document belongs, as the
Document Source knew it at the time of Submission.

This information typically includes: the patient first and last
name, sex, and birth date. The Clinical Affinity Domain
policies may require more specific information and format.

This patient information is not intended to be updated once the
Document isregistered (just as the Document content and
metadata itself will not be updated without replacing the
previous document). As sourcePatientlnfo may have been
updated by the source actor, it may no longer be in use within
the Document Source (EHR-CR). It isonly intended as an
audit/checking mechanism and has occasional use for
Document Consumer actors.

<rim Sl ot nanme="sourcePatient|nfo">
<ri m Val uelLi st >
<ri m Val ue>PI D- 3| DTP- 1"""&anp; 1. 3. 6. 1. 4. 1. 21367. 2005. 3. 7&anp; | S
O</rim Val ue>
<ri m Val ue>PI D- 5| DI CTAPHONE" ONE*M </ ri m Val ue>
<rim Val ue>PI D- 7| 19650120</ ri m Val ue>
<rim Val ue>PI D- 8] M/ ri m Val ue>
<rim Val ue>PI D- 11| 100 Main
St A BURLI NGTON MA*018032USA</ ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>

RYP

* Certain segments are required, see definition.
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PID-3 isrequired and must include the source patient
identifier.
PID-5 isrequired and must include the patient name.
PID-8 isrequired and must code the patient gender as

M —Male F—Female

O — Other U — Unknown
PID-7 isrequired if known, and must include the patient date
of birth.

PID-11 isrequired if known, and must include the patient
address.

PID-2, PID-4, PID-12 and PID-19 should not be used.
Other PID segments are optional.

title

Represents the title of the document. Clinical documents often
do not have atitle, and are collectively referred to by the
display name of the classCode (e.g. a"consultation” or
"progress note"). Where these display names are rendered to
the clinician, or where the document has a unique title, thetitle
component shall be used. Max length, 128 bytes, UTF-8.

<rim Extrinsi cObj ect
i d="t heDocunent "
obj ect Type=
"urn:uui d: 7edca82f - 054d- 47f 2- a032- 9b2a5b5186¢c1"
m meType="appl i cati on/ pdf "
<ri m Name>
<rim Local i zedString value="title"/>
</rim Name>

</rim Extrinsi cObj ect >

o/P

typeCode

The code specifying the precise kind of document (e.g.
Pulmonary History and Physical, Discharge Summary,
Ultrasound Report). It is suggested that the XDS Affinity
Domain draw these values from a coding scheme providing a
fine level of granularity.

<rimC assification
cl assificationScheme=
"urn:uui d: 41a5887f - 8865- 4c09- adf 7- e362475b143a"
cl assi fi edObj ect ="t heDocunent "
nodeRepr esent ati on="t ypeCode"

R/R

XDS

Affinity
Domain
specific
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XDSDocumentE | Definition Source/ | Data
ntry Attribute Query | Type
<ri m Name>
<rim Local i zedString
val ue="t ypeCodeDi spl ayNane"
/>
</ri m Name>
<rim Sl ot name="codi ngSchene" >
<rim Val ueli st >
<rim Val ue>Affinity Domain Specific
Val ue</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
</rimdC assification>
typeCodeDisplay | The name to be displayed for communicating to a human the R/IP XDS
Name meaning of the typeCode. Affinity
See typeCode for an example. Do”.‘a.'”
specific
110
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XDSDocumentE
ntry Attribute

Definition

Source/
Query

Data
Type

uniqueld

The globally unique identifier assigned by the document
creator to this document. This unique identifier may be used
in the body of other XDS Documents to reference this
document. The length of Unique Identifier shall not exceed
128 bytes. The structure and format of this Id shall be
consistent with the specification corresponding to the format
atribute. (e.g. for aDICOM gtandard document a 64 character
numeric UID, for an HL7 CDA format a serialization of the
CDA Document id extension and root in the form
oid"extension, where OID is a 64 digits max, and the ID isa
16 UTF-8 char max).

This uniqueld is intended to respond to the following types of
usage:

The means to reference this XDS document from within the
content of another document. Neither the XDS Registry nor

the Repository is aware of such references, but the Document
Sources and Consumers are.

The means to ensure that when a XDS Document is retrieved
from the XDS Document Repository using the URI
component, the selected XDS Document is the correct one.

<rim External I dentifier
identificationSchene=
"urn:uui d: 2e82c1f 6- a085- 4c72- 9da3- 8640a32e42ab"
val ue="1.3.6.1.4.1.21367.2005. 3. 7011379"

<ri m Name>
<rim Local i zedString

val ue="XDSDocunent Ent ry. uni quel d"/ >
</rim Name>

</rim External | dentifier>

R/R

section
3.14.4.
1.2.7.2

URI

The URI of the XDS Document to be used for retrieval.

XDS does not constraint the format of this URI beyond RFC
2616. However, the IHE Retrieve Information for Display
Integration Profile defined format may be used in cases where
the Document repository is grouped with a RID Information
Source Actor (See ITI TF-1:Appendix E.5)

RID links can be used only if they yield the document in full

Cp/P

URI
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XDSDocumentE
ntry Attribute

Definition

Source/
Query

Data
Type

fidelity.

<rim Sl ot name="URI">
<ri m Val uelLi st >

<rim Val ue>http://ww.ihe.net</rimVal ue>
</rim Val uelLi st >

</rim Sl ot >

3.144.1.2.7.1 XDSDocumentEntry.formatCode

In general, the repository holds an octet stream representing the document. The registry metadata
describes, among other things, the format of the document. Thisis coded in
XDSDocumentEntry.formatCode. This code will identify document format parameters necessary
for interoperability. Rules about handling the formatCode are necessary but are not imposed by
XDS. Inthe future. IHE content specific Integration Profiles may be created that specify these

rules.
Note: Although only a small number of document standards may be used, a large number of code values may
be defined to point to specific templates and archetypes structuring specific document content.

3.14.4.1.2.7.2 XDSDocumentEntry.uniqueld

The specification of the format and encoding for this attribute depends on the document standard
defining the content of the XDS Document (e.g. OID with optional extension ID for HL7 CDA,
UUID in some cases, SOP Instance UID for DICOM composite objects. Format is:
OID"Extension). This attribute shall not exceed 128 bytes in size. It shall be used as an opaque
and globally unique identifier for the XDS Document. Document Consumers, Registries,
Repositories shall not attempt to interpret its content.

3.14.4.1.2.8 Submission Set Metadata

The following metadata elements shall be used to describe an XDS Submission Set. They shall
be provided by the Document Source Actor in the Provide and Register Document Set
transaction. They shall be provided by the Document Repository Actor in the Register Document
Set Transaction either directly if grouped with a Document Source Actor or forwarded from a
Provide and Register Document Set Transaction.

Each of the attributes listed below is an attribute on the RegistryPackage object defining the
Submission Set. The attribute name is defined with a prefix of the object type of
XDSSubmissionSet when referenced by other objects, for example X DSSubmissionSet.sourcel d.
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In the attribute tables below, when an OID format is specified, it shall follow the assignment and
format rules defined for document UID in ITI TF-2 : Appendix B.

Table 3.14.4.1-6 Submission Set Metadata Attribute Definitions

XDSSubmission | Definition Source/ | Data
Set Query | Type
Attribute
authorlnstitution | Represents a specific healthcare facility under which the R2/R XON
human and/or machines authored the Submission Set.
<rim Sl ot nane="aut horlnstitution">
<ri m Val ueli st >
<ri m Val ue>Fai rvi ew Hospital </ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
authorPerson Represents the human and/or machines that authored the O/R XCN
Submission Set. The document author may be the patient
itself.
<rim Sl ot name="aut hor Person">
<rim Val ueli st >
<ri m Val ue>"Wel by"Mar cus*"*"Dr AMD</ ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
authorRole A code that represents the role of the author with respect to the | R2/O
patient when the document was created.
<rim Sl ot name="aut hor Rol e" >
<ri m Val ueli st >
<ri m Val ue>t heAut hor Rol e</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
i Represents a specific specialty within a healthcare facility under which the human and/or
authorSpecialty machines authored the document. R2/0
<rim Sl ot nane="aut hor Speci ality">
<rim Val ueli st >
<ri m Val ue>t heAut hor Speci al i ty</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
comments Comments associated with the Submission Set. Free formtext | R2/R Use
with an Affinity Domain specified usage. specific
: . to XDS
<ri m Description> ..
<rim Local i zedString value = "coments"/> Afflnlty
</rim Description> Domain
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XDSSubmission | Definition Source/ | Data
Set Query | Type
Attribute
contentTypeCod | The code specifying the type of clinical activity that resulted in | R/IR XDS
e placing these XDS Documents in this XDS-Submission Set. Affinity
These values are to be drawn for a vocabulary defined by the Domain
Affinity Domain. specific
<rimC assification
cl assificati onSchenme=
“urn: uui d: aa543740- bdda- 424e- 8c96- df 4873be8500”
cl assi fi edObj ect =" submi ssi onSet”
nodeRepr esent ati on="cont ent TypeCode”
g <ri m Name>
<rim Local i zedString
val ue="cont ent TypeCodeDi spl ayNane” />
</ri m Name>
<rim Sl ot name="codi ngSchene” >
<rim Val ueli st >
<rim Val ue>Affinity Domain Specific
Val ue</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
</rimdCassification>
contentTypeCod | The name to be displayed for communicating to a human the R/P XDS
e meaning of the contentTypeCode. Affinity
DisplayName See contentTypeCode for an example. Do”.‘a.'”
specific
patientld The patientld represents the medical record identifier of R/R CX

subject of care whose longitudinal record is being maintained,
as selected by the Document Source. Attaching an existing
document for patient A to afolder for patient B is presumed in
this case to be an update to the longitudinal record for patient
B. Inthiscase, the Submission Set patientld would be that of
patient B.

This identifier shall be from the Assigning Authority Domain
supporting the Affinity Domain in which the Document
Registry operates. It shall contain two parts:

Authority Domain Id (enforced by the Registry)
An Id in the above domain.

The value of the patientld shall be the same for al new
documents of a Submission Set.

Rev. 2.0 Fina Text
2005-08-11

114

Copyright © 2005: ACC/HIMSS/RSNA




IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

XDSSubmission
Set
Attribute

Definition

Source/
Query

Data
Type

<rim External | dentifier
identificationSchene=
"urn: uui d: 58a6f 841- 87b3- 4a3e- 92f d- a8f f ef f 98427"
val ue="6578946"""&anp; 1. 3. 6. 1. 4. 1. 21367. 2005. 3. 7&anp; | S

v Q

<ri m Name>
<rim Local i zedString value = "patientld"/>
</ri m Name>

</rim External ldentifier>

sourceld

Globally unique identifier for the instance of the Document
Source that contributed the Submission Set. The assigning
authority for these identifiers is specified by the XDS Affinity
Domain. When a"broker" isinvolved in sending submission
sets from a collection of client systems, it should use a
different source ID for submissions from each separate system
to alow for tracking.

<rim External Il dentifier
identificationSchene=
"urn: uui d: 554ac39e- e3f e- 47f e- b233- 965d2a147832"
val ue="8449607624"""&anp; 1. 3. 6. 1. 4. 1. 21367. 2005. 3. 7&anp
;1 SO
>
<ri m Name>
<rim Local i zedString val ue =
" XDSSubmi ssi onSet . sourcel d"/ >
</ri m Nanme>
</rim External I dentifier>

R/R

CX

submissionTime

Point in Time at the Document Source when the Submission
Set was created and issued for registration to the Document
Registry.
This shall be provided by the Document Source (in case of e-
mail with significant delay).
<rim Sl ot nane="subm ssi onTi ne" >

<ri m Val uelLi st >

<rim Val ue>20041225212010</ri m Val ue>

</rim Val uelLi st >
</rim Sl ot >

R/R

DTM

uniqueld

Globally unique identifier for the submission-set instance
assigned by the Document Source in OID format.

<rim External Il dentifier
identificationSchene=
"urn: uui d: 4b052cba- b03b- 4233-8b27- e8d5e3f 8d3e4"
val ue="1.3.6.1.4.1.21367.2005. 3. 7. 3670984664" >
<ri m Name>
<rim Local i zedString val ue =

R/R

OID

Append
ix B
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XDSSubmission | Definition Source/ | Data
Set Query | Type
Attribute

" XDSSubmi ssi onSet . uni quel d"/ >
</ri m Nanme>
</rim External ldentifier>

3.14.4.1.2.9 Folder Metadata

2350 The following metadata elements shall be used to describe an XDS Folder. They shall be
provided by the Document Source Actor in the Provide and Register Document Set transaction.
They shall be provided by the Document Repository Actor in the Register Document Set
transaction if this transaction is used outside the context of a Provide and Register Document Set
transaction.

2355  Each of the attributes listed below is an attribute on the RegistryPackage object defining the
Folder. The attribute name is defined with a prefix of the object type of XDSFolder when
referenced by other objects, for example XDSFolder.patientld.

In the attribute tables below, when an OID format is specified, it shall follow the assignment and
format rules defined for document UID in ITI TF-2 : Appendix B.

2360

Table 3.14.4.1-7 Folder Metadata Attribute Definitions

XDSFolder Definition Source/ | Data

Attribute Query | Type

codeL ist The list of codes specifying the type of clinical activity that R/R Multi-
resulted in placing these XDS Documents in this X DSFolder. Valued.
These values are to be drawn for a vocabulary or coding XDS
scheme defined by the Clinical Affinity Domain. Affinity

Domain

When a new submission request associates XDS Documents
(new submission or previously submitted) to an XDS Folder,
the Code included in the codelL ist is appended to the existing
list of codes for this Folder (if any) unlessthis code is already
present in the list managed by the Registry for the same XDS-
Folder.

Only one code may be assigned to the Folder when a XDS
Document is placed in a Folder.

<rimC assification
cl assificationScheme=
"urn:uui d: 1ba97051- 7806- 41a8- a48b- 8f ce7af 683c5’
cl assi fi edObj ect =' Fol oder"'
nodeRepr esent ati on=' codelLi st'

specific
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XDSFolder
Attribute

Definition

Source/
Query

Data
Type

<ri m Name>
<rim Local i zedString
val ue=' codeli st CodeDi spl ayNane' />
</ri m Name>
<rim Sl ot name='codi ngSchene' >
<rim Val ueli st >
<rim Val ue>Affinity Domain Specific
Val ue</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot>
</rimdC assification>

codeDisplayNam
e
List

The list of human readable descriptions of the meaning of each
on of the codes present in the codeL ist.

Only one code may be assigned to the Folder when a XDS
Document is placed in such a Folder.

See codelist for an example.

R/P

Multi-
valued.

comments

Comments associated with the Folder. Free form text with an
Affinity Domain specified usage.
<rim Description>

<rim Local i zedString value = "coments"/>
</rim Description>

R2/R

XDS

Affinity
Domain
specific

lastUpdateTime

Point in time at the Document Registry when an XDS
Document was registered and placed in the XDS Folder.

<rim Sl ot nane="subm ssi onTi ne">
<ri m Val uelLi st >
<ri m Val ue>20041225212010</ri m Val ue>
</rim Val uelLi st >
</rim Sl ot >

Cd/R

DTM

patientld

The patientld represents the subject of care medical record
Identifier as defined by the Document Source. This identifier
shall be from the Assigning Authority Domain supporting the
Affinity Domain in which the Document Registry operates. It
shall contain two parts:

Authority Domain Id (enforced by the Registry)
An Id in the above domain.

The value of the patientld shall be the same for al new
documents of a Folder.
<rimExternal I dentifier

identificationSchene=
"urn: uui d: 58a6f 841- 87b3- 4a3e- 92f d- a8f f ef f 98427"

R/R

CX
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XDSFolder Definition Source/ | Data
Attribute Query | Type
val ue="6578946"""&anp; 1. 3. 6. 1. 4. 1. 21367. 2005. 3. 7&anp; | S
-
g <ri m Name>
<rim Local i zedString value = "patientld"/>
</ri m Nanme>
</rimExternal ldentifier>
uniqueld Globally unique identifier for the XDS-Folder in whichoneor | R/R OID
more XDS Documents are placed. It isassigned by the See
Document Source at the time the XDS Folder is created in A
ppend
OID format. B

<rim External Il dentifier
identificationSchene=
"urn: uui d: 4b052cba- b03b- 4233- 8b27- e8d5e3f 8d3e4"
val ue="1.3.6.1.4.1.21367.2005. 3. 7. 3670984664"/ >

3.14.4.1.2.10Registry Adaptor Enforcement of Attributes

Table 3.14.4.1-8 Document Metadata Attribute Enforcement

XDSDocumentEntry Attribute

Registry Enforcement

availabilityStatus

No enforcement

authorlnstitution

No enforcement

authorPerson No enforcement

authorRole No enforcement

authorSpecialty No enforcement

classCode Coding Scheme and Code Value.
classCodeDisplayName Must match classCode
confidentialityCode Coding Scheme and Code Vaue

creationTime No enforcement

entryUUID No enforcement

eventCodeL ist Coding Scheme and Code Vaue
118
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eventCodeDisplayNameL ist

Must match eventCodelL ist

formatCode Coding Scheme and Code Vaue
hash No enforcement
healthcareFacility TypeCode Coding Scheme and Code Vaue

healthcareFacility TypeCodeDisplayNa
me

Must match healthcareFacility TypeCode

legal Authenticator No enforcement
languageCode Optionally enforced by Affinity Domain
mimeType Code Vaue

parentDocumentRelationship

One of three values

parentDocument!d

Existing UUID

patientld Authority Domain Id
Patient 1d (known from patient identity
feed)
practiceSettingCode Coding Scheme and Code Vaue
practiceSettingCode DisplayName Must match practiceSettingCode

serviceStartTime

No enforcement

serviceStopTime

Verifies serviceStartTime <=
serviceStopTime

size No enforcement
sourcePatientld No enforcement
sourcePatientl nfo No enforcement
Title No enforcement
typeCode No enforcement

typeCodeDisplayName

Must match typeCode
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uniqueld

No identical existing uniqueld in
registry (assigned to
XDSDocumentEntry,
XDSSubmissionSet, or XDSFolder)

URI

No enforcement

Table 3.14.4.1-9 SubmissionSet Metadata Attribute Enforcement

XDSSubmissionSet Attribute

Registry Enforcement

authorlnstitution

No enforcement

authorPerson No enforcement
authorSpecialty No enforcement
comments No enforcement
contentTypeCode Coding Scheme and Code value

contentTypeCodeDisplayName

Must match contentTypeCode

patientld

Authority Domain Id
Patient 1d (known from patient identity
feed)

sourceld

Coding Scheme and Code value

submissionTime

No enforcement

uniqueld

No identical existing uniqueld in
registry (assigned to
XDSDocumentEntry,
XDSSubmissionSet, or XDSFolder)

Table 3.14.4.1-10 Folder Metadata Attribute Enforcement

XDSFolder Attribute

Registry Enforcement

codelL ist

Coding Scheme and Code value

codel istDisplayName

Must match codelList

comments

No enforcement
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lastUpdateTime No enforcement

patientld The value of the patientld shall be the
same for all new documents of a Folder.

uniqueld No identical existing uniqueld in registry

(assigned to XDSDocumentEntry,
XDSSubmissionSet, or XDSFolder)

2370

3.14.4.1.2.11 Protocol Requirements

SOAP with Attachments shall be used as the protocol between the Document Repository and the
Document Registry when these two actors are implemented separately. The protocol is specified
inITlI TF-2:3.15.4.1.2.3.1 (On-line protocol binding).

2375 3.14.4.1.2.12XDS Registry Adaptor

The XDS Registry Adaptor is a set of functionality that is not provided for in the ebXML
registry standard, but is instead specified by XDS to support integration into the healthcare
environment. This adaptor has the following responsibility:

Validate patient I1D — patient |Ds (XDSDocumentEntry.patientld attribute) shall be a known
2380 patient ID and registered against the Patient ID Domain of the XDS Affinity Domain
managed by the patient Identity Source Actor.

Validate submitted metadata — the adaptor shall verify that submitted metadata meets XDS
Registry metadata specification
Verify coded values — the adaptor shall verify that coded fields (ebXML external
2385 classifications) contain valid XDS specified values or where the Affinity Domain
constrains code values, to verify them (See Section 3.14.4.1.2.10).

Ensure submissions are atomic - The adaptor shall make submission to registry an atomic
operation — see section 3.14.4.1.2.3.3 Atomicity Requirements for Submission
Requests for atomicity requirements.

2390 - If the registry submission is successful then the adaptor shall label all Document
Entry, Folder, and Submission Set objects as Approved. The ebRIM specification
provides the ApproveObjectsRequest for this purpose.

If the registry submission fails then the adaptor shall remove from the registry all
objects stored as part of this submission set. The ebRIM specification provides the
2395 RemoveObjectsRequest for this purpose.
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Support document replacement - When a Submission Request includesa‘RPLC’ or
‘XFRM_RPLC’ association indicating that a document is being replaced, the
following shall be true:

~ The association’s sourceObject attribute shall contain theid (UUID or symbolic
id) of an ExtrinsicObject representing an XDSDocumentEntry included in the
Submission Set.

The association’ s targetObject attribute shall contain the UUID of an
ExtrinsicObject (XDSDocumentEntry) already in the registry.

When the ‘RPLC’ or ‘XFRM_RPLC’ association is detected by the Registry Adaptor
it shall:

Verify the ExtrinsicObject pointed to by the Association’s targetObject attribute is
present in the registry. An error shall be thrown if this object is not contained in
the registry.

Submit the Submission Request to the registry.

If the submission is successful, label the replacement document as Approved and
the replaced document as Deprecated. The ebRIM requests
ApproveObjectsRequest and DeprecateObjectsRequest are available to do this.

Validate patientl Dsin Folders- The adaptor shall verify that all documentsin afolder are
for the same patient. Specifically, verify that the patientld attribute of the folder
matches the patientld attribute of each document in the folder.

Validate MIME types - The adaptor shall validate that the mimeType document attribute for
all documents received is on the approved list for this Affinity Domain.

Maintain Folder attribute ‘lastUpdateTime - The XDS Folder attribute lastUpdateTime
shall be updated by the adaptor every time a new document is added to an XDS
Folder.

Validate patientl D on documents being added to a Folder - The patientld attribute of an
XDSDocumentEntry object shall match the patientld attribute on any folder that
holdsiit.

Validate coding - The adaptor shall enforce the number of classifications offered against a
document. Code lists are allowed to be multiples. Codes are required to be singular.

3.14.4.1.2.13 General Metadata Issues

This section documents ebXML Registry issues that are confusing, underdocumented, or arein
conflict between various versions of the registry specification.
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3.14.41.2.13.1 Association Type naming

XDS requires that Association names be specified as text names and not UUIDs. Thisis
consistent with version 2.0 and 2.1 of ebRIM. XDS requires the use of the following standard
Associations:

HasMember — for linking RegistryPackage objects to their contents

ExternallyLinks — for binding an ExternalLink object to an ExtrinsicObject.

In addition, XDS defines a collection of Association types defined in section 3.14.4.1.2.6
Document Relationships and Associations.

3.14.4.1.2.13.2 Assigning Codes to Documents

Many attributes of XDSDocumentEntry, X DSSubmissionSet, and X DSFolder (Tables 3.14.4.1-
3, 3.14.4.1-4, and 3.14.4.1-5) are coded attributes defined as ebRIM Classifications. Three
details are required to describe a coded value:

2. Thevalue of the code
4.  Thedisplay name of the code (raw codes are not human-friendly)
5. The name of the coding scheme that the code comes from.

These three values combine to define a single coded element.
As described in ebXML Registry metadata, a coded attribute looks like:

O e O L o O L o

XdsDocument Entry. cl assCode

++++++++++H A - - >
<rimC assification
cl assificationSchene=
"urn: uui d: 41a5887f - 8865- 4c09- adf 7- e362475b143a"
cl assi fi edoj ect ="t heDocunent "
nodeRepresentati on="My Cl ass Code">

<l -- ++++++++++++++ A
XdsDocument Ent ry. cl assCodeDi spl ayName
++++++++++H A - - >
<ri m Name>
<rim Local i zedString val ue="Di splay Nane for My O ass Code"/>
</ ri m Name>

<l -- +++++++++++++++H AR
Codi ng schene for cl assCode
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++++++++++H A - - >
<rim Sl ot nane="codi ngSchene" >
<ri m Val uelLi st >
<ri m Val ue>Name of the Codi ng Scheme (LO NC for
exanpl e) </ri m Val ue>
</ rim Val uelLi st >
</rimSlot>
</rimd assification>

A codeis constructed as a Classification object. The relevant parts of this classification are:

Classification —thiselement wraps the definition

classificationScheme attribute —this UUID references a Classification Scheme object
already present in the registry. This Classification Scheme object and its UUID are
predefined by XDS and serve as the defining ‘type’ for the code.

classifiedObject attribute —this references the object in metadata being classified. This can
be specified asa UUID or as a symbolic nhame as shown in the example above.

nodeRepresentation attribute —thisis the value of the code.

Name element - thisisthe display name for the code.

codingScheme Slot (Value sub-element) - thisisthe name of the coding scheme.
The Affinity Domain defines the local configuration for each coding scheme. Specifically, it
defines:

Name of the coding scheme —which must be used in the codingScheme Slot

Values for the code — one of which must be used in the nodeRepresentation attribute

Name for each code —which must be used in the Name element and must match the value
for the code.

Some code types allow multiple values. EventCodel ist is an example. These codes contain the
letters ‘List’ in their name. These codes are XML coded identically to the above example with
one exception. The entire Classification element may be repeated to specify additional values.

The Registry Adaptor Function is responsible for validating codes against the configuration of
the Affinity Domain.

Note: the attribute XDSDocumentEntry.languageCode is not encoded as shown above. See Tables 3.14.4.1-3 for
details.

3.14.4.1.2.14 Sequencing Requirements

The Repository actor shall:

3. Make anew document available for retrieval viathe Retrieve Document transaction
before it initiates the Register Document M etadata transaction with the Registry actor.

This is necessary because:
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4.  The Document Registry actor may choose to validate URIs contained in metadata
before acknowledging the Register Document Metadata transaction.

6. The Document Consumer actor may retrieve the document before the Register
Document Metadata Acknowledgement is received by the Repository actor.

3.14.4.1.2.15 Security Requirements

This profile requires all actors be grouped with a Secure Node Actor as defined in the IHE Audit
Trail and Node Authentication Integration profile. This use of the ATNA profileinan XDS
Affinity Domain does not require a centralized affinity domain Audit Repository Actor.

The use of ATNA along with XDS does require that each member of the Affinity Domain does
have audit and security mechanisms in place. See appendix ITI TF-1: Appendix G and ITI-TF-2:
Appendix K.

The individual actorsinvolved are often members of different secure domains, as illustrated in
Figure 3.14.4.1-2. The datatransfers between different secure domains need different protection
than transfers within a secure domain. They shall be either:

Encrypted, with TLS authentication of both hosts, for online transfers, or

Encrypted, using SIMIME secure encoding and digital signature by the sender, for offline
transfers.

Transfers within a single secure domain may choose to omit encryption if it is unnecessary, so it
is recommended that the online transfer security mechanisms be configurable. Certificate
management and exchange is defined as part of the affinity domain business relationships and no
IHE Integration Profile is specified at thistime, see ITI TF-1: Appendix L.

Each transaction will result in audit records describing the transaction. Each secure domain has
its own audit server to capture the records for the actorsthat are within that domain. Accessto
audit records by other enterprises within the affinity domain is managed and controlled by the
business relationship terms of the affinity domain. There is no automatic IHE transaction for
such access.

The audit records that should be generated (references IHE ATNA Integration Profile) by normal
XDS activities are:

For the Register Document Set, and the Provide and Register Document Set Transactions:

The Source Actor shall generate “ Export” events describing the export of PHI from the
Sourceto the Registry Actor. There should be one report for each transaction.

The Registry Actor shall generate “Import” events describing the import of PHI from the
Sourceto the Registry Actor. There should be one report for each transaction.

For the Query Documents Transaction:
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2540 - The Registry Actor shall generate a“Query” event describing the query, and shall
generate an “Export” event if the query resultsin areply that contains PHI.

For the Retrieve Document Transaction:

The Repository Actor shall generate an “Export” event. This may be an event for each
Retrieve Document Transaction, or multiple transactions for the same patient may be
2545 heuristically combined. The heuristics for this combination are not specified by IHE. It
is intended to reduce the volume of audit records. Combination is permitted when the
active participants and patient are the same, and the time difference is considered
insignificant.
- The Document Consumer Actor shall generate an “Import” event. This may be one event
2550 per transaction, or multiple transactions may be reported as a single event using a
heuristic for combining transactions. Combination is permitted when the active
participants and patient are the same, and the time difference is considered insignificant.

Figure 3.14.4.1-2 - Example Security Domain Relationships

Encrypted,
S/MIME, Signed
if Offline

-

- ~<

Encrypted,
TLS,

Authenticated if
Online |

/

o555 All Actors are part of the same Clinical Affinity Domain
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3.14.4.1.3 Expected Actions

Upon receipt of a Register Document Metadata message, the Document Registry with the aid of
the Registry Adaptor shall do the following:

Accept all valid SubmitObjectsRequests.

Perform validations

Update the registry with the contained metadata

Return a RegistryResponse message given the status of the operation.
If the registry rejects the metadata, then, the following occurs:

An error isreturned

The error gatus includes an error message

The request isrolled back

3.14.4.2 Register Document Metadata Acknowledgment

3.14.4.2.1 Trigger Events

The Document Registry finishes processing a Register Document Metadata request and shall
respond with:

Register Document Metadata Acknowledgment
This message corresponds to the ebXML RequestResponse message.

3.14.4.2.2 Message Semantics

The ebXML RequestResponse message carries the status of the requested operation and an error
message if the requested operation failed. The conditions of failure and possible error messages
are given in the ebRS standard.

3.14.4.2.3 Expected Actions

The Document Repository now knows that the transaction succeeded/failed and can continue.
The metadata added to the registry as aresult of this transaction is now available for discovery
via query transactions.
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3.15Provide and Register Document Set

This section corresponds to Transaction I T1-15 of the IHE Technical Framework. Provide and
Register Document Set is used by the Document Source to provide a set of documents to the
Document Repository, and to request that the repository store these documents and then register
them with the Document Registry.

The Provide and Register Document Set transaction describes only the interaction between the
Document Source and Document Repository actors. The interaction between the Document
Repository and the Document Registry is described separately in the Register Document Set
Transaction (1TI-14).

This transaction aligns with the Registry Services standard (ebRS). The ebRS standard covers the
interaction with a service that includes aregistry with integrated repository. From the point of
view of the Document Source, the separate nature of the XDS Document Registry and

Repository actors is hidden. This transaction exactly matches the registry service for submitting
registry/repository content found in ebRS.

By specifying separate registry and repository actors, XDS offers additional flexibility of having
asingle registry index content for multiple repositories. The ebRIM portion of the registry
standard supports this possibility though the ExternalLink object type.

The documents and metadata go to the repository actor and then the metadata is forwarded on to
the registry actor. They move in this direction for several reasons:

Allows best reuse of ebXML Registry specified protocols

Document Source only needs to know the identity of the Document Repository. Repository
knows the identity of the registry. If Provide and Register Document Set transaction were
sent to the registry then routing decisions for documents would be more complex.

Resulting protocols are simpler

Simplifies the common case where the Document Source and the Document Repository are
grouped.

3.15.1 Scope

The Provide Register Document Set transaction passes a Repository Submission Request (see I Tl
TF-2: 3.14.4.1.2.3.2) from a Document Source to a Document Registry.

A Provider and Register Document Set transaction carries:
Metadata describing zero or more new documents

Submission Set definition along with the linkage to new documents and references to existing
documents

Zero or more XDS Folder definitions along with linkage to new or existing documents
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Zero or more documents

3.15.2 Use Case Roles

Document Document
Source Repository

~

Provide and
Register
Documents

Actor: Document Source

Role: A system that submits documents and associated metadata to a Document Repository.
Detail requirements for this actor are discussed in section 3.15.5.1.

Actor: Document Repository

Role: A document storage system that receives documents and associated metadata and:

Stores the documents

Enhances submitted metadata with repository information to enable later retrieval of documents
Forwards the enhanced metadata to the Document Registry.

3.15.3 Referenced Standards

ebMS OASIS/ebXML Messaging Services Specifications v2.0

ebRIM OASIS/ebXML Registry Information Model v2.0

ebRS OASIS/ebXML Registry Services Specifications v2.0

HTTP HyperText Transfer Protocol HTTP/1.1 (IETF RFC2616)

MIME Multipurpose Internet Message Extensions (RFC 2045 to RFC 2049)
SMTP Simple Mail Transfer Protocol (RFC2821)

multipart/related The MIME Multipart/Related Content-type (RFC2387)
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3.15.4 Interaction Diagram

Document Document
Source Repository

Provide and Register Document Set >

< Provide and Register Document Set
Acknowledgment

3.15.4.1Provide and Register Document Set Message

A Document Source sends documents and associated metadata to a Document Repository that
has an associated Document Registry. This message corresponds to an ebRS
SubmitObjectsRequest with associated documents.

3.15.4.1.1 Trigger Events

The Document Source, based on a human decision or the application of a certain rule of
automatic operation, wants to submit

A set of one or more documents to the Document Repository and
The associated metadata to the Document Registry.

3.15.4.1.2 Message Semantics

Message semantics are discussed as follows:
1. Metadata
2. Security Requirements
3. Protocol Selection (On-Line Protocol binding and Off-Line Protocol binding)

3.15.4.1.2.1 Metadata

The Register Document Set message shall include the metadata attributes (as defined in section
3.14.4.1.2.7) that will be forwarded by the Document Repository to the Document Registry using
the Register Document Set Transaction (1TI-14).

The Document Source supplies all necessary registry object attributes with the exception of the
URI attribute of an XDSDocumentEntry that must be assigned by the Document Repository.
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Therefore, the Document Repository must add this attribute to the metadata before initiating the
Register Document Set transaction to the registry.

3.15.4.1.2.2 Security Requirements

Relevant security requirements are discussed in the Register Document transaction (see I Tl TF-
1:3.14.4.1.2.14).

3.15.4.1.2.3 Protocol Selection

There are two types of network relationships between the Document Source and Document
Repository:

On-line — the Document Source constructs a direct connection (i.e, socket) to the Document
Repository.

Off-line — the Document Source connects to the Document Repository via SMTP.
3.154.1.2.3.1 On-Line Protocol Binding

3.154.1.2311 General structure and header

ThisisaMIME multipart/related message. The first attachment inside the payload of the SOAP
request bears the registry metadatain an XML file containing the SubmitObjectsRequest.

Protocol encapsulation in HTTP POST

SOAP with MIME attachments
text/xml SubmitObjectRequest (eEbXML Registry M essage)

Document 1

Document n

Figure 3.15.4.1-1 General Diagram of the Main message composing the On-Line Provide
and Register Document Set Transaction
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3.154.1.2.31.2 Associated Documents

The next attachments will contain the document(s) to be provided and registered, as MIME parts.
There are one or more parts that contain byte streams representing documents.

The multipart packaging transmits the MIME-type of each part. The metadata part shall be of
type text/xml. Parts containing documents destined for the Document Repository can have any
MIME type, either single part or multipart. Each part containing a document has associated with
it adocument 1D that is unique within the scope of this message. The Registry Metadata
contained within one part of this message uses these document IDsto bind pieces of metadata to
documents.

The registry metadatawill be valid according to ebRIM and will contain the definition of one or
more ebXML ExtrinsicObjects. An ExtrinsicObject is aregistry object that represents a
repository document within the registry. Each ExtrinsicObject will contain anid attribute. The
format of thisid follows the ebXML Registry definition. It is either avalid UUID or asymbolic
name.

The value of thisid attribute is used to link an ExtrinsicObject (XDSDocumentEntry) to asingle
part of the multipart that contains the attachments to the message. The header of the relevant part
of the multipart will have a Content-1d header whose value is thisid attribute surrounded by
angle brackets as in the following example.

The metadata includes:
<Extrinsi cObject id="myDocunment" ...

which links to the following MIME multipart part:
-------- Boundary

Content - Type: text/xm

Content-1d: <myDocument >

This sentence is the value of the docunent.
-------- Boundary

3.15.4.1.2.3.2 Off-Line Protocol Binding

3.154.1.23.21 General structure and header

As shown on Figure 3.15.4.1-2, the Off-Line transaction will be based on the ebXML Message
Service Binding, as defined in the ebXML Registry Service (ebRS), with an Asynchronous
Message and responses as defined in ebXML Messaging Services (ebMS). The re-use of ebXML
enables implementers to integrate the Provide and Register Document Set transaction into a
server which supports more comprehensive services, including some using Collaboration-
Protocol Profiles (CPP) and Collaboration-Protocol Agreement (CPA) as supported by ebXML.

® This section is written independent of which protocol binding is used to package this multipart message. The
protocol choice is documented elsewherein this profile.
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Because IHE is aiming to specify such as plug-and-play mechanisms, the Off-Line Protocol
Binding is entirely defined into the present document. This specification does not mandate the
use of a CPA between the Document Repository acting as "ebRS Registry” and the Document

2715  Source acting as "ebRS Registry Client". Such protocol agreement aspects are beyond the scope
of the XDS Profile. The Document Source has only to know the Document Repository e-mail
address to be able to provide and register a document set.

Protocol encapsulationin SMTP/ESMTP

SOAP with MIME attachments

text/xml SOAP:Envelope

SOAP:Header, with Service=LifeCycleManager and Action=submitObjects

SOAP:Body, with Manifest=list of attachments (e.g. ebXML Reg. Msg + Documents)

text/xml SubmitObjectRequest (ebXML Registry M essage)

Document 1

Document n

Figure 3.15.4.1-2 General Diagram of the Main message composing the Off-Line Provide
2720 and Register Document Set Transaction

The message is an e-mail message (which the ebXML Messaging Services can split into several
messages if a single message would be too big) containing the following fields:
The From: e-mail address of the sender (Document Source).

- Optionally, aReply-to: addressif the Document Source wants the response messages to be
2725 sent to another e-mail address.

The To: e-mail address of the recipient (Document Repository). In case the Document
Repository is able to register a document set to more than one Document Registry, it will
have a different e-mail address for each one of the Repository-Registry peer.

Date: isthe date and time of the Provide and Register Document Set Transaction.

2730 - Subject: XDS1.0/PnR/ (followed optionally by indication of XDS "subprofile" name. It
SHALL NOT contain any Patient related information)

MIME-Version: 1.0.
SOAPAction: "ebXML".
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ThisisaMIME multipart/related message. The first attachment is the text/xml SOAP:Envelope
2735  part containing the ebM S header. The character set of the ebM S header is UTF-8.

The Header is described in the ebM S standard. It contains the following ebRS tag values:
The header of the message, in /SOAP:Envelope/ SOAP:Header/eb:MessageHeader/ as shown

in the table below.
Table 3.15.4.1-1 ebXML Message Header
Location ("@" for attributes) Description

eb: From/eb: Partyld | dentification of the message sender (its email address,
preceded by mailto:)

eb:Fronv/eb:Role String indicating the authorized role of the sender formatted
asaURI per ebXML messaging specification:
http://www.ihe.net/roles/iti/xds'DocumentSource

eb: To/eb:Partyld | dentification of intended recipient of the message (its email
address, preceded by mailto:)

eb: To/eb:Role String indicating the authorized role of the sender formatted

asaURI per ebXML messaging specification:
http://www.ihe.net/roles/iti/xdsDocumentRepository

eb:CPAId | dentification of a Collaboration Protocol Agreement
between the sender and receiver. This shall contain the
trading partner agreed CPA text reference, if it exists (e.g.,
the URI of the XML file describing the partnership
agreement). If thereis no CPA, this element shall be the
concatenation of eb:From/eb:Partyld and the

eb: To/eb:Partyld, separated by the hyphen character (-).

eb:Conversationld In the absence of alocal trading partner agreement, shall be
CCYYMMDD-HHMMSS-mmmmm based upon the
sending ebX ML message generation. When generating
responses the eb:Conversationl D is taken from the original

message.
eb:Service Shall be LifeCycleM anager
eb:Action Shall be submitObjects

eb:MessageData/eb:Messageld | A unique message identifier generated by the sender: either
a concatenation of message elementsto create a globally
unique identifier, or a single message element if that
element is globally unique.
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eb:MessageData/eb: Timestamp| UTC Time that the message header was created in
XML Schema dateTime format. Example: 2004-12-

25T23:50:50
eb:DuplicateElimination If present, duplicate messages should be eliminated.
eb:Description Description of the Submission Set (equivalent to the
XDSSubmissionSet.comments attribute).
eb: AckRequested Optional in ebMS, required here to indicate that the

repository shall acknowledge the message. This element has
the following attributes. SOAP:mustUnderstand="1"
eb:version="2.0"

eb:signed="false"

2740

List of references to document, in /SOAP:Envelope/ SOAP:Body/eb:Manifest/eb: Reference
as shown in the table below.

Table 3.15.4.1-2 ebXML Message References

Location Description

("@" for

attributes)

@eb:id | dentification of the document, which isthe OID of the XDSDocument.

However, the first reference shall be to the SubmitObjectsRequest XML file,
with id set to SubmitObjectsRequest.

@xlink:href The relative URI of the document in the payload of the ebMS message, cid:
followed by the OID. Used only for a newly submitted XDS Document.

@xlink:role Shall be present only for the first reference, and be set to
http://www.ihe.net/roled/iti/xds/SubmitObj ectsRequest

eb: Schema Shall be present only for the first reference, and has following attributes:
eb:location=http://www.ihe.net/schemagd/iti/xds/SubmitObj ectsRequest

eb:version=1.0

eb:Description| To be set to the XDSDocumentEntry.title. However, for the first reference,
shall be set to the meaning of SubmitObjectsRequest in the local language
(i.e. lang="en-US", "Provide and Register Document Set Metadata’).

2745  The following attachment inside the payload of the SOAP request bears the registry metadatain
an XML file containing the SubmitObjectsRequest.
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3.15.4.1.2.3.2.2 Associated Documents

See the subsection "Associated Documents' in the On-Line Binding section (ITI TF-2:
3.15.4.1.2.3.1.1). Any document that has a reference xlink:href and containsa URI that isa
content id (URI scheme "cid") shall be included in the payload.

3.15.4.1.3 Expected Actions

The Document Repository will receive this message. Each document within the message will be
stored into the repository as an octet stream with an associated MIME type. A detected failure
will result in an error result message being returned to the Document Source thus terminating
this transaction.

The Document Repository will modify the received registry metadata adding:

A URI identifier (xdsDocumentEntry.URI) must be created that can be used by a
Document Consumer to reference the document.

A hash value (xdsDocumentEntry.hash)

A size (xdsDocumentEntry.size).
A Register Document Set transaction with this modified metadata will be issued to the XDS
Document Registry.

The repository will ensure that any Document Retrieve Transaction received including the URI
identifying the XDS Document, this document shall be provided to the Document Consumer
unchanged from the octet stream that was submitted (full fidelity repository).

3.15.4.2 Provide and Register Document Set Acknowledgment

The Document Repository sends a Provide and Register Document Set Acknowledgment when
the processing of a Provide and Register Document Set is complete. This message is identical to
the RegistryResponse message specified in ebRS. It shall be conveyed in the same protocol as
the request.

3.15.4.2.1 Trigger Events

The following events can trigger this message:

Documents stored to repository successfully and metadata stored to registry successfully (The
registry part is carried out as part of a Register Document Set transaction)

Documents stored to repository successfully but an error occurred in storing the metadata to the
registry
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Documents were not successfully stored to the repository

3.15.4.2.2 Message Semantics

An ebRS RegistryResponse message is returned containing status and an error message if
necessary.

Additional relevant semantics for both the repository and registry are described in the Register
Document Set transaction.

3.15.4.2.3 Expected Actions

The Document Source now knows that the transaction succeeded/failed and continue. The
metadata added to the registry as aresult of this transaction is now available for discovery via
guery transactions. The document(s) added to the repository are now available for retrieval.

3.15.5 Actor Requirements

This section summarizes the capabilities of one or more actors relevant to this transaction. The
details regarding how to perform these operations are documented elsewhere in this transaction
or possibly in other transactions.

3.15.5.1Document Source

An implementation of the Document Source Actor shall be capable of the following operations.
1.  Submit asingle document

2. Submit adocument as a replacement for another document already in the
registry/repository
An implementation of the Document Source Actor may support one or more of the following
XDS Options:

1.  Multiple Documents Submission Option. Inthisoption the Document Source offers
the ability to include multiple documents in a single Submission Request.

2. Document Life Cycle Management In this option the Document Source offersthe
ability to perform the following operation:

Submit a document as an addendum to another document already in the
registry/repository

Submit a document as a transformation of another document already in the
registry/repository

Note: In order to support document replacement/addendum/transformation grouping with the Document
Consumer may be necessary in order to Query theregigry (e.g. for UUIDs of existing document entries)
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2810 3. Folder Management Option. In this option the Document Source offers the ability to
perform the following operation:

Create afolder

Add one or more documents to a folder

Note: In order to support document addition to an existing folder, grouping with the Document
2815 Consumer may be necessary in order to Query theregigry (e.g. for UUIDs of existing folder).

These operations are discussed in section 3.14.4.1.2.3.4 Other Properties of Submission Requests.
3.15.5.2Document Repository

A Document Repository may validate the following metadata elements received as part of a
Provide and Register transaction:

2820 XDSDocumentEntry.uniquel d — a submission may be rejected if not unique within the
repository.

XDSSubmissionSet.sourcel d — arepository may choose to accept submissions only from
certain sources and use this field to perform the filtering.
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3.16 Query Registry

This section corresponds to Transaction I T1-16 of the IHE Technical Framework. Transaction
ITI-16 is used by the Document Consumer to query the Document Registry for information
about documents indexed in the registry.

Note: This is a very general query mechanism that allows very broad use. Future extensions to XDS may
introduce restrictions or specified the use of canned queries. Proposals for restricting the search
mechanism are requested.

3.16.1 Scope

The Query Registry Transaction supports a variety of types of queries. Examples include the
following:

Query by patient (1d) for atime interval, by document type(s), by practice setting(s), by author
person

Query by Document Source

Query for XDS Folders updated during atime interval
Query for al documents in aFolder or Submission Set
Query by time of submission

The list of XDS registry entries attributes that can be the target of a query are defined in Section
3.14.4. Thistransaction will document the basic syntax and semantics of XDS Document
Registry queries.
All queries return:

Metadata for one or more registry objects, or

Object references for one or more registry objects (registry UUIDs).

3.16.2 Use Case Roles

Document Document
Consumer Registry
Query Registry
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Actor: Document Consumer

Role: Generates Query Registry messages and sends them to the Document Registry.
Actor: Document Registry

Role: Receives Query Registry messages and executes a query against registry metadatato
select and return matching datato the Document Consumer.

3.16.3 Referenced Standard

ebRS OASIS/ebXML Registry Services Specifications v2.0
SQL | SO/IEC 9075 Database Language SQL

3.16.4 Interaction Diagram

Document Document
Consumer Registry
i i
- -
Query Reqgistry >
< Query Registry
Acknowledgment

- -
| |
' '

3.16.4.1Query Registry

Thisisthe query request to the registry from a Document Consumer.

3.16.4.1.1 Trigger Events

This message is initiated when the Document consumer wants to retrieve document metadata.

3.16.4.1.2 Message Semantics

XDS specifies the use of SQL as a query language to the registry. There are 2 significant
parameters to an AdHocQueryRequest (HT TP-SOAP):

returnType
SQL query text
3.16.4.1.2.1 Parameter returnType

XDS supportsthe following values for the parameter returnType:
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ObjectRef — alist of object UUIDs (references)
LeafClass— list of XML elements representing the leaf class of the object returned

3.16.4.1.2.2 SQL query text

SQL queries submitted to an XDS Document Registry shall conform to the ebRS Registry
Services specification, which maps elements of the information model (ebRIM) into a collection
of SQL views.

The next sections show the details of several useful queries. Thisisnot an exhaustive list. Any
valid SQL query written against the registry information model (ebRIM+XDS specialization)
may be used. The specific SQL subset used by registry is specified in Appendix D of ebRS.

3.16.4.1.2.3 Security Requirements

Relevant security requirements are discussed in the Register Document transaction (see ITI TF-
1:3.14.4.1.2.14).

3.16.4.1.3 Expected Actions

The registry returns a Query Registry Acknowledgment message.

3.16.4.1.4 Minimum Query Catalog

The queries documented in this section form a minimal set of queries needed by Document
Consumers to discover documents in XDS.

It isthe responsibility of the Document Consumer to package the SQL from any of these
Minimum Queries listed below into a Query transaction.

All implementations of the Registry actor shall support al queries, including parts labeled
optional, that are documented in this section. Document Consumer actors shall be able to depend
on these queries to be supported by XDS Registry actors. XDS Registry actors may reject queries
not in this query catalog. For example, XDS Registry actors may reject queries using the SQL
keyword ‘LIKE’ except where noted in the following queries.

Each query is documented as a pseudo-function showing a simple name and a list of arguments.
Many parametersend in ‘[*’ indicating that the parameter is optional. Each parameter is
numbered. The tables showing the SQL are labeled with these numbers so individual lines of
SQL can be associated with a parameter of the pseudo-function defining the query.

Queries whose names start with *Find' are broad, keyword-based searches focused on a single
patient 1D. Queries whose names start with *Get’ are simpler retrieval-style searches.

Query Parameters
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Each query is represented as a function with parameters. The parameters are numbered and the
Parm column in each query definition table indicates which parameter a particular row of the
table supports. Additionally, each query parameter is supported by one or more detail parameters.
For example, the query parameter fromDateTime is supported by detail parameters $timeSot,
$lower Time, and $uppertime where $timeSot indicates the name of the slot (there are 3) that is
being tested and $lower Time and $upper Time give the time range of interest. If aquery
parameter like fromDateTime is used then all of its detail parameters must be filled in. If this
guery parameter is not used, then all rows with a Parm showing that query's number are to be
removed from the query.

All DateTime values are formatted as Y YMMDDHHMMSS. All time comparisons are:
LowerDateTime <= DateTime < UpperDateTime
Some parameters are labeled as being in 'value list' format. A value list has the format:
(‘'valuel', 'value?')
The single quotes around the list items are required. The list format, parentheses and comma
Separation are required.
All values (constants) are set into single quotes, for example a dateTime value of '200412252359'.
When using the LIKE clause, the wildcard character is‘%’.

3.16.4.1.4.1 FindDocuments

Fi ndDocunment s( (1) patientld, (2)classCode|*, (3)dateTi neRange|*,
(4)practiceSettingCode|*, (5)healthcareFacilityTypeCode|*,
(6) event CodeLi st|*, (7)status)

Find documents (XDSDocumentEntry) objects in the registry for a given patient| D given a host
of parameters to match.

Query Parameter Detail Parameters

(1) patient|D $patientld — patientI D including domain

(2) classCode $classCodes — value list of classCodes

(3) dateTimeRange $dateTimeAtt — slot name of dateTime attribute

$dateTimeFrom — lower dateTime bound
$dateTimeT o — upper dateTime bound
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(4) practiceSettingCode

$psCodes — value list of practiceSettingCodes

(5) healthcareFacilityTypeCode

$hcftCodes — value list of
healthcareFacility TypeCodes

(6) eventCodeL ist

$evCodes — value list of eventCodes

(7) Status

OR

OR

(‘Deprecated’)

$status — value list — choose either
(‘Approved’)

(‘Approved’, ‘Deprecated’ )

Returns a sequence of XDSDocumentEntry metadata for documents.

Date/Time based on serviceStartTime or serviceStopTime or creationTime.

Query can target documents that are Approved or Deprecated or both

Parm | SQL Opt | Conment s
SELECT doc.id Returns ExtrinsicCObjects
FROM Extri nsi cCbj ect doc,
External Identifier patld
2 , Classification cl Code Yes | Required only if using
cl assCode
3 , Slot dateTine Yes | Required if selecting on a
DateTime attribute
5 , Cassification psc Yes | Required if using
XDSDocument Entry. practiceSettin
gCode
6 , Cassification hftc Yes | Required if using
XDSDocurment Ent ry. heal t hcar eFaci
lityTypeCodes
7 , Cassification ecl Yes | Required if using

XDSDocument Ent ry. event CodelLi st

WHERE

054d- 47f 2- a032- 9b2a5b5186¢1"

doc. obj ect Type = 'urn: uui d: 7edca82f -

Sel ect XDSDocunent Entry objects
only
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1 AND ( Sel ect on patientID

doc.id = patld.registryobject AND
patld.identificationScheme="urn: uuid
: 58a6f 841- 87b3- 4a3e- 92f d-

a8f fef f 98427

AND patld.value = $patientlid )

2 AND ( Yes | Sel ect on cl assCode.
cl Code. cl assi fi edobj ect = doc.id

AND cl Code. cl assi fi cati onSchene =
"urn: uui d: 41a5887f - 8865- 4c09- adf 7-
e362475b143a

AND cl Code. nodeRepresentation IN
$cl assCodes )

3 AND Yes | Sel ect on dat eTi neRange
( dateTinme.parent = doc.id

AND dat eTi me. name = $dat eTi meAtt
AND dat eTi nme. val ue >= $dat eTi meFr om

AND dat eTi ne. val ue &t
$dat eTi neTo )

4 AND ( Yes | Sel ect on practiceSetti ngCodes
psc. cl assifiedject = doc.id

AND psc. cl assi ficati onSchene=
"'urn:uui d: cccf 5598- 8b07- 4b77- a05e-
ae952c785ead'

AND psc. nodeRepresentation I N
$psCodes )

5 AND ( Yes | Sel ect on

htc. cl assifiedObj ect = doc.id AND heal theareFaci | i tyTypeCodes
hftc.classificati onSchene =

"urn: uui d: f 33f b8ac- 18af - 42cc- aele-
ed0bObdb91el’

AND hftc. nodeRepresentation IN
$hcft Codes )

6 AND ( Yes | Sel ect on event CodelLi st
ecl.classifiedObject = doc.id

AND ecl . cl assificationScheme =
"urn: uui d: 2c6b8cb7- 8b2a- 4051- b291-
blae6a575ef 4'

AND ecl . nodeRepresentation IN
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$evCodes )

7 AND doc. status I N $st at us Sel ect on docunent status

2935

3.16.4.1.4.2 FindSubmissionSets

Fi ndSubm ssi onSets((1)patientld, (2)sourceld|?*,
(3) dat eTi nreRange| *, (4)aut horPerson|*, (5)contentTypeCode|*)

2940  Find submission sets (XDSSubmissionSet objects) in the registry for a given patient|D given a
host of parametersto match.

Query Parameter Detail Parameters

(1) patient|D $patientld — patientI D including domain

(2) sourceld $sourcelds — value list of sourceld

(3) dateTimeRange $dateTimeAtt — slot name of dateTime attribute

$dateTimeFrom — lower dateTime bound
$dateTimeT o — upper dateTime bound

(4) authorPerson $authorPattern — LIKE pattern for authorPerson

(5) contentTypeCode $content TypeCodes — value list of contentTypeCode

This query returns X DSSubmissionSet metadata only. Use GetSubmissionSetContents ()
2945 to drill down.

Parm | SQL Opt | Conment s

SELECT ss.id Ret urns Submi ssi onSet s

FROM Regi st ryPackage ss,
External I dentifier patld,
Classification c

2 External Identifier sid Yes | sourceld
3 Sl ot dat eTi e Yes | dat eTi me range
4 Sl ot ap Yes | aut hor Per son
5 Classification ctc Yes | cont ent TypeCode
VWHERE
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c.classifiedObject = ss.id Sel ect XDSSubmi ssi onSet obj ect

AND c. cl assi fi cati onNode = only

"ur n: uui d: ab4d6aas5- d40d- 43f 9- 88c5-
b4633d873bdd

AND ss.status = ' Approved' Sel ect only Approved submi ssion
sets

1 AND ( Sel ect on patientID
ss.id = patld.registryobject
AND patld.identificationSchenme=

'ur n: uui d: 6b5aeala- 874d- 4603- a4bc-
96a0a7b38446

AND pat | d.value = $patientld )

2 AND ( Yes | Sel ect on sourceld
sid.registryobject = ss.id

AND sid.identificati onScheme =
"urn: uui d: 554ac39e- e3f e- 47f e- b233-
965d2a147832

AND si d. val ue IN $sourcelds )

3 AND Yes | Sel ect on dat eTi neRange

ss.id
$dat eTi meAt t
AND dat eTi nme. val ue >= $dat eTi meFr om

AND dat eTi ne. val ue &t
$dat eTi meTo )

( dateTi ne. par ent

AND dat eTi ne. name

4 AND ( Yes | Sel ect on aut hor Person
ap. parent = ss.id

AND ap. name = 'aut hor Person’

AND ap.val ue LIKE $authorPattern )

5 AND ( Yes | Sel ect on content TypeCode
ctc.classifiedObject = ss.id

AND ctc. cl assificationSchene=
"urn: uui d: aa543740- bdda- 424e- 8c96-
df 4873be8500'

AND ct c. nodeRepresentation IN
$cont ent TypeCodes )
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3.16.4.1.4.3 FindFolders

Fi ndFol ders((1)patientld,

(2) updat edSi nce| *,

(3)codelLi st | *)

Find folder (XDSFolder object) in the registry for agiven patientl D given a host of parameters to

match.

Query Parameter Detail Parameters

(1) patientID $patientld — patient! D including domain
(2) updatedSince $lastUpdateTime — dateTime value

(3) codelList $codes — value list from codeL ist

This query returns XDSFolder object only.

Parm | SQL Opt | Conment s
SELECT fol.id Ret urns Fol ders
FROM Regi st ryPackage fol,
External I dentifier patld,
Classification c
, Slot |ut Yes | | ast Updat eTi ne
3 , Classification cl Yes | codeli st
WHERE
( c.classifiedject = fol.id Sel ect XDSFol der objects only
AND c. cl assificationNode =
"'urn: uui d: d9d542f 3- 6¢cc4- 48b6- 8870-
ea235f bc94c2' )
AND fol.status = ‘' Approved’ Sel ect only Approved fol ders
1 AND ( Select on patientlD
patld.registryobject = fol.id
AND patld.identificationSchene =
"urn:uui d: f 64f f df 0- 4b97- 4e06- b79f -
a52b38ec2f 8a’
AND pat | d.value = $patientld )
2 AND ( Yes | Sel ect on | ast Updat eTi ne

lut.parent = fol.id

AND | ut. nanme = 'I ast Updat eTi ne'
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AND | ut . val ue >= $l ast Updat eTi e )

AND (
cl.classifiedject = fol.id

AND cl .cl assificati onScheme =
"urn: uui d: 1ba97051- 7806- 41a8- a48b-
8f ce7af 683c5’

AND cl . nodeRepresentation IN
$codes )

Yes

Sel ect on codeli st

3.16.4.1.4.4 GetAll

CetAll ((1)patientld, (2)status)

Get al XDSSubmissionSet, XDSDocumentEntry, and XDSFolder instances associated with the
specified patient 1D.

Query Parameter

Detail Parameters

(1) patientlD

$patientld — patientI D including domain

(2) Satus

(‘Approved’)
OR

OR
(‘Deprecated’)

$status — value list — choose either

(‘Approved’, ‘Deprecated’ )

Query can target documents that are Approved or Deprecated or both

Association objects are included

Parm

SQ

Comment s

SELECT roAndAss.id
FROM Regi st ryQbj ect ro,
Extrinsi cObj ect doc, RegistryPackage

Returns Regi stryQoj ects
(subm sson sets, folders, docs,
associ ati ons)
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ss, RegistryPackage fol, Association
ass

WHERE

doc.id IN ( Sel ect docunents on patientld

SELECT doc.id FROM Extri nsi cObj ect
doc, Externalldentifier patld

WHERE

doc. obj ect Type = "urn: uui d: 7edca82f -
054d- 47f 2- a032- 9b2a5b5186¢c1'" AND

patld.registryChject = doc.id AND

patld.identificationSchenme =
"'urn: uui d: 58a6f 841- 87b3- 4a3e- 92f d-
a8f fef f98427" AND

patld.value = $patientld
)

AND ss.id IN ( Sel ect subm ssion sets on
. . patientld
SELECT ss.id FROM Regi st ryPackage
ss, Cassification ssd,
External Identifier patld
VWHERE
ssCL.classifiedhject = ss.id AND
ssCL. cl assi ficati onSchenme =
" urn: uui d: ab4d6aa5- d40d- 43f 9- 88c5-
b4633d873bdd’ AND
patld.registryChject = ss.id AND
patld.identificationSchenme =
" urn: uui d: 6b5aeala- 874d- 4603- a4bc-
96a0a7b38446' AND
patld.value = $patientld
)
AND fol.id IN ( Select folders on patientld
SELECT fol .id FROM Regi stryPackage
fol, Cassification fold,
External Identifier patld
VWHERE
fol CL.classifiedObject = fol.id AND
fol CL. cl assificationSchenme =
"'urn: uui d: d9d542f 3- 6¢cc4- 48b6- 8870-
ea235f bc94c2' AND
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= fol.id AND

patld.identificationSchenme =
"urn:uui d: f 64f f df 0- 4b97- 4e06- b79f -
ab2b38ec2f 8a' AND

patld.value = $patientld
)

patld. regi stryQhject

AND ro.id IN ( ss.id, fol.id,
doc.id )

Col | ect subm ssion sets,
fol ders, and docunents

AND ro.status I N $status

Status is appropriate

AND ass.id IN (
SELECT ass.id FROM Associ ati on ass

Col I ect associ ations |inking
t he above docunents, subm ssion

sets, and folders
VWHERE
ass.source@ject IN( ro.id ) AND
ass.targetOoject IN( ro.id)
)
AND roAndAss in ( ro.id, ass.id) Conbi ne submi ssion sets,

fol ders, docunents, and
assocati ons

3.16.4.1.4.5 GetDocument

Get Docunent ( (1) XDSDocunent . UUI D] *,

This query returns the specified document given either the entry UUID or uniqueld of the
document.

(2) XDSDocunent . uni quel d| *)

Query Parameter

Detail Parameters

(1) UUID

$uuid — UUID of document

(2) uniqueld

$uniqueld — uniquel d of document

Parameter 1 OR 2 must be specified.

Parm

SQ

Opt | Conment s

SELECT doc.id
FROM Extri nsi cCbj ect doc
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VWHERE
doc.id IN (
1 $uui d Yes | Sel ect by UU D
2 SELECT doc.id FROM Extri nsi cObj ect Yes | Sel ect by uniqueld

doc, Externalldentifier uniqld
VWHERE
uni ld. regi stryobject = doc.id AND

uni ld.identificati onSchene =
"urn: uui d: 2e82c1f 6- a085- 4c72- 9da3-
8640a32e42ab' AND

uni 1 d. val ue=$uni quel d

)

3.16.4.1.4.6 GetSubmissionSetContents

CGet Subm ssi onSet Cont ent s( (1) XDSSubm ssi onSet . UUI D,
(2) XDSSubm ssi onSet . uni quel d)

This query returns the specified submission set, al contained documents and folders, and the

associations that relate these elements.

Query Parameter

Detail Parameters

(1) UUID

$uuid — UUID of submission set

(2) uniqueld

$uniqueld — uniqueld of submission set

Parameter 1 OR 2 must be specified.

Parm

SQ

Opt | Conment s

SELECT roAndAss.id
FROM Regi st ryQbj ect ro,

Extrinsi cObj ect doc, RegistryPackage
ss, RegistryPackage fol, Association
ass

Returns Regi stryQoj ects
(subm sson sets, folders,
associ ati ons)

docs,

WHERE

ss.id IN(

Sel ect subm ssion set
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1 $uui d Yes
2 SELECT ss.id FROM Regi st ryPackage Yes
ss, Externalldentifier uniqld
VWHERE

unigld.registryCbject = ss.id AND

unigld.identificationSchene =
"'urn: uui d: 96f dda7c- d067-4183- 912e-
bf 5ee74998a8' AND

uni ql d. val ue = $uni quel d

) AND doc.id IN ( Sel ect docunents

SELECT doc.id FROM Extri nsi cObj ect
doc, Association a

VWHERE

a. associ ati onType = ' HasMenber' AND
a.source(hject = ss.id AND

a.target hject = doc.id AND

doc. obj ect Type = 'urn: uui d: 7edca82f -
054d- 47f 2- a032- 9b2a5b5186¢1"

)

AND fol.id IN ( Sel ect fol ders

SELECT fol .id FROM Regi stryPackage
fol, Classification fol d,
Association a

VWHERE

a. associ ati onType = ' HasMenber' AND
a. sour ce(hj ect ss.id AND
a.targetpject = fol.id AND

fol CL.classifiedObject = fol.id AND

fol CL. cl assificati onScheme =
"urn: uui d: d9d542f 3- 6¢cc4- 48b6- 8870-
ea235f bc94c?2’

) AND

ro.id IN( ss.id, fol.id, doc.id) Col | ect submi ssion sets,

AND fol ders, and docunents
ass.id IN ( Col I ect associ ations |inking

t he above docunments, subm ssion

SELECT ass.id FROM Associ ati on ass sets, and fol ders
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VWHERE
ass. sour ce(bj ect
ass. target Qbj ect
) AND

IN( ro.id)

IN( ro.id ) AND

roAndAss in ( ro.id, ass.id)

Conbi ne subm ssi on sets,
fol ders, docunents, and
assocati ons

3.16.4.1.4.7 GetFolderContents

Cet Fol der Cont ent s( (1) XDSFol der . UUI D,

This query returns an XDSFolder, the XDSSubmissionSet it is associated with and the collection
of documents currently associated with the folder.

(2) XDSFol der . uni quel d)

Query Parameter

Detail Parameters

(1) UUID

$uuid — UUID of folder

(2) uniqueld

$uniqueld — uniqueld of folder

This query only retrieves metadata for Approved documents.

Parm

SQ

Opt | Conment s

SELECT ro.id

FROM Regi st ryQbj ect ro,
Regi st ryPackage fol,
ss, ExtrinsicObject docEnt

WHERE

Regi st ryPackage

1 fol.id = $uuid

Yes | Use only if selecting by UU D

2 fol.id IN (SELECT fol.id

FROM Regi st ryPackage fol,
External Identifier unild

WHERE

Yes | Use only if selecting by
uni quel d
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AND fol.id = unild.registryQbject

AND uni ld.identificationSchene =
"urn: uui d: 75df 8f 67- 9973- 4f be- a900-
df 66cef eccha’

AND uni I d. val ue = $uni quel d )

AND ss.id IN (SELECT ss.id

FROM Regi st ryPackage ss, Association
ass, Externalldentifier uniqld

VWHERE

ss.id = ass. sourcej ect

AND ass. associ ati ont ype=" HasMenber"
AND ass.targetOoject = fol.id

AND uni gl d.registryOoject = ss.id

AND uni gl d.identificationSchene=
"urn: uui d: 96f dda7c- d067-4183- 912e-
bf 5ee74998a8' )

Sel ect XDSSubm ssi on Set

AND docEnt.id I N (SELECT docEnt.id

FROM Extri nsi cCbj ect docEnt,
Associ ation ass, External ldentifier
unigld

VWHERE

fol.id = ass. source(bj ect

AND ass. associ ati ont ype=" HasMenber"
AND ass.target hject = docEnt.id

AND uni gl d. regi stryQoj ect =
docEnt.id

AND uni gl d.identificationSchene =
''urn:uui d: 2e82c1f 6- a085- 4c72- 9da3-
8640a32e42ab' )

Sel ect XDSDocunents in
XDSFol der

AND ro.id IN (fol.id, ss.id,
docEnt . i d)

Gat her Fol der, Subm ssion Set,
and Docunents

AND ro.status = ' Approved

Approved object only

3.16.4.1.4.8 GetFoldersForDocument

CGet Fol der sFor Docunent ( (1) XDSDocunent . UUI D] *,
(2) XDSDocunent . uni quel d| *)

Return alist of XDSFolder metadata for each folder associated with a specified document.
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Query Parameter Detail Parameters
(1) UUID $uuid — UUID of document
(2) uniqueld $uniqueld — uniqueld of document

This query can identify the document by UUID or uniquel d.

Parm | SQL Opt | Conment s

SELECT fol.id

FROM Regi st ryPackage fol,
Associ ation ass, Cassification
cl ass, ExtrinsicObject doc

VHERE
1 doc.id = $uuid Yes | Use only if selecting by UU D.
2 doc.id IN Yes | Use only if selecting by

( SELECT doc.id uni quel d.

FROM Extri nsi cCbj ect doc,
External I dentifier unild

VWHERE uni I d. regi stryobject = doc.id

AND uni ld.identificationschene =
"urn: uui d: 2e82c1f 6- a085- 4c72- 9da3-

8640a32e42ab’

AND uni | d. val ue = $uni quel d)

AND ( Li nkage from docunent to
ass. associ ati ontype = ' HasMenber' 9

Regi st ryPackage.
AND ass. sourceobject = fol.id

AND ass.targetoject = doc.id )

AND ( Verify Regi stryPackage is

class.classifiedOject = fol.id XDSFol der.

AND cl ass. cl assi ficati onnode =
"urn: uui d: d9d542f 3- 6¢cc4- 48b6- 8870-
ea235f bc94c2' )

AND fol .status = ' Approved
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3.16.4.1.4.9 GetAddendums
CGet Addenduns( (1) docunent UUI D, (2)docunent Uni quel d)

Query Parameter

Detail Parameters

(1) UUID

$uuid — UUID of document

(2) uniqueld

$uniqueld — uniquel d of document

Given a document UUID or uniqueld, return all addendums for this document.

Parm

SQ

Opt

Comment s

SELECT add.id
FROM Extri nsi cCbj ect add,
Extrinsi cObj ect doc, Association a

WHERE

doc.id = $uuid

Yes

Sel ect document

by UUI D

doc.id IN (

SELECT Extrinsi cCObj ect doc,
External Identifier unigld

VWHERE
uni ld. regi stryobject = doc.id AND

uni ld.identificati onSchene =
"urn: uui d: 2e82c1f 6- a085- 4c72- 9da3-
8640a32e42ab' AND

uni 1 d. val ue=$uni quel d

)

Yes

Sel ect document

by uni quel d

AND (

a. associ ati onType = ' APND
AND a. source(hject = add.id
AND a.target Cbject = doc.id )

3.16.4.1.4.10 GetHistory
CGet Hi story((1)docunent UUI D, (2)docunent Uni quel d)
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Given adocument UUID or uniqueld, return the document linked to this document by a RPLC
association if it exists.

Query Parameter

Detail Parameters

(1) UUID

$uuid — UUID of document

(2) uniqueld

$uniqueld — uniquel d of document

The document identified in this query need not be an Approved document.

Parm

SQ

Opt

Comment s

SELECT rplc.id
FROM Extri nsi cbj ect rplec,
Extrinsi cObj ect doc, Association a

WHERE

doc.id = $uuid

Yes

Sel ect docunent by UU D

doc.id IN (

SELECT Extrinsi cCObj ect doc,
External Identifier unigld

VWHERE
uni ld. regi stryobject = doc.id AND

uni ld.identificati onSchene =
"urn: uui d: 2e82c1f 6- a085- 4c72- 9da3-
8640a32e42ab' AND

uni 1 d. val ue=$uni quel d

)

Yes

Sel ect docunent by uni queld

AND (

a. associ ati onType = ' RPLC
AND a.targethject =rplc.id
AND a. sourceCbject = doc.id )

3.16.4.1.4.11 GetTransformations

Cet Transformati ons( (1) docunent UUI D, (2)docunent Uni quel d)

Given adocument UUID or uniqueld, return all transformations for the document.
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Query Parameter Detail Parameters

(1) UUID $uuid — UUID of document

(2) uniqueld $uniqueld — uniqueld of document
Parm | SQL Opt | Conment s

SELECT xfrmid
FROM Extrinsi cCbj ect xfrm
Extrinsi cObj ect doc, Association a

WHERE
1 doc.id = $uuid Yes | Sel ect by UU D
2 doc.id IN ( Yes | Sel ect by uniqueld

SELECT Extrinsi cCbj ect doc,
External Identifier unigld

VWHERE
uni ld. regi stryobject = doc.id AND

uni ld.identificati onSchene =
"urn: uui d: 2e82c1f 6- a085- 4c72- 9da3-
8640a32e42ab' AND

uni 1 d. val ue=$uni quel d

)

AND (

a. associ ati onType = ' XFRM
AND a. source(hject = xfrmid
AND a.target Cbject = doc.id )

3.16.4.2Query Registry Acknowledgement
This isthe response to the Query Registry message.
3030 3.16.4.2.1 Trigger Events
Completion of query initiated by a Query Registry message.
3.16.4.2.2 Message Semantics

The Query Registry Acknowledgement (AdhocQueryResponse) is returned in one of three
forms:
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3035 1. List of ObjectRefs
2. Registry metadata describing objects found by query
3. Error message

3.16.4.2.3 Expected Actions

The Document Consumer may process the returned registry data, retrieve documents based on
3040 the metadataif the necessary metadata was returned, or handle returned errors
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3.17 Retrieve Document

This section corresponds to Transaction I T1-17 of the IHE Technical Framework. The Document
Consumer and Document Repository actors use transaction I TI-17.

3.17.1 Scope

3045 Thistransaction is used by the Document Consumer to retrieve a document from the Document
Repository. The Document Consumer has already obtained the URI information from the
Document Registry by means of the Query Registry transaction.

3.17.2 Use Case Roles

Document Document
Consumer Repository

Retrieve
Document

3050 Actor: Document Consumer

Role Obtains document.
Actor: Document Repository
Role: Provides documents.

3.17.3 Referenced Standard

HTTP Hyper Text Transfer Protocol HTTP 1.1 (RFC 2616)
MIME Multipurpose Internet Message Extensions (RFC 2045 to RFC 2049)
SMTP Simple Mail Transfer Protocol (RFC 2821)

Multipart/Related  The MIME Multipart/Related Content-type (RFC 2387)
3055
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3.17.4 Interaction Diagram

Document Document
Consumer Repository
: :

1 1

Retrieve Document Reguest >
< Retrieve Document Response

- -
| |
' '

3.17.4.1Retrieve Document Request

3.17.4.1.1 Trigger Events

The Document Consumer obtains document URIs viathe
Query Registry transaction.

3.17.4.1.2 Message Semantics

The URI specifies the protocol and protocol parametersthat are to be used to retrieve the
document. The Document Repository shall support the following parameters for protocol in the
URI:

HTTP
The details of URI handling are specified in the HTTP standard (RFC 2616).

The Document Repository shall fully implement support for any protocol parametersthat are
required by the HTTP standard.

3.17.4.1.2.1 Request Headers

The HTTP Protocol specifies avariety of request headers that can affect the result returned by
the server. Document Consumers may use any request header allowed by the HTTP Protocol®.
However, XDS Repositories are not required to acknowledge or support of these headers not
required by the protocol, and may be required in certain cases to ignore certain headers. Seethe
table below for details.

Request Header Repository | Comments

5 Ed Note: To allow common web browsers to be used without restriction.
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Support
Accept Always These headers, if used by the Repository could in fact alter
Accept-Charset Ignored the content returned from the repository, and so must be
Accept-Language ignored by the repository. [inconsistent with RID].
Accept-Encoding | O This header requests that an encoded form the data be
returned [e.g., gzip or compress|. Repositories may support
this header, but are not required to. Document Consumers
must support responses that ignore this content header.
Authorization @) This header may be sent in environments where EUA is used
with XDS. Seethe EUA profile for more details.
If-Modified-Since | O Since Repositories are not expected to change documents
once stored, they are free to ignore this header or respond as
appropriate.

3.17.4.1.2.2 Security Requirements

Relevant security requirements are discussed in the Register Document transaction (see ITI TF-
1:3.14.4.1.2.14).

3.17.4.1.3 Expected Actions

A Retrieve Document Response will be generated in return. Details are specified inthe HTTP
standard.

3.17.4.2Retrieve Document Response

3.17.4.2.1 Trigger Events

This message is triggered by the:
Retrieve Document Request.

3.17.4.2.2 Message Semantics

XDS Repositories are required to return the following values:

Response Code When to Return Support
200 - OK If the request isvalid and datais available. R
304 — Not Modified If the request isavalid conditional GET [see HTTP | O
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Rev. 2.0 Find Text Copyright © 2005: ACC/HIMSS/RSNA

2005-08-11




3095

IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

specification], and the document has not been
modified since the requested modification date.

400 — Bad Request

Py

If the request is not valid.

401 — Authorization Required | If the request requires authentication, and an @]

Authorization header is not present, or is not valid.
Used in conjunction with EUA.

403 — Forbidden

If access needs to be denied for reasons other than | R
authentication failure [e.g., because the request
comes from a Node that is not allowed access to

the document].

404 — Not Found If the request is syntactically valid, but the R
document cannot be located, or does not otherwise
exist [see RID].

410 — Gone If the request isvalid, and the document once O

existed, but is no longer available [e.g., the
document may have been removed at the patients
request].

5XX — Server Error

The server may return any error code beginning @)
with the digit 5 to indicate a server error.

3.17.4.2.2.1 Response Headers

The HTTP Protocol specifies a variety of response headers that provide more information about
the response. The use of these headers is described in the table below:

Response Header Repository | Comments
Support

Expires R Any valid value according to RFC2616, or O [c.f. RID
volume ]

Content-Encoding @] If the Document consumer requested encoding of the
response, and the repository is able to fulfill that request,
it must return the appropriate value in this header.

Content-Type R These headers correspond to the mimeType,
languageCode, and size attributes of the
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XDSDocumentEntry. Content-Type is required in the
response’. The other two are optional, but if present,
must be the same as the values provided to the registry.

Content-Language @)
Content-Length

Last-Modified R This header should correspond to the date the document
was first stored in the repository [if known], or the date
of document creation
[XDSDocumentEntry.creationTime].

WWW-Authenticate | O If the XDS Repository requires authentication and the
request did not contain valid credentials, this header must
be returned in the 401 response.

3.17.4.2.2.2 Security Requirements

Relevant security requirements are discussed in the Register Document transaction (see ITI TF-
1:3.14.4.1.2.14).

3100 3.17.4.2.3 Expected Actions

The Document Consumer now has the content of the document to process.

" Thisisto allow browser-based document consumers to activate the appropriate viewer based on the type of data
present, without requiring that information to be known in advance before the request is made.
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3.18Intentionally Left Blank (ITI-18)
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3.19 Authenticate Node

This section corresponds to Transaction 19 of the IHE ITI Technical Framework. Transaction 19
is used by the Secure Node actors

3.19.1 Scope

In the Authenticate Node transaction, the local Secure Node presents its identity to aremote
Secure Node, and authenticates the identity of the remote node. After this mutual authentication
other secure transactions may take place through this secure pipe between the two nodes.

In addition, the Secure Node authenticates the identity of the user who requests access to the
node. This user authentication is alocal operation that does not involve communication with a
remote node.

3.19.2 Use Case Roles

Secure Secure
Node Node User

Authenticate
Node

Actor: Secure Node

Role: Establish aprotocol specific trust relationship between two nodes in a network.
Establishes the identity of a user, and authorizes access to the patient data and applications at the
node.

Actor: User
Role: Someone who wants to have access to the data and applications available at the node.

3.19.3 Referenced Standards

DICOM 2003 PS 3.15:
Security Profiles. Annex B1: The Basic TLS Secure Transport Connection profile.
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IETF:. Transport Layer Security (TLS) 1.0 (RFC 2246)

ITU-T: Recommendation X.509 (03/00). “Information technology - Open Systems
Interconnection - The directory: Public-key and attribute certificate frameworks'

3.19.4 Interaction Diagram

Note: This diagram does not imply sequencing of Authentication Node and Local User
Authentication.

Local Remote
Secure Node Secure Node

Authenticate Node

Authenticate Node

]
[}

|:| Local User Authentication
I

3.19.5Trigger Events

The Local Secure Node garts the authentication process with the Remote Secure Node when
information exchange between the two nodes is requested. The first transaction shall be the
Authenticate Node transaction, and all other PHI transactions performed by IHE actors shall be
secure transactions. This authentication process is needed when a secure connection is
established.

The Basic Secure Node shall always apply the Authenticate Node process to every DICOM,
HTTP, or HL7 connection.

3.19.6 Message Semantics

3.19.6.1DICOM and HL7 Connections

The Local Secure Node usesthe TLS protocol to establish atrust relationship with the Remote
Secure Node. The configuration settings for the TLS protocol depends upon the messaging
standard that are used for the connection. HL7 and DICOM transactions are required to adhere
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to the specifications in this section.  All Secure Nodes shall be configurable for use on a
physically secured network or not on a physically secured network.

When configured for use on a physically secured network, the normal DICOM and HL7
connection mechanisms shall be used.

When configured for use not on a physically secured network implementations shall usethe TLS
protocol, and the following cyphersuite shall be supported:

TLS RSA_WITH_NULL_SHA

If the ATNA Encryption Option is implemented, the following cyphersuite shall also be
supported:

TLS RSA_WITH_AES 128 CBC_SHA.

The recommended "well-known port 2762" as specified by DICOM shall be used when the
Secure node is configured for use not on a physically secured network. When the secure node is
configured for use on a physically secured network, a different port number shall be used,
preferably the standard port 104. HL7 does not specify port numbers, but the port number used
when configured for use on a physically secured network shall be different than the port number
used when configured for use not on a physically secured network.

The Authenticate node transaction involves the exchange of certificates representing the
identities of the trusted nodes. Certificates shall use the X.509 standard.

The healthcare enterprise should define the maximum expiration time for certificatesin its
security policy. The IHE Technical Framework recommends a maximum expiration time of 2
years.

The Secure node shall provide means for installing of the required certificates, for example, via
removable media or network interchange. Implementation must support the configuration of a
list of authorized nodes (see ITI TF-2: Appendix A). Connections shall only be accepted from
the authorized nodes on the list and connections only attempted to nodes on the list.

If Secure Node is configured for physical security, then it shall use the non-TLS DICOM port
and protocol.

3.19.6.2HTTP Connections

3.19.6.2.1 Expected Actions

A trusted association will be established between the two nodes. This association will be used for
all further secure transactions between the IHE actors in two nodes.

The HTTP connection shall be made using a TLS connection in the same manner as HL7 and
DICOM TLS connections described above, although the port number shall be configurable.

Note: Most web browsers do not support the mutual authentication of both nodes by means of TLS. They usually
only support authentication of the server node by means of TLS, leaving the client node un-authenticated.
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SSL connections are similar in only authenticating the server node. This is not suitable for use in the
transfer of PHI. Secured HTTP communications will require the use of either browser extensions like
applets, modified browsers, or application software that uses mutually authenticating TLS connections.

If Secure Node is configured for physical security, then it shall use the normal HTTP protocol.

3.19.7 Local User Authentication

The Secure Node starts the authentication process with a User when the User wants to log on to
the node. The secure node shall not allow access to PHI to an operator who has not successfully
completed the local user authentication. Local user authentication is not an IHE specified
network transaction, although it may utilize a network system for user authentication.

Thisisalocal invocation of functions at the Secure Node. The identity of the User will be
established by the Secure Node actor based on methods such as.

Username with Password
Biometrics

Smart card

Magnetic Card

The User shall log in using his or her own unique individually assigned identity. |dentities must
be unique across the secure domain. A user may have more than one identity. The Secure Node
shall be configurable to maintain a list of authorized users for the Secure Node.

The rules for assignment of unique individual identities to usersis part of the Security Policy of
the healthcare enterprise. Development of these rules is outside the scope of the IHE Technical
Framework. The following examples list a few special cases related to user identification that
may occur in practice.

3.19.7.1Example: Team approach

When the operator is part of ateam performing a procedure, the other members of the team
involved in creating and accessing the data should be manually identified and recorded in the
procedure log (which may be paper or electronic), and it is assumed that all have accessed the
data even though they were not (and cannot be in most cases) actually logged on to the piece of
equipment.

During some procedures, it may be necessary for one operator to relieve the operator who has
already been authenticated by the system. It is recommended that the first operator log off and
that the system authenticate the new operator.

3.19.7.2Example: Access to locked exam room, no user logon on modality.

There may be situations where the acquisition modality has no user logon features, and access to
the equipment is controlled by controlling access to the examination room. In these situations an
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equipment-specific user 1D will be used, and access to the room should be recorded in the
procedure log (which may be paper or electronic).

3.19.7.3Example: Enterprise User Authentication

The healthcare enterprise may implement local user authentication using the Enterprise User
Authentication Profile (EUA). Thisimplementation may be mixed with other non-EUA access
to the secure domain, based upon each node' s internal use an EUA availability.
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3.20 Record Audit Event

This section corresponds to Transaction 20 of the IHE ITI Technical Framework. Transaction 20
isused by the all IHE actorsthat support the Audit Trail and Node Authentication Integration
Profile to communicate with the Audit Record Repository actors.

3.20.1 Scope

In the Record Audit Event transaction, the IHE actor creates an entry in the Audit Log at the
Audit Record Repository.

3.20.2 Use Case Roles

Any Audit Record
Application Repository
or
Actor /

Record
Audit Event

Application or Actor: Any actor or any other application that is grouped with the Secure Node
Actor.

Role: Create an audit record and transmit this record to the Audit Record Repository.
Actor: Audit Record Repository
Role: Receive an audit record from the Audit Record Creator and store this for audit purposes.

3.20.3 Referenced Standards

IETF: The BSD Syslog Protocol. (RFC 3164);
Reliable Delivery for Syslog (RFC 3195);

Security Audit and Access Accountability Message XML Data Definitions
for Healthcare Applications (RFC 3881).

DICOM: Supplement 95

ASTM: E2147-01 Standard Specification for Audit and Disclosure Logs for Usein
Health Information Systems.
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W3C: Recommendation: Extensible Markup Language (XML) 1.0

3.20.4 Interaction Diagram

Any IHE Audit Record
Actor or any PHI Repository
application
|
] ]
Record Audit
Event

3245 3.20.5 Record Audit Event

The Audit Record Repository shall accept the Audit Record message. The usage of the result by
the Audit Record Repository is beyond the scope of the IHE Technical Framework.

3.20.6 Trigger Events and Message semantics

An Audit Log isarecord of actions performed on data by users. Actions are queries, views,
3250 additions, deletions and changes. The IHE actor creates an Audit Record when an IHE
transaction-related event occurs or when a non-transaction event occurs.

IHE specifies that events defined in Table 3.20.6-1 shall be reportable by means of the IHE
Audit Trail. Radiology devices may also find that their subset of eventsis reportable by means
of the IHE Provisional Audit Message Format. Thisis not recommended other than as a strategy

3255  for managing the upgrade of products and systems to the DICOM Audit Message Standard with
IHE Extensions,

Table 3.20.6-1. Audit Record trigger events

Trigger Event Description Source Vocabulary
Actor-start-stop Startup and shutdown of any actor. Appliesto al actors. Is DICOM (Sup 95)
distinct from hardware powerup and shutdown. “Application Activity”
Audit-Log-Used The audit trail repository has been accessed or modified by DICOM (Sup 95) “Audit
something other than the arrival of audit trail messages. Log Used”
Begin-storing-instances Begin storing SOP Instances for a study. This may be amix DICOM (Sup 95) “Begin
of instances. Transferring DICOM
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Trigger Event

Description

Source Vocabulary

Instances’

Health-service-event

Health services scheduled and performed within an instance
or episode of care. Thisincludes scheduling, initiation,
updates or amendments, performing or completing the act,
and cancellation. See note bel ow.

IHE Extension (section
3.20.7.3) “Hedth Services
Provision Event”

Instances-deleted SOP Instances are deleted from a specific study. One event DICOM (Sup 95)
covers dl instances deleted for the particular study. “DICOM Instances
Accessed” or “DICOM
Study Deleted”
Instances-Stored Instances for a particular study have been stored on this DICOM (Sup 95)
system. One event covers all instances stored for the “DICOM Instances
particular study. Transferred”
Medication M edi cation orders and administration within an instance or IHE Extension (section

episode of care. Thisincludesinitia order,dispensing,
delivery, and cancellation.

See note below.

3.20.7.3) “Medication
Event”

M obile-machine-event

Mobile machinejoins or leaves secure domain.

DICOM (Sup 95)

“Network Entry”
Node-Authentication-failure A secure node authentication failure has occurred during DICOM (Sup 95)
TLS negotiation, e.g. invalid certificate. “Security Alert”

Order-record-event

Order record created, accessed, modified or deleted.
Involved actors: Order Placer. Thisincludesinitial order,
updates or amendments, delivery, completion, and
cancellation. See note below.

DICOM (Sup 95) “Order
Record”

Pati ent-care-assignment

Staffing or participant assignment actions relevant to the
assignment of heathcare professionals, caregivers attending
physician, residents, medical students, consultants, etc. toa
patient It asoincludes changein assigned role or
authorization, e.g., relative to hedthcare status change, and
de-assignment

IHE Extension (section
3.20.7.3) “Patient Care
Resource Assignment”

Pati ent-care-episode

Specific patient care episodes or problems that occur within
an ingtance of care. Thisincludes initial assignment, updates
or amendments, resol ution, completion, and cancel lation.
See note bel ow.

IHE Extension (section
3.20.7.3) “Patient Care
Episode’

Pati ent-care-protocol

Patient association with a care protocol. Thisincludesinitia
assignment, scheduling, updates or amendments,
completion, and cancellation. See note bel ow.

IHE Extension (section
3.209.7.3) “Patient Care
Protocol”

Patient-record-event

Patient record created, modified, or accessed.

DICOM (Sup 95) “Patient
Record”

PHI-export Any export of PHI on media, either removable physical DICOM (Sup 95)
media such as CD-ROM or electronic transfer of files such “Export”
asemail. Any printing activity, paper or film, local or
remote, that prints PHI.

PHI-import Any import of PHI on media, either removable physical DICOM (Sup 95)

media such as CD-ROM or electronic transfers of files such
asemail.

“Import”

Procedure-record-event

Procedure record created, modified, accessed or deleted.

DICOM (Sup 95)
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Trigger Event Description Source Vocabulary
“Procedure Record”
Query Information A query has been received, either as part of an IHE DICOM (Sup 95) “Query”
transaction, or as part other products functions. For
example:

1. Modality Worklist Query
2. Instance or Image Availability Query

Security Administration Administrative actions create, modify, delete, query, and DICOM (Sup 95)
display the following: “Security Alert”

1. Security attributes for data sets, data groups, or classes
plustheir atomic data € ements or attributes.

2. Security attributes and auditable events for the
application functions used for patient management,
clinica processes, registry of business objects and
methods, program creation and maintenance, etc.

3. Security domains according to various organizational
categories such as entity-wide, institutional,
departmental, etc.

4.  Security categories or groupings for functions and data
such as patient management, nursing, clinical, etc.

5. The allowable access permissions associated with
functions and data, such as create, read, update, delete,
and execution of specific functiona units or object
access or manipulation methods.

6.  Security roles according to various task-grouping
categories such as security administration, admissions
desk, nurses, physicians, clinica specidigs, etc. It aso
includes the association of permissions with roles for
role-based access control.

7. User accounts. Thisincludes assigning or changing
password or other authentication data. It also includes
the association of roles with users for role-based access
control, or permissions with users for user-based access
control.

8.  Unauthorized user attempt to use security
administration functions.

9. Audit enabling and disabling.

10. User authenticaton, authentication failure,
authenti cation revocation, or signoff.

11. Configuration and other changes, e.g., software
updates, that affect any software that processes
protected information. Hardware changes may also be
reported in this event.

Security administration events should always be audited.

Study-Object-Event Study is created, modified, accessed, or deleted. Thisreports DICOM (Sup 95)
on addition of new instancesto existing studies aswell as “DICOM Instances
creation of new studies. Accessed”
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Trigger Event Description Source Vocabulary

Study-used SOP Instances from a specific study are created, modified or DICOM (Sup 95)
accessed. One event covers all instances used for the “DICOM Instances
particular study. Accessed”

Note: The IHE extension has reduced the scope of many of the IETF events to remove phrases like “checking for
clinical contra-indications”. This is done to highlight that the events should be reported are those that are
related to the access, use, creation, and distribution of PHI. This audit log is not intended to be a general
purpose monitoring system to track all kinds of medical activity. As a result, many clinically significant
events will not be separately reported.

3.20.6.1 Audit Record Transportation

This profile defines two transport mechanisms for the audit messages:

1. Transport utilizing the Reliable Syslog protocol in “cooked” mode as defined in RFC-
3195.

2. Transport utilizing the BSD Syslog protocol defined in RFC-3164.

The Audit repository shall support both transport mechanisms for the receipt of messages.
Individual IHE Actors may choose to utilize either of the two transport mechanisms, unless they
also comply with another Profile that further restrictsthe use. IHE recommends the use of
reliable syslog because it deals with issues such as delivery confirmation, message loss
prevention, and message truncation prevention.

The Reliable Syslog protocol specifies the use of local cache and storage. Messages are
preserved locally until they are confirmed to have been successfully stored at the recipient. After
delivery they may be removed at the convenience of the local machine and local functions.

3.20.6.2 Audit Record format

The IHE defines several audit record formats, and future profiles may define more message
formats. AnIHE actor shall utilize one or more of these audit record formats. All audit record
formats utilize XML encoding and are defined by XML schema.

The present list of audit record schema are:

5. ThelHE Audit Trail format. Thisisaschema based on the standards developed and
issued by the IETF, HL7, and DICOM organizations to meet the medical auditing needs
as specified by ASTM.

4. |HE Provisional Audit Record format, defined below. Thiswas previously defined as
part of the IHE Radiology technical framework. Itsuse is deprecated, thisimplies that
no extensions will be made and new applications should use the new IHE Audit Trall
format.
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3.20.6.3 Audit Message Transports

The IHE actor will create the Audit Record and transmit this to the Audit Record Repository as
soon as possible. When for some reason the Audit Record repository is not available, the IHE
actor shall store the Audit Record in alocal buffer until the Audit Record Repository is available
again. The local Audit Record at the IHE actor may be deleted when this record has been
transmitted to the Audit Record Repository.

Note: The Reliable Syslog protocol has explicit support for management of occasionally
connected and mobile devices.

3.20.6.3.1 Reliable Syslog

The Reliable Syslog “cooked” mode defined in RFC-3195 shall be used to transport the audit
messages. The schema used for the messages shall be identified as part of the “cooked”
connection establishment.

3.20.6.3.2 BSD Syslog

The BSD syslog is appropriate in some situations, it was defined in the IHE Rad Technical
Framework, and it iswidely used legacy protocol. The XML messages are permitted to violate
the BSD limitations in the following ways:

The syslog port number shall be configurable, with the BSD port number (514) as the default.

Messages are limited in length to 32768 bytes. Note that the underlying transport might not
accept messages longer than 1024. They may be truncated. The Audit Repository must be
prepared for arbitrary truncation of messages. The IHE Provisional schema uses shortened
names to reduce the size of messages, but some may exceed 1024 bytes. When these are
truncated the resulting XML will be incorrect and will need to be corrected by the Audit
Repository to close the truncated portions of the message.

The XML may contain Unicode characters that are encoded using the UTF-8 encoding rules.
UTF-8 avoids utilizing the control charactersthat are mandated by the syslog protocol, but it
may appear to be gibberish to a system that is not prepared for UTF-8. Audit repositories
must accept UTF-8 encodings and store them without damage, e.g. preserve all 8 bits.

3.20.7 Audit Message Formats

3.20.7.1 RFC-3881 format

A common XML schema was defined based upon joint work by IHE, HL7, DICOM, ASTM E31,
and the Joint NEMA/COCIR/JIRA Security and Privacy Committee. The IHE IT Infrastructure
technical framework prefers use of this schema for audit records generated by all IHE actors.

The schema can be found at:

http://ww. xm . org/xm /schema/ 7f 0d86bd/ heal t hcare-security-
audi t . xsd
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3325 TheDICOM Standard, Supplement 95 Audit Trail Messages provides vocabulary and further
specification of the use of these schema elements for events that may occur in the context of
DICOM equipment. IHE has evaluated this and determined that it is more broadly applicable,
and extended it for more general healthcare use.

3330  For reference, the schema elements are diagrammed below. The diagrams are read from left to
right: elements to the right are part of the lefthandside element.

HetworkEntry ——— :I—IEMachineAction
—I E]_( | Required single element. A NetworkEntry element
consists of exactly one MachineAction element.

Optional single element. A NetworkEntry element
3335 consists of zero or one MachineAction element.

'!‘_r -
0. Qptional multiple elements. A NetworkEntry
element consists of zero or any number of MachineAction elements.

B ' | |
Sdlections of one out of several elements. A user consists
either of aLocalUser element or of a RemoteNode element.

-I InstancesStored
3340 Compound element: The “+” in an element box means that the element

consists of further elements. If these expansion elements have not occurred up to this point in the
document, can be expected to follow below in the document.

element AuditMessage

diaar
adram Eventldentification
ActiveParticipant
1.
AuditMessage [%]—(—-H— ©
AuditSourceldentification
1.m
L4 ParticipantObjectidentification [
'''''''''''''''''''''''''''''''''''''''''''''''''''''''' '\'? -
0.
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3345
element AuditMessage/Eventldentification
diagram
element AuditMessage/ActiveParticipant
diagram =/ — — — —
| ActiveParticipant Type _|
ActiveParticipant [{]-|—--—E|- - RolelDCode |
""" ! r_'_'_-_-_'_'_'_-_'_':.:}-_' |
| 0.
T —
3350 - element AuditMessage/AuditSourceldentification

diagram [~ — — — —

AuditSour celdentification $—(*E— 4 Ail_tlrts_&un-:-;Ty]]-eC-;;Ie _- |

element AuditMessage/ParticipantObjectldentification

diagram T T T T T T T T e e e e oy
l_Pmti-:i|mnt{rhie-:tldentifi-:nti-:rnT_'-.-'pe

ParticpamtOhjectiDTypeCode

_____

| |

|

| SRR

| LT -E=Partit:i|1ant0hjecﬂlame ; |

ParticipantObjectldentification E]T(_"'_ R |
|

|

|

| t-4 ParticpantObjectDetail
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3.20.7.2DICOM Audit Trail

A Secure Node actor shall be able to detect events that are defined by the DICOM standard in
Supplement 95, and generate Record Audit Event transactions that conform to the DICOM
standard when these events take place.

The DICOM Standard provides a schema for the basic messages and states that extensions are
valid. This profile does not regtrict private extensions that comply with the W3C XML encoding
rules for the use of schemas, namespaces, etc.

3.20.7.3IHE Audit Trail

The DICOM standard does not address all the kinds of security and privacy eventsthat can take
place in the healthcare environment. The following additional events are defined by IHE for use
in healthcare. Secure nodes shall use these events when the DICOM standard events do not

apply.
The notation used in these tables is that used in the DICOM standard. The messages shall be
encoded as instances based on the RFC-3881 schema. This profile does not redtrict private

extensions to the RFC-3881 schema that comply with the W3C XML encoding rules for the use
of schemas, namespaces, €tc.
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3370 3.20.7.3.1 Health Services Provision Event
This message may be generated whenever health services are scheduled and performed within an
instance or episode of care. These include scheduling, initiation, updates or amendments,
performing or completing an act, and cancellation.
Field Name Opt. Value Constraints
Event Event ID M EV (IHEOO0O01, IHE, “Health Services Provision Event”)
EV:
“C’ (create)
Event Action Code M “R” (read)
“U” (update)
“D" (delete)
EventDateTime M not specialized
EventOutcomel ndi cator M not specialized
EventTypeCode U not specialized
User (1..n) User ID M The identity of the persons Or processes mani pul ating the data
All that are known shall be included.
UserName U not specialized
User| sRequestor U not specialized
Rolel DCode U not specialized
Patients (1) Participant Object Type Code M EV 1 (person)
Ez;rltei cipant Object Type Code M EV 1 (patient)
Eir(;iecipant Object ID Type M EV 2 (patient ID)
Participant Object ID M The patient ID
Participant Object Name U The patient name
Participant Object Detail U Description of the event
3375 Incaseswherethere is an event that applies to more than one patient, there shall be a separate

audit message for each patient.

3.20.7.3.2 Medication Event

This message may be generated whenever there are medication orders or administration within
an instance or episode of care. These include initial order, dispensing, delivery, and cancellation.
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Field Name Opt. Value Constraints
Event Event ID M | EV (IHEO002, IHE, “Medication Event”)
EV:
“C" (create)
Event Action Code M “R” (read)
“U” (update)
“D” (delete)
EventDateTime M not specialized
EventOutcomel ndicator M not specialized
EventTypeCode U not specialized
User (1..n) User ID M The identity of the persons Or processes mani pul ating the data
All that are known shall be included.
UserName U not specialized
User| sRequestor U not specialized
Rolel DCode U not specialized
Patients (1) Participant Object Type Code M EV 1 (person)
Participant Object Type Code M EV 1 (patient)
Role
Eir(;iecipant Object ID Type M EV 2 (patient ID)
Participant Object ID M The patient ID
Participant Object Name U The patient name
Participant Object Detail U Description of the event

In cases where there is an event that applies to more than one patient, there shall be a separate
audit message for each patient.

3.20.7.3.3

Patient Care Resource Assignment Event

This message may be generated whenever there are staffing or participant assignment actions
relevant to the assignment of healthcare professionals, caregivers, attending physician, residents,
medical students, consultants, etc. to a patient. It isalso generated as aresult of achange in
assigned role or authorization, e.g., relative to healthcare status change, and de-assignment.
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Field Name Opt. Value Constraints
Event Event ID M EV (IHEOOQ3, IHE, “Patient Care Resource Assignment”)
EV:
“C" (create)
Event Action Code M “R” (read)
“U” (update)
“D” (delete)
EventDateTime M not specialized
EventOutcomel ndicator M not specialized
EventTypeCode U not specialized
User (1..n) User ID M The identity of the persons Or processes mani pul ating the data
All that are known shall be included.
UserName U not specialized
User| sRequestor U not specialized
Rolel DCode U not specialized
Patients (1) Participant Object Type Code M EV 1 (person)
Ez;rltei cipant Object Type Code M EV 1 (patient)
Eir(;iecipant Object ID Type M EV 2 (patient ID)
Participant Object ID M The patient ID
Participant Object Name U The patient name
Participant Object Detail U Description of the event

In cases where there is an event that applies to more than one patient, there shall be a separate
audit message for each patient.

3.20.7.3.4  Patient Care Episode Event

This message may be generated whenever there are specific patient care episodes or problems
that occur within an instance of care. These include initial assignment, updates or amendments,
resolution, completion, and cancellation.
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Field Name Opt. Value Constraints
Event Event ID M EV (IHE0004, IHE, “Patient Care Episode”)
EV:
“C" (create)
Event Action Code M “R” (read)
“U” (update)
“D” (delete)
EventDateTime M not specialized
EventOutcomel ndicator M not specialized
EventTypeCode U not specialized
User (1..n) User ID M The identity of the persons Or processes mani pul ating the data
All that are known shall be included.
UserName U not specialized
User| sRequestor U not specialized
Rolel DCode U not specialized
Patients (1) Participant Object Type Code M EV 1 (person)
Participant Object Type Code M EV 1 (patient)
Role
Eir(;iecipant Object ID Type M EV 2 (patient ID)
Participant Object ID M The patient ID
Participant Object Name U The patient name
Participant Object Detail U Description of the event

3400

audit message for each patient.

3.20.7.3.5

Patient Care Protocol Event

In cases where there is an event that applies to more than one patient, there shall be a separate

This message may be generated whenever there is a patient association with a care protocol.
These include initial assignment, scheduling, updates or amendments, completion, and

3405 cancellation.
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Field Name Opt. Value Constraints
Event Event ID M EV (IHEOOQS5, IHE, “Patient Care Protocol”)
EV:
“C" (create)
Event Action Code M “R” (read)
“U” (update)
“D” (delete)
EventDateTime M not specialized
EventOutcomel ndicator M not specialized
EventTypeCode U not specialized
User (1..n) User ID M The identity of the persons Or processes mani pul ating the data
All that are known shall be included.
UserName U not specialized
User| sRequestor U not specialized
Rolel DCode U not specialized
Patients (1) Participant Object Type Code M EV 1 (person)
Participant Object Type Code M EV 1 (patient)
Role
Eir(;iecipant Object ID Type M EV 2 (patient ID)
Participant Object ID M The patient ID
Participant Object Name U The patient name
Participant Object Detail U Description of the event

In cases where there is an event that applies to more than one patient, there shall be a separate
audit message for each patient.

3.20.7.40Other event reports

Eventsthat do not correspond to DICOM events or IHE Extension events can be reported. They
shall comply with RFC-3881.

3.20.7.5Controlled Terminology for IHE Extensions

This profile defines the following controlled terminology for use in the IHE extensions.
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3415 Context ID cccl
Audit Event ID
Type: Extensible Version: 2004xxxx
Coding Coding Code Value Code Meaning
Scheme Scheme
Designator Version
IHE IHEO001 Health Services Provision Event
IHE IHE0002 Medication Event
IHE IHEO003 Patient Care ResourceAssignment
IHE IHEOOO4 Patient Care Episode
IHE IHE0005 Patient Care Protocol
3420 IHE Code Definitions (Coding Scheme Designator “IHE” Coding Scheme Version “2004")
Code Code Meaning Definition Notes
Value

IHEO001 Health Services Provision Health services scheduled and performed
Event within an instance or episode of care. This
includes scheduling, initiation, updates or
amendments, performing or completing
the act, and cancellation.

IHEOQ002 M edication Event M edication orders and administration
within an instance or episode of care. This
includesinitial order,dispensing, delivery,
and cancellation.

IHEO003 Patient Care Resource Staffing or participant assignment actions
Assignment relevant to the assignment of hedthcare

professionals, caregivers attending
physician, residents, medical students,
consultants, etc. to apatient It also
includes change in assigned role or
authorization, e.g., relative to hedthcare
status change, and de-assignment

IHEO004 Patient Care Episode Specific patient care episodes or problems
that occur within an instance of care. This
includesinitial assignment, updates or
amendments, resol ution, completion, and
cancellation.

IHEO005 Patient Care Pratocol Patient association with a care protocol.
Thisincludes initial assignment,
scheduling, updates or amendments,
completion, and cancellation.
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3.20.7.6 IHE Provisional Audit Message Form

A provisional XML Schema was defined for the contents of the audit records generated by the
IHE actors in the deprecated Basic Security Integration Profile as part of the IHE Radiology
domain. The ATNA profile includes this schema as an alternative format for audit messages. It
is less flexible than the IHE Audit Trail format, and is no longer the recommended format for
IHE use. The preferred format isthe IHE Audit Trail format with extensions that is described
above.

However, the IHE Provisional Audit Message format is suitable for many diagnostic equipment
settings and can be transformed into an equivalent IHE Audit Trail format. It isalso installed
and in use at many locations. So the IHE Provisional Audit Message format is part of the IHE IT
profile. Thetransition from its format to the IHE Audit Trail format is encouraged to reduce the
burden on Audit Repositories which may result from processing this alternative formeat.

A provisional XML Schema has been defined for the contents of the audit records generated by
the IHE actors in the Basic Security Integration Profile from the radiology technical framework.
The audit records are used to generate an audit record log for activities related to protected health
information.

The IHE Provisional Audit Message Schema is described in ITI TF-2: Appendix F.
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3.21 Patient Demographics Query

This section corresponds to Transaction I T1-21 of the IHE Technical Framework. Transaction
ITI-21 is used by the Patient Demographics Consumer and Patient Demographics Supplier actors.

3.21.1 Scope

This transaction involves a request by the Patient Demographics Consumer Actor for information
about patients whose demographic data match data provided in the query message. The request
isreceived by the Patient Demographics Supplier Actor. The Patient Demographics Supplier
Actor immediately processes the request and returns a response in the form of demographic
information for matching patients.

3.21.2 Use Case Roles

Patient Patient
Demographics Demographics
Consumer Supplier

Patient
Demographics

Query

Actor: Patient Demographics Consumer

Role: Requestsalist of patients matching a minimal set of demographic criteria (e.g., ID or
partial name) from the Patient Demographics Supplier. Populates its attributes with
demographic information received from the Patient Demographics Supplier.

Actor: Patient Demographics Supplier

Role: Returns demographic information for all patients matching the demographic criteria
provided by the Patient Demographics Consumer.

3.21.3 Referenced Standards

HL7: Version 2.5, Chapter 2 — Control
Version 2.5, Chapter 3 — Patient Administration
Version 2.5, Chapter 5 — Query
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3.21.4 Interaction Diagram

Patient Patient
Demographics Demographics
Consumer Supplier

i Patient Demographics
Query: QBP"Q22

Patient Demographics
Response: RSPMK 22

3.21.4.1 Patient Demographics Query

3.21.4.1.1 Trigger Events

A Patient Demographics Consumer’ s need to select a patient based on demographic information
about patients whose information matches a minimal set of known data will trigger the Patient
Demographics Query based on the following HL7 trigger event:

Q22 — Find Candidates

3.21.4.1.2 Message Semantics

The Patient Demographics Query is conducted by the HL7 QBP*Q22 message. The Patient
Demographics Consumer actor shall generate the query message whenever it needs to select
fromalist of patients whose information matches a minimal set of demographic data. The
segments of the message listed below are required, and their detailed descriptions are provided in
the following subsections.

Table 3.21-1 QBP Query by Parameter

QBP Query by Parameter Chapter in HL7 2.5
MSH M essage Header 2

QPD Query Parameter Definition 5

RCP Response Control Parameter 5

The receiver shall respond to the query by sending the RSP*K22 message. This satisfiesthe
requirements of original mode acknowledgment; no intermediate ACK message is to be sent.
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3.21.4.1.2.1 3.21.4.1.2.1 MSH Segment

The MSH segment shall be constructed as defined in the “Message Control” section (ITI TF-2:
Appendix C.1.2).

The Patient Demographics Query is always targeted at a single source of patient demographic
information (referred to in this Transaction as the patient information source). When more than
one patient information source is available, Field MSH-5-Receiving Application specifies the
patient information source that this query istargeting. The Patient Demographics Supplier shall
return this value in MSH-3-Sending Application of the ACK message and of the RSP*K22
response. Notethat, in a multi-domain environment, the patient information source identified by
MSH-5 may or may not be associated with any of the Patient ID Domains listed in QPD-8-What
Domains Returned.

A list shall be published of all Receiving Applications that the Patient Demographics Supplier
supports, for the Patient Demographics Consumer to choose from. Each query is processed
against patient demographic information associated with one and only one Patient ID Domain.

Field MSH-9-Message Type shall have at least two components. The first component shall have
avalue of QBP; the second component shall have a value of Q22. The third component is
optional; however, if present, it shall have avalue of QBP_Q?21.

3.21.41.2.2 3.21.4.1.2.2 QPD Segment

The Patient Demographics Consumer Actor shall send attributes within the QPD segment as
described in Table 3.21-2.

Table 3.21-2. IHE Profile - QPD segment
SEQ |LEN | DT | OPT | TBL# | ITEM#| ELEMENT NAME

1 250 |CE |R 0471 | 01375 | Message Query Name

2 32 ST | R+ 00696 | Query Tag

3 QPR Demographics Fields

8 CX |O What Domains Returned

Adapted from the HL7 standard, version 2.5

3.21.4.1.2.2.1 3.21.4.1.2.2.1 Populating QPD-3-Demographics Fields

Field QPD-3-Demographics Fields consists of one or more repetitions, each of which contains
two components that together contain the name and value of a distinct parameter to the query.
Acceptable segments are PID and PD1.

The first component of each parameter contains the name of an HL7 element in the form
@<seg>.<field no>.<component no>.<subcomponent no>
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The above format is populated according to common HL7 usage for specifying elements used in
guery parameters, as follows:

<seg> represents a 3-character segment 1D from the HL7 Standard.

<field no> is the number of afield within the ssgment as shown in the SEQ column of the
segment attribute table for the segment selected.

<component no>, for fields whose data types contain multiple components, shall contain the
cardinal number of the component being valued. For fields whose data types do not contain
multiple components, <component no> shall not be valued and its preceding period shall not
appear.

<subcomponent no>, for components whose data types contain multiple subcomponents, shall
contain the cardinal number of the subcomponent being valued. For components whose data
types do not contain multiple subcomponents, <subcomponent no> shall not be valued and its
preceding period shall not appear.

The second subcomponent of each parameter contains the value that isto be matched. If it is
desired to constrain the quality of a match within the bounds of an algorithm known to the
Supplier, the algorithm and constraint values may be specified in Fields QPD-4 through QPD-7.

At aminimum, the Patient Demographics Consumer may specify, and the Patient Demographics
Supplier shall support, the fields in the following table.
Table 3.21-3. PDQ Profile — QPD-3 fields required to be supported

FLD | ELEMENT NAME
PID.3 | Patient Identifier List
PID.5 | Patient Name
PID.7 | Date/Time of Birth
PID.8 | Administrative Sex
PID.11 | Patient Address
PID.18 | Patient Account Number

An example of parameter expressions in QPD-3:

@PID.5.1"SMITH~@PID.8"F

requests al patients whose family name (first component of PID-5-Patient Name) matches the
value SMITH and whose sex (PID-8-Sex) matches the value ‘female’.
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3.21.41.2.2.2 3.21.41.2.2.1 Populating QPD-8-What Domains Returned

Asis specified in the discussion of the Find Candidates (Q22) Query in Chapter 3 of the HL7
Standard, field QPD-8 restricts the set of domains for which identifiers are returned in PID-3:

In a multiple-domain environment, QPD-8 may be used to identify one or more domains of
interest to the Patient Demographics Consumer and from which the Consumer wishes to obtain a
value for PID-3-Patient Identifier. Notethat the patient information source designated by M SH-
5 may or may not be associated with any of the Patient ID Domains listed in QPD-8-What
Domains Returned.

In a single-domain environment, QPD-8 may be ignored by the Patient Demographics Supplier.
The Supplier shall always return both identifiers from the Patient ID Domain associated with the
patient information source designated by MSH-5-Receiving Application.

Within field QPD-8, only component 4 (Assigning Authority) shall be valued.

The Patient Demographics Supplier may or may not be able to supply additional identifiers from
the domains specified in QPD-8. A discussion of how QPD-8 is processed isincluded in the
architectural discussion in the “Using Patient Data Query (PDQ) in a Multi-Domain
Environment” section (ITI TF-2: Appendix M).

3.21.4.1.2.3 3.21.4.1.2.3 RCP Segment

The Patient Demographics Consumer Actor shall send attributes within the RCP segment as
described in Table 3.21-5. Fields not listed are optional and may be ignored.

Table 3.21-5. IHE Profile - RCP segment
SEQ |LEN | DT | OPT | TBL# | ITEM#| ELEMENT NAME
1 1 ID |R 0091 | 00027 | Query Priority
2 10 CQ|O 0126 | 00031 | Quantity Limited Request

Adapted from the HL7 standard, version 2.5

3.21.41.23.1 3.21.41.23.1 Populating RCP-1-Query Priority

Field RCP-1-Query Priority shall always contain |, signifying that the response to the query isto
be returned in Immediate mode.

3.21.4.1.2.3.2 3.21.4.1.2.3.2 Populating RCP-2-Quantity Limited Request

The Patient Demographics Consumer Actor may request that responses to the query be sent,
using the HL7 Continuation Protocol, in increments of a specified number of patient records. (In
the context of the HL7 query, a patient record is defined as the PID segment and any segments
accompanying it for each patient.) It is desirable to request an incremental response if the query
could result in hundreds or thousands of matches or “hits.”

191

Rev. 2.0 Final Text Copyright © 2005: ACC/HIMSSRSNA
2005-08-11



3565

3570

3575

3580

3585

3590

IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

The Patient Demographics Supplier Actor shall support the HL7 Continuation Protocol.

Field RCP-2 is of data type CQ, which contains two components. The first component contains
the number of increments, while the second component contains the kind of increment, always
RD to signify that incremental replies are specified in terms of records.

For example, 50”"RD requests 50 records a atime.

See the “Incremental Response Processing” section (ITI TF-2: 3.21.4.1.3.3) and the “Expected
Actions’ section of the Patient Demographics Query Response message (1Tl TF-2: 3.21.4.2.3)
for more information on the implementation of the continuation protocol.

3.21.4.1.3 Expected Actions

3.21.4.1.3.1 3.21.4.1.3.1 Immediate Acknowledgement

The Patient Demographics Supplier shall immediately return an RSP K22 response message as
specified below in Section 3.21.4.2, “Patient Demographics Response.” The RSP*K22 response
message incorporates original mode application acknowledgment as specified in the
“Acknowledgment Modes® section (ITI TF-2: C.1.3). The Supplier shall use MSH-3-Sending
Application of the RSP*K22 to return the value it received from the Patient Demographics
Consumer in Field MSH-5-Receiving Application of the QBP*Q22 message.

3.21.4.1.3.2 3.21.4.1.3.2 Query Parameter Processing

The Patient Demographics Supplier Actor shall be capable of accepting, searching on, and
responding with attributes in the QPD segment as specified in Table 3.21-2.

The Patient Demographics Supplier Actor must be capable of receiving all valid combinations of
subcomponents that make up the Assigning Authority component (i.e., al valid combinations of
QPD-3.8).

Handling of phonetic issues, alternate spellings, upper and lower case, wildcards, accented
characters, etc., if deemed appropriate, is to be supported by the Patient Demographics Supplier
rather than by the Patient Demographics Consumer. The Supplier shall return at least all exact
matches to the query parameters sent by the Consumer; IHE does not further specify matching
requirements.

3.21.4.1.3.3 3.21.4.1.3.3 Incremental Response Processing

The Patient Demographics Supplier Actor shall be capable of accepting and processing attributes
inthe RCP segment as listed in Table 3.21-5. In particular, the Patient Demographics Supplier
Actor shall respond in immediate mode (as specified by a RCP-1-Query Priority value of 1).
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Also, the Patient Demographics Supplier Actor shall be able to interpret RCP-2-Quantity Limited
Request to return successive responses of partial lists of records according to the HL7
Continuation Protocol, as described in Section 3.21.4.2 below and in the HL7 Standard.

3.21.4.2 Patient Demographics Response

3.21.4.2.1 Trigger Events

The Patient Demographics Supplier’ s response to the Find Candidates message shall be the
following message:

K22 — Find Candidates response

3.21.4.2.2 Message Semantics

The Patient Demographics Response is conducted by the RSP*K22 message. The Patient
Demographics Supplier Actor shall generate this message in direct response to the QBPQ22
message previously received. This message satisfies the Application Level, Original Mode
Acknowledgement for the HL7 QBP"Q22 message.

The segments of the message listed without enclosing square brackets in the Table below are
required. Detailed descriptions of all segments listed in the table below are provided in the
following subsections. Other segments of the message are optional.

Table 3.21-6 RSP Segment Pattern Response

RSP Segment Pattern Response | Chapterin HL7 2.5

MSH M essage Header 2
MSA M essage Acknowledgement 2
[{ERR} ] Error 2
QAK Query Acknowledgement 5
QPD Query Parameter Definition 5
[{ PID Patient Identification 3

[PD1]

[QRIT}] Query Response Instance 5
[DSC] Continuation Pointer 2
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3.21.4.2.2.1 3.21.4.2.2.1 MSH Segment

The MSH segment shall be constructed as defined in the “Message Control” section (ITI TF-2:
C.1.2).

Field MSH-3-Sending Application specifies the patient information source that processed the
guery. The Patient Demographics Supplier shall use Field MSH-3-Sending Application of the
RSP'K22 message to return the value it received from the Patient Demographics Consumer in
Field MSH-5-Receiving Application of the QBP*Q22 message.

Field MSH-9-Message Type shall have at least two components. The first component shall have
avalue of RSP; the second component shall have a value of K22. The third component is
optional; however, if present, it shall have a value of RSP_K 22.

3.21.4.22.2 3.21.4.2.2.2 MSA Segment

The Patient Demographics Supplier Actor is not required to send any attributes within the MSA
segment beyond what is specified in the HL7 standard. See the “Acknowledgment Modes’
section (ITI TF-2: C.1.3) for the list of all required and optional fields within the MSA segment.

3.21.4.2.2.3 3.21.4.2.2.3 QAK Segment

The Patient Demographics Supplier Actor shall send attributes within the QAK segment as
defined in table 3.21-7. For the details on filling in QAK-2 (Query Response Status) refer to the
“Patient Demographics Supplier Actor Query Response Behavior” section (ITI TF-2:
3.21.4.2.2.8).

Table 3.21-7. PDQ Profile - QAK segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
32 ST R 00696 Query Tag
2 ID R+ 0208 00708 Query Response Status

Adapted from the HL7 standard, version 2.5

3.21.42.2.4 3.21.4.2.2.4 QPD Segment

The Patient Demographics Supplier Actor shall echo the QPD Segment value that was sent in the
QBP*Q22 message.

3.21.4.225 3.21.4.2.2.5 PID Segment

The Patient Demographics Supplier Actor shall return one PID segment group (i.e., one PID
segment plus any segments associated with it in the message syntax shown in Table 3.21-5) for
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each matching patient record found. The Supplier shall return the attributes within the PID
segment as specified in Table 3.21-8. In addition, the Patient Demographics Supplier Actor shall
return all other attributes within the PID segment for which it is able to supply values.

Table 3.21-8. PDQ Profile - PID segment

SEQ|LEN| DT |OPT | TBL# |ITEM#| ELEMENT NAME
3| 250(CX |R 00106 | Patient Identifier List
250 | XPN | R 00108 | Patient Name
26|TS |R2 00110 | Date/Time of Birth

1]1S R2 0001 | 00111 | Administrative Sex
11| 250 | XAD | R2 00114 | Patient Address
18| 250 CX |R2 00121 | Patient Account Number

Adapted from the HL7 standard, version 2.5

The Patient Demographics Supplier may or may not be able to supply additional identifiers from
the domains specified in QPD-8. Inability to supply an identifier in a particular domain is not an
error, provided that the domain is recognized.

The PID segment and its associated PD1 and QRI segments are returned only when the Patient
Demographics Supplier Actor is able to associate the search information in QPD-3 with one or
more patient records in the patient information source associated with MSH-5-Receiving
Application. See the “Patient Demographics Supplier Actor Query Response Behavior” section
(ITI TF-2: 3.21.4.2.2.8) for adetailed description of how the Patient Demographics Supplier
Actor respondsto the query request under various circumstances.

3.21.4.2.2.6 3.21.4.2.2.6 QRI Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID Segment, it
may optionally return the QRI (Query Response Instance) segment, but is not required to do so.
Refer to the HL7 Standard, Version 2.5, Chapter 5, Section 5.5.5, for more information.

3.21.4.2.2.7 3.21.4.2.2.7 DSC Segment

If a number of recordsis specified in RCP-2-Quantity Limited Request, the Patient
Demographics Supplier Actor shall return an incremental response of that number of records
when the number of matching records it finds exceeds the number of records specified in RCP-2.

Aslong as the Patient Demographics Supplier Actor has records to return in addition to those
returned in the incremental response, the Supplier shall return aDSC Segment. The single field
of the DSC Segment shall contain a unique alphanumeric value (the Continuation Pointer) that
the Patient Demographics Consumer may return in the MSH segment of its acknowledgement of
the RSP"K 22 message to request the next increment of responses. The Supplier shall return
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increments as many times as the Consumer requests them (and there are increments to return),
and shall stop when the Consumer returns an acknowledgement that does not request additional
increments (or when there are no more increments to return).

3.21.4.2.2.8 3.21.4.2.2.8 Patient Demographics Supplier Actor Query Response
Behavior

The Patient Demographics Supplier shall perform the matching of patient data based on the
guery parameter values it receives. The information provided by the Patient Demographics
Supplier Actor to Patient Demographics Consumer Actorsisalist of possible matching patients
from the patient information source associated with the value that the Consumer sent in MSH-5-
Receiving Application of the query message.

If domains are specified in QPD-8-What Domains Returned and are recognized by the Patient
Demographics Supplier, the response will also, for each patient, contain any Patient 1D values
found in the specified domains.

The mechanics of the matching algorithms used are internal to the Patient Demographics
Supplier Actor and are outside of the scope of this framework.

The Patient Demographics Supplier Actor shall respond to the query request as described by the
following 3 cases:

Case 1: The Patient Demographics Supplier Actor finds (in the patient information source
associated with MSH-5-Receiving Application) at least one patient record matching the criteria
sent in QPD-3-Demographics Fields. No patient identifier domains are requested in QPD-8-
What Domains Returned.

AA (application accept) isreturned in MSA-1.
OK (datafound, no errors) isreturned in QAK-2.

One PID segment group (i.e., one PID segment plus any segments associated with it in the
message syntax shown in Table 3.21-5) is returned from the patient information source for each
patient record found. If the Patient Demographics Supplier Actor returns data for multiple
patients, it shall return these data in successive occurrences of the PID segment group.

Within each PID segment, field PID-3-Patient Identifier List contains one or more identifiers
from the Patient ID Domain associated with the patient data source identified by MSH-5-
Receiving Facility.

If an incremental number of recordsis specified in RCP-2-Quantity Limited Request, and the
number of records to be sent exceeds that incremental number, the Supplier returns only the
incremental number of records, followed by a DSC segment containing a uniquely valued
Continuation Pointer.
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Case 2: The Patient Demographics Supplier Actor finds (in the patient information source
associated with MSH-5-Receiving Application) at least one patient record matching the criteria
sent in QPD-3-Demographics Fields. One or more patient identifier domains are requested in
QPD-8-What Domains Returned; the Supplier recognizes all the requested domains.

AA (application accept) isreturned in MSA-1.
OK (datafound, no errors) isreturned in QAK-2.

One PID segment group (i.e., one PID segment plus any segments associated with it in the
message syntax shown in Table 3.21-5) is returned for each matching patient record found. If
the Patient Demographics Supplier Actor returns data for multiple patients, it shall return these
data in successive occurrences of the PID segment group.

Within each PID segment, field PID-3-Patient Identifier List contains, in successive occurrences
delimited by the repetition separator, the identifiers from all the Patient ID Domains requested in
QPD-8. In each occurrence of PID-3, component 4 contains the assigning authority value for
one Patient ID Domain, and component 1 contains the Patient ID value in that domain (or is left
blank if an identifier does not exist in that domain).

If an incremental number of records is specified in RCP-2-Quantity Limited Request, and the
number of records to be sent exceeds that incremental number, the Supplier returns only the
incremental number of records, followed by a DSC segment containing a uniquely valued
Continuation Pointer.

Case 3: The Patient Demographics Supplier Actor does not recognize one or more of the
domains in QPD-8-What Domains Returned.

AE (application error) isreturned in MSA-1 and in QAK-2.

For each domain that was not recognized, an ERR segment is returned in which the components
of ERR-2-Error Location are valued as follows.

COMP # COMPONENT NAME VALUE
1 Segment ID QPD

2 Sequence 1

3 Fied Position 8

4 Field Repetition (see below)
5 Component Number (empty)

6 Subcomponent Number (empty)

ERR-2.4-Field Repetition identifies the ordinal occurrence of QPD-8 that contained the
unrecognized domain. As specified by HL7, ERR-2.5-Component Number and ERR-2.6-
Subcomponent Number are not valued because we are referring to the entire field QPD-8.
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ERR-3-HL7 Error Code is populated with the error condition code 204 (unknown key identifier).
Together with the values in ERR-2, this signifies that the Patient Demographics Supplier Actor
did not recognize the domain for QPD-8-What Domains Retur ned.

3.21.4.2.3 Expected Actions

The Patient Demographics Consumer will use the demographic information provided by the
Patient Demographics Supplier to perform the functions for which it requested the information,
e.g., providing apick list to the user.

The Consumer will return an original mode acknowledgement as described in the HL7 Standard,
populating field MSH-14-Continuation Pointer as follows.

If the Supplier returned a value in DSC-1-Continuation Pointer, indicating that there are more
matching patients remaining to be sent than could be sent in a single increment, and if the
Consumer wishes to receive the next increment, the Consumer shall populate MSH-14 with the
value it received in DSC-1. The Supplier will then send the next increment of matching records,
and will again populate DSC-1 (with a new unique value) if there are yet more records to be sent.

If the Supplier did not return a value in DSC-1-Continuation Pointer, or if the Supplier did return
avalue in DSC-1 but the Consumer does not wish to receive the next increment, the Consumer
shall return an empty value in MSH-14.
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3.22 Patient Demographics and Visit Query

This section corresponds to Transaction I T1-22 of the IHE Technical Framework. Transaction
ITI-22 is used by the Patient Demographics Consumer and Patient Demographics Supplier actors.

3.22.1 Scope

This transaction involves a request by the Patient Demographics Consumer Actor for information
about patients whose demographic and visit data match data provided in the query message. The
request is received by the Patient Demographics Supplier actor. The Patient Demographics
Supplier actor immediately processes the request and returns a response in the form of
demographic and visit information for matching patients.

3.22.2 Use Case Roles

Patient Patient
Demographics Demographics
Consumer Supplier

Patient
Demographics and

Visit Query

Actor: Patient Demographics Consumer

Role: Requestsalist of patients matching a minimal set of demographic (e.g., ID or partial
name) and visit criteria from the Patient Demographics Supplier. Populates its attributes with
demographic and visit information received from the Patient Demographics Supplier.

Actor: Patient Demographics Supplier

Role: Returns demographic and visit information for all patients matching the demographic and
visit criteria provided by the Patient Demographics Consumer.

3.22.3 Referenced Standards

HL7: Version 2.5, Chapter 2 — Control
Version 2.5, Chapter 3 — Patient Administration
Version 2.5, Chapter 5 — Query
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3.22.4 Interaction Diagram

Patient Patient
Demographics Demographics
Consumer Supplier

| Patient Demographics and (
Visit Query: QBP"ZV1

Patient Demographics and
Visit Response: RSPAZV2
<

3.22.4.1 Patient Demographics and Visit Query

3.22.4.1.1 Trigger Events

A Patient Demographics Consumer’ s need to select a patient based on demographic and visit
information about patients whose information matches a minimal set of known data will trigger
the Patient Demographics and Visit Query based on the following HL7 trigger event:

ZV1 —Find Candidates from Visit Information

3.22.4.1.2 Message Semantics

The Patient Demographics and Visit Query transaction is conducted by the HL7 QBP*ZV1
message. The Patient Demographics Consumer actor shall generate the query message whenever
it needsto select from alist of patients whose information matches a minimal set of demographic
and visit data. The segments of the message listed below are required, and their detailed
descriptions are provided in the following subsections.

Table 3.22-1. QBP Query by Parameter

QBP Query by Parameter Chapter in HL7 2.5
MSH M essage Header 2

QPD Query Parameter Definition 5

RCP Response Control Parameter 5

The receiver shall respond to the query by sending the RSP"ZV 2 message. This satisfiesthe
requirements of original mode acknowledgment; no intermediate ACK message is to be sent.
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3.22.4.1.2.1 MSH Segment

The MSH segment shall be constructed as defined in the “Message Control” section (ITI TF-2:
C.1.2).

The Patient Demographics and Visit Query is always targeted at a single source of patient
demographic information (referred to in this Transaction as the patient information source).
When more than one patient information source is available, Field MSH-5-Receiving Application
specifies the patient information source that this query istargeting. The Patient Demographics
Supplier shall return this value in MSH-3-Sending Application of the ACK message and of the
RSP"ZV2 response. Note that, in a multi-domain environment, the patient information source
identified by MSH-5 may or may not be associated with any of the Patient ID Domains listed in
QPD-8-What Domains Returned.

A list shall be published of all Receiving Applications that the Patient Demographics Supplier
supports, for the Patient Demographics Consumer to choose from. Each query is processed
against patient demographic information associated with one and only one Patient ID Domain.

Field MSH-9-Message Type shall have at least two components. The first component shall have
avalue of QBP; the second component shall have avalue of ZV1. The third component is
optional; however, if present, it shall have avalue of QBP_Q?21.

3.22.41.2.2 QPD Segment

The Patient Demographics Consumer Actor shall send attributes within the QPD segment as
described in Table 3.22-2.

Table 3.22-2. PDQ Profile - QPD segment
SEQ |LEN | DT | OPT | TBL# | ITEM# ELEMENT NAME

1 250 |CE |R 0471 | 01375 | Message Query Name

2 32 ST |R+ 00696 | Query Tag

3 QPR Demographics and Visit Fields
8 CX |O What Domains Returned

Adapted from the HL7 standard, version 2.5

3.22.4.1.2.2.1 Parameters in QPD-3-Demographics and Visit-Related Fields

Field QPD-3-Demographics and Visit-Related Fields consists of one or more repetitions, each of
which contains two components that together contain the name and value of a distinct parameter
to the query. Acceptable segmentsare PID, PD1, PV1, and PV2.

The first component of each parameter contains the name of an HL7 element in the form
@<seg>.<field no>.<component no>.<subcomponent no>

201

Rev. 2.0 Final Text Copyright © 2005: ACC/HIMSSRSNA
2005-08-11



3825

3830

3835

3840

3845

IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

The above format is populated according to common HL7 usage for specifying elements used in
guery parameters, as follows:

<seg> represents a 3-character segment 1D from the HL7 Standard.

<field no> is the number of afield within the ssgment as shown in the SEQ column of the
segment attribute table for the segment selected.

<component no>, for fields whose data types contain multiple components, shall contain the
cardinal number of the component being valued. For fields whose data types do not contain
multiple components, <component no> should not be valued and its preceding period should not
appear.

<subcomponent no>, for components whose data types contain multiple subcomponents, shall
contain the cardinal number of the subcomponent being valued. For components whose data
types do not contain multiple subcomponents, <subcomponent no> should not be valued and its
preceding period should not appear.

The second subcomponent of each parameter contains the value that isto be matched. If it is
desired to constrain the quality of a match within the bounds of an algorithm known to the
Supplier, the algorithm and constraint values may be specified in Fields QPD-4 through QPD-7.

At aminimum, the Patient Demographics Consumer may specify, and the Patient Demographics
Supplier must support, the fields in the following table. Support for other fields is optional.

Table 3.22-3. PDQ Profile — QPD-3 fields required to be supported

FLD | ELEMENT NAME
PID.3 | Patient Identifier List
PID.5 | Patient Name
PID.7 | Date/Time of Birth
PID.8 | Administrative Sex
PID.11 | Patient Address
PID.18 | Patient Account Number

In addition, it is recommended that the Patient Demographics Supplier support the fields in the
following table. Some fields may not be relevant to particular care settings (e.g., inpatient, day
patient) and will thus not be supportable by domains in those care settings.

Table 3-22.4. PDQ Profile — QPD-3 fields recommended to be supported

FLD ELEMENT NAME
PV1.2 | Patient Class
PV1.3 | Assigned Patient Location
PV1.7 | Attending Doctor
PV1.8 | Referring Doctor
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PV1.9 | Consulting Doctor
PV1.10 | Hospital Service
PV1.17 | Admitting Doctor
PV1.19 | Visit Number

Examples of parameter expressions in QPD-3:

@PID.5.1"SMITH~@PID.8"F

requests al patients whose family name (first component of PID-5-Patient Name) matches the
value SMITH and whose sex (PID-8-Sex) matches the value ‘female’.

@PV1.3.27389~@PV1.3.3"2

requests al patients whose room number (second component of PV1-3-Assigned Patient
Location) matches the value 389 and whose bed number (third component of PV1-3-Assigned
Patient Location) matches the value 2.

3.22.4.1.2.2.2 Populating QPD-8-What Domains Returned

As in the Patient Demographics Query (Transaction I TI-21), field QPD-8 restricts the set of
domains for which identifiers are returned in PID-3:

In a multiple-domain environment, QPD-8 may be used to identify one or more domains of
interest to the Patient Demographics Consumer and from which the Consumer wishes to obtain a
value for PID-3-Patient Identifier. Notethat the patient information source designated by M SH-
5 may or may not be associated with any of the Patient ID Domains listed in QPD-8-What
Domains Returned.

In a single-domain environment, QPD-8 may be ignored by the Patient Demographics Supplier.
The Supplier shall always return both identifiers from the Patient ID Domain associated with the
patient information source designated by MSH-5-Receiving Application.

Within field QPD-8, only component 4 (Assigning Authority) shall be valued.

The Patient Demographics Supplier may or may not be able to supply additional identifiers from
the domains specified in QPD-8. A discussion of how QPD-8 is processed isincluded in the
architectural discussion in the “Using Patient Data Query (PDQ) in a Multi-Domain
Environment” section (ITI TF-2: Appendix M).

3.22.4.1.2.3 RCP Segment

The Patient Demographics Consumer Actor shall send attributes within the RCP segment as
described in Table 3.22-5. Fields not listed are optional.
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Table 3.22-5. IHE Profile - RCP segment

SEQ |LEN | DT | OPT | TBL# | ITEM#| ELEMENT NAME
1 1 ID |R 0091 | 00027 | Query Priority
2 10 CQ|O 0126 | 00031 | Quantity Limited Request

Adapted from the HL7 standard, version 2.5

3.224.1.2.3.1 Populating RCP-1-Query Priority

Field RCP-1-Query Priority shall always contain |, signifying that the response to the query isto
be returned in Immediate mode.

3.22.4.1.2.3.2 Populating RCP-2-Quantity Limited Request

The Patient Demographics Consumer Actor may request that responses to the query be sent,
using the HL7 Continuation Protocol, in increments of a specified number of patient records. (In
the context of the HL7 query, a patient record is defined as the PID segment and any segments
accompanying it for each patient.) It is desirable to request an incremental response if the query
could result in hundreds or thousands of matches or “hits.”

The Patient Demographics Supplier Actor shall support the HL7 Continuation Protocol.

Field RCP-2 is of data type CQ, which contains two components. The first component contains
the number of increments, while the second component contains the kind of increment, always
RD to signify that incremental replies are specified in terms of records.

For example, 50”"RD requests 50 records a atime.

See the “Incremental Response Processing” section (ITI TF-2: 3.22.4.1.3.3) and the “Expected
Actions’ section of the Patient Demographics Query Response message (ITl TF-2: 3.22.4.2.3)
for more information on the implementation of the continuation protocol.

3.22.4.1.3 Expected Actions

3.22.4.1.3.1 Immediate Acknowledgement

The Patient Demographics Supplier shall immediately return an RSP*ZV 2 response message as
specified below in Section 3.22.4.2, “Patient Demographics Response.” The RSP*ZV 2 response
message incorporates original mode application acknowledgment as specified in the
“Acknowledgment Modes® section (ITI TF-2: C.1.3). The Supplier shall use Field MSH-3-
Sending Application of the RSP*ZV 2 message to return the value it received from the Patient
Demographics Consumer in Field MSH-5-Receiving Application of the QBP*ZV 1 message.
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3.22.4.1.3.2 Query Parameter Processing

The Patient Demographics Supplier Actor shall be capable of accepting, searching on, and
responding with attributes in the QPD segment as specified in Table 3.22-2.

The Patient Demographics Supplier Actor must be capable of receiving all valid combinations of
subcomponents that make up the Assigning Authority component (i.e., al valid combinations of
QPD-3.8).

Handling of phonetic issues, alternate spellings, upper and lower case, wildcards, accented
characters, etc., if deemed appropriate, isto be supported by the Patient Demographics Supplier
rather than by the Patient Demographics Consumer. The Supplier shall return at least all exact
matches to the query parameters sent by the Consumer; IHE does not further specify matching
requirements.

3.22.4.1.3.3 Incremental Response Processing

The Patient Demographics Supplier Actor shall be capable of accepting and processing attributes
inthe RCP segment as listed in Table 3.22-5. In particular, the Patient Demographics Supplier
Actor shall respond in immediate mode (as specified by a RCP-1-Query Priority value of 1).

Also, the Patient Demographics Supplier Actor shall be able to interpret RCP-2-Quantity Limited
Request to return successive responses of partial lists of records according to the HL7
Continuation Protocol, as described in Section 3.22.4.2 below and in the HL7 Standard.

3.22.4.2 Patient Demographics and Visit Response

3.22.4.2.1 Trigger Events

The Patient Demographics Supplier’s response to the Find Candidates with Visit Information
message shall be the following message:

ZV 2 — Find Candidates with Visit Information response

3.22.4.2.2 Message Semantics

The Patient Demographics and Visit Response transaction is conducted by the RSPZV 2
message. The Patient Demographics Supplier Actor shall generate this message in direct
response to the QBP*ZV 1 message previously received. This message satisfies the Application
Level, Original Mode Acknowledgement for the HL7 QBP*ZV 1 message.

The segments of the message listed without enclosing square bracketsin Table 3.22-6 are
required. Detailed descriptions of all segments listed in the table below are provided in the
following subsections. Other segments of the message are optional.
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Table 3.22-6 RSP Segment Pattern Response

RSP Segment Pattern Response Chapter in HL7 2.5
MSH M essage Header 2
MSA M essage Acknowledgement 2
[{ERR} ] Error 2
QAK Query Acknowledgement 5
QPD Query Parameter Definition 5
[{ PID Patient Identification 3

[PD1] Additional Patient Demographics 3
PV1 Patient Visit 3
[PV2] Patient Visit — Additiond Information 3
[QRIT}] Query Response Instance 5
[DSC] Continuation Pointer 2

3.22.4.2.2.1 MSH Segment

The MSH segment shall be constructed as defined in the “Message Control” section (ITI TF-2:
C.1.2).

Field MSH-3-Sending Application specifies the patient information source that processed the
guery. The Patient Demographics Supplier shall use Field MSH-3-Sending Application of the
RSP"ZV 2 message to return the value it received from the Patient Demographics Consumer in
Field MSH-5-Receiving Application of the QBP*Q22 message.

Field MSH-9-Message Type shall have at least two components. The first component shall have
avalue of RSP; the second component shall have avalue of ZV2. The third component is
optional; however, if present, it shall have avalue of RSP_ZV 2.

3.22.4.2.2.2 MSA Segment

The Patient Demographics Supplier Actor is not required to send any attributes within the MSA
segment beyond what is specified in the HL7 standard. See the “Acknowledgment Modes’
section (ITI TF-2: C.1.3) for the list of all required and optional fields within the MSA segment.

3.22.4.2.2.3 QAK Segment

The Patient Demographics Supplier Actor shall send attributes within the QAK segment as
defined in table 3.22-7. For the details on filling in QAK-2 (Query Response Status) refer to the
“Patient Demographics Supplier Actor Query Response Behavior” section (ITI TF-2:
3.22.4.2.2.11).
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Table 3.22-7. IHE Profile - QAK segment

SEQ | LEN | DT | OPT | TBL# | ITEM# | ELEMENT NAME
1 32|ST |R 00696 | Query Tag
2 2(ID |R+ 0208 | 00708 | Query Response Status

Adapted from the HL7 standard, version 2.5

3.22.4.2.2.4 QPD Segment

The Patient Demographics Supplier Actor shall echo the QPD Segment value that was sent in the
QBP*ZV1 message.

3.22.4.2.2.5 PID Segment

The Patient Demographics Supplier Actor shall return one PID segment group (i.e., one PID
segment plus any segments associated with it in the message syntax shown in Table 3.22-6) for
each matching patient record found. The Supplier shall return the attributes within the PID
segment as specified in Table 3.22-8. In addition, the Patient Demographics Supplier Actor shall
return all other attributes within the PID segment for which it is able to supply values.

Table 3.22-8. PDQ Profile - PID segment

SEQ|LEN| DT |OPT | TBL# |ITEM#| ELEMENT NAME
250 CX |R 00106 | Patient Identifier List
250 | XPN | R 00108 | Patient Name
26|TS |R2 00110 | Date/Time of Birth
1]1S R2 0001 | 00111 | Administrative Sex
11| 250 | XAD | R2 00114 | Patient Address
18| 250 CX |R2 00121 | Patient Account Number

Adapted from the HL7 standard, version 2.5

The Patient Demographics Supplier may or may not be able to supply additional identifiers from
the domains specified in QPD-8. Inability to supply an identifier in a particular domain is not an
error, provided that the domain is recognized.

The PID segment and the PD1, PV 1, PV2, and QRI segments that are associated with it are
returned only when the Patient Demographics Supplier Actor is able to associate the search
information in QPD-3 with one or more patient records in the patient information source
associated with MSH-5-Receiving Application. Seethe “Patient Demographics Supplier Actor
Query Response Behavior” section (ITI TF-2: 3.22.4.2.2.11) for adetailed description of how the
Patient Demographics Supplier Actor responds to the query request under various circumstances.

207

Rev. 2.0 Final Text Copyright © 2005: ACC/HIMSSRSNA
2005-08-11



3985

3990

3995

4000

IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

3.22.4.2.2.6 PD1 Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID segment, it
may optionally return the PD1 (Patient Additional Demographics) segment, but is not required to
do so.

3.22.4.2.2.7 PV1 Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID segment, it
shall also return a PV1 Segment in which attributes are populated as specified in Table 3.22-9.
In addition, the Patient Demographics Supplier Actor shall return all other attributes within the
PV 1 segment for which it is able to supply values.

Table 3.22-9. PDQ Profile — PV1 segment

SEQ |LEN| DT |OPT | TBL# | ITEM#| ELEMENT NAME
1(IS R 0004 | 00132 | Patient Class

80| PL R2 00133 | Assigned Patient Location

250 | XCN | R2 0010 | 00137 | Attending Doctor

250 | XCN | R2 0010 | 00138 | Referring Doctor

250 | XCN | R2 0010 | 00139 | Consulting Doctor

10 3|IS R2 0069 | 00140 | Hospita Service

17| 250 | XCN | R2 0010 | 00147 | Admitting Doctor

19 250|CX |R2 00149 | Visit Number

OO |IN|W|N

Adapted from the HL7 standard, version 2.5

3.22.4.2.2.8 PV2 Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID segment, it
may optionally return the PV 2 (Patient Visit — Additional Information) segment, but is not
required to do so.

3.22.4.2.2.9 QRI Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID segment, it
may optionally return the QRI (Query Response Instance) segment, but is not required to do so.
Refer to the HL7 Standard, Version 2.5, Chapter 5, Section 5.5.5, for more information.

3.22.4.2.2.10DSC Segment

If a number of recordsis specified in RCP-2-Quantity Limited Request, the Patient
Demographics Supplier Actor shall return an incremental response of that number of records
when the number of matching records it finds exceeds the number of records specified in RCP-2.
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Aslong as the Patient Demographics Supplier Actor has records to return in additional to those
returned in the incremental response, the Supplier shall return aDSC Segment. The single field
of the DSC Segment shall contain a unique alphanumeric value (the Continuation Pointer) that
the Patient Demographics Consumer may return in the MSH segment of its acknowledgement of
the RSP"ZV 2 message to request the next increment of responses. The Supplier shall return
increments as many times as the Consumer requests them (and there are increments to return),
and shall stop when the Consumer returns an acknowledgement that does not request additional
increments (or when there are no more increments to return).

3.22.4.2.2.11 Patient Demographics Supplier Actor Query Response Behavior

The Patient Demographics Supplier shall perform the matching of patient data based on the
guery parameter values it receives. The information provided by the Patient Demographics
Supplier Actor to Patient Demographics Consumer Actorsisalist of possible matching patients
from the patient information source associated with the value that the Consumer sent in MSH-5-
Receiving Application of the query message.

If domains are specified in QPD-8-What Domains Returned and are recognized by the Patient
Demographics Supplier, the response will also, for each patient, contain any Patient 1D values
found in the specified domains.

The mechanics of the matching algorithms used are internal to the Patient Demographics
Supplier Actor and are outside of the scope of this framework.

The Patient Demographics Supplier Actor shall respond to the query request as described by the
following 3 cases:

Case 1: The Patient Demographics Supplier Actor finds (in the patient information source
associated with MSH-5-Receiving Application) at least one patient record matching the criteria
sent in QPD-3-Demographics Fields. No patient identifier domains are requested in QPD-8-
What Domains Returned.

AA (application accept) isreturned in MSA-1.
OK (datafound, no errors) isreturned in QAK-2.

One PID-PV1 segment group (i.e., one PID segment and one PV 1 segment, plus any segments
associated with them in the message syntax shown in Table 3.22-6) is returned from the patient
information source for each patient record found. If the Patient Demographics Supplier Actor
returns data for multiple patients, it shall return these datain successive occurrences of the PID-
PV1 segment group.

Within each PID segment, field PID-3-Patient Identifier List contains one or more identifiers
from the Patient ID Domain associated with the patient data source identified by MSH-5-
Receiving Facility.
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If an incremental number of recordsis specified in RCP-2-Quantity Limited Request, and the
number of records found exceeds that incremental number, the Supplier returns only the
incremental number of records, followed by a DSC segment containing a uniquely valued
Continuation Pointer.

Case 2: The Patient Demographics Supplier Actor finds (in the patient information source
associated with MSH-5-Receiving Application) at least one patient record matching the criteria
sent in QPD-3-Demographics Fields. One or more patient identifier domains are requested in
QPD-8-What Domains Returned; the Supplier recognizes all the requested domains.

AA (application accept) isreturned in MSA-1.
OK (datafound, no errors) isreturned in QAK-2.

One PID-PV1 segment group (i.e., one PID and one PV 1 segment plus any segments associated
with them in the message syntax shown in Table 3.22-6) is returned for each matching patient
record found. If the Patient Demographics Supplier Actor returns data for multiple patients, it
shall return these data in successive occurrences of the PID segment group.

Within each PID segment, field PID-3-Patient Identifier List contains, in successive occurrences
delimited by the repetition separator, the identifiers from all the Patient ID Domains requested in
QPD-8. In each occurrence of PID-3, component 4 contains the assigning authority value for
one Patient ID Domain, and component 1 contains the Patient ID value in that domain (or is left
blank if an identifier does not exist in that domain).

If an incremental number of records s specified in RCP-2-Quantity Limited Request, and the
number of records to be sent exceeds that incremental number, the Supplier returns only the
incremental number of records, followed by a DSC segment containing a uniquely valued
Continuation Pointer.

Case 3: The Patient Demographics Supplier Actor does not recognize one or more of the
domains in QPD-8-What Domains Returned.

AE (application error) isreturned in MSA-1 and in QAK-2.

For each domain that was not recognized, an ERR segment is returned in which the components
of ERR-2-Error Location are valued as follows.

COMP # COMPONENT NAME VALUE
1 Segment ID QPD
2 Sequence 1
3 Fied Position 8
4 Field Repetition (see below)
5 Component Number (empty)
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COMP # COMPONENT NAME VALUE
6 Subcomponent Number (empty)

ERR-2.4-Field Repetition identifies the ordinal occurrence of QPD-8 that contained the
unrecognized domain. As specified by HL7, ERR-2.5-Component Number and ERR-2.6-
Subcomponent Number are not valued because we are referring to the entire field QPD-8.

ERR-3-HL7 Error Code is populated with the error condition code 204 (unknown key identifier).
Together with the values in ERR-2, this signifies that the Patient Demographics Supplier Actor
did not recognize the domain for QPD-8-What Domains Retur ned.

3.22.4.2.3 Expected Actions

The Patient Demographics Consumer will use the demographic information provided by the
Patient Demographics Supplier to perform the functions for which it requested the information,
e.g., providing apick list to the user.

The Consumer will return an original mode acknowledgement as described in the HL7 Standard,
populating field MSH-14-Continuation Pointer as follows.

If the Supplier returned a value in DSC-1-Continuation Pointer, indicating that there are more
matching patients remaining to be sent than could be sent in a single increment, and if the
Consumer wishes to receive the next increment, the Consumer shall populate MSH-14 with the
value it received in DSC-1. The Supplier will then send the next increment of matching records,
and will again populate DSC-1 (with a new unique value) if there are yet more records to be sent.

If the Supplier did not return a value in DSC-1-Continuation Pointer, or if the Supplier did return
avalue in DSC-1 but the Consumer does not wish to receive the next increment, the Consumer
shall return an empty value in MSH-14.
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3.23Find Personnel White Pages

This section corresponds to Transaction I T1-23 of the IHE Technical Framework. Transaction
ITI-23 is used by the Personnel White Pages Consumer and the DNS Server Actors.

3.23.1 Scope
This Transaction is used to locate the Personnel White Pages directory.

3.23.2 Use Case Roles

Personnel White DNS Server
Pages Consumer

Find Personnel
White Pages
Actor: Personnel White Pages Consumer
Role: Requests Locating information for the Personnel White Pages Directory
Actor: DNS Server
Role: Provides locating information about the Personnel White Pages Directory

3.23.3 Referenced Standard

IETF: RFC-2181 Clarifications to the DNS Specification

RFC-2219 Use of DNS Aliases for Network Services

RFC-2782 A DNS RR for specifying the location of services (DNS SRV)
DICOM: DICOM Supplement 67 — Configuration Management, January 14, 2004.

Note: Normative RFC’s are frequently updated by issuance of subsequent RFC’s. The original
older RFC is not modified to include references to the newer RFC. This profile liststhe
applicable RFC’ s in effect at the time of publication. Subsequent updates and clarifications to
these RFC’ s should also be applied.
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3.23.4 Interaction Diagram

Personnel White DNS Server
Pages Consumer

Request all LDAP servers

\ 4

List of servers, priority, ports, etc

w

Select server

3.23.4.1Request all LDAP servers

The RFC-2782 DNS RR is used for specifying the location of services (DNS SRV). It specifies a
mechanism for requesting the names and rudimentary descriptions for machines that provide
network services. The DNS client requests the descriptions for all machines that are registered as
offering a particular service name. In this case the service name requested will be “_ldap._tcp”.
The DNS server may respond with multiple names for a single request.

3.23.4.1.1 Trigger Events

Thistransaction is used by the Personnel White Pages Consumer prior to any access to the
Personnel White Pages Directory.

3.23.4.1.2 Message Semantics

The Personnel White Pages Consumer shall request alist of all the LDAP servers available. The
Personnel White Pages Consumer shall use the priority, capacity, and location information
provided by DNS as part of the server selection process. (RFC-2782 recommends the proper use
of these parameters).

Note:
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Multiple LDAP servers providing access to a common replicated LDAP database is a commonly
supported configuration. This permits LDAP serversto be located where appropriate for best
performance and fault tolerance. The DNS server response information provides guidance for
selecting the most appropriate server.

There may also be multiple LDAP servers providing different databases. In this situation the
client may have to examine several serversto find the one that supports the Personnel White
Pages Directory (See ITI TF-2:3.24.4.1.2.2).

The client may have a mechanism for manual default selection of the LDAP server to be used if
the DNS server does not provide an LDAP server location.

3.23.4.1.3 Expected Actions
The DNS Server shall return all known LDAP servers in accordance with RFC-2782.
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3.24Query Personnel White Pages

This section corresponds to Transaction I T1-24 of the IHE Technical Framework. Transaction
ITI-24 is used by the Personnel White Pages Consumer and the Personnel White Pages Directory
Actors.

3.24.1 Scope

This Transaction is used to retrieve information from the Personnel White Pages directory.

The RFC-2251 “Lightweight Directory Access Protocol (v3)” specifies a mechanism for making
gueries of a database corresponding to an LDAP schema. The LDAP client can compose
requests in the LDAP query language, and the LDAP server will respond with the results for a
single request.

3.24.2 Use Case Roles

Personnel White Personnel White
Pages Consumer Pages Directory

Query Personnel
White Pages

Actor: Personnel White Pages Consumer

Role: Requests information about a human workforce member(s)
Actor: Personnel White Pages Directory
Role: Provides information about one or more human workforce member

3.24.3 Referenced Standard

IETF: RFC-2181 Clarifications to the DNS Specification
RFC 1766 Tags for the Identification of Languages
RFC 2251 - Lightweight Directory Access Protocol (v3)

RFC 2252 - Lightweight Directory Access Protocol (v3): Attribute Syntax
Definitions

RFC 2253 - Lightweight Directory Access Protocol (v3): UTF-8 String
Representation of Distinguished Names

RFC 2256 - A Summary of the X.500(96) User Schema for use with LDAPv3
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RFC 2798 - Definition of the inetOrgPerson LDAP Object Class
RFC 2829 Authentication Methods for LDAP
RFC 2830 LDAPv3: Extension for Transport Layer Security

| SO: |SO/TS 17090 directory standard for healthcare identity management

CRU: Projet de schémas d’annuaires et de schémas de registres de resources numériques
interopérables pour les administrations Document technique — v1, novembre 2002

ASTM: E.123: Notation for national and international telephone numbers

HL7: HL7 Version 2.5, Chapter 2 — Control

3.24.4 Interaction Diagram

Personnel White Personnel White
Pages Consumer Pages Directory

LDAP Query

A 4

LDAP Response

A

3.24.5 LDAP Query/Response

The Personnel White Pages Consumer may make a wide variety of queries and cascaded queries
using LDAP. The Personnel White Pages Consumer and Personnel White Pages Directory shall
support the data model described here.

A commonly supported configuration type has multiple LDAP servers providing access to a
common replicated LDAP database. This permits LDAP servers to be located where appropriate
for best performance and fault tolerance. The replication rules chosen for the LDAP servers
affect the visible data consistency. LDAP permits inconsistent views of the database during
updates and replications. This inconsistency may result in a consumer receiving the person’s
previous demographics or contact information. This should not be a problem for our use-cases as
none of them are life critical.
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3.24.5.1Trigger Events

Personnel White Pages Consumer requires some Personnel White Pages information on one or
more human workforce members.

3.24.5.2Message Semantics

The transaction uses standard LDAP v3 query/response mechanisms.

3.245.2.1 User Authentication

Some of the attributes to be retrieved using this transaction may be considered sensitive to the
healthcare personnel. It is the responsibility of the Personnel White Pages Directory to enforce
these protections. To protect records and/or attributes, the Personnel White Pages Consumer may
be called upon to provide user credentials.

Anonymous authentication shall be implemented on Personnel White Pages Directory and is
optional for Personnel White Pages Consumer. Anonymous authentication shall be implemented
as described in LDAP v3 section 4.2 Bind Operation.

Simple Authentication shall be implemented on the Personnel White Pages Directory and is
optional for the Personnel White Pages Consumer. Simple authentication shall be implemented
as described in LDAP v3 section 4.2 Bind Operation. This authentication type is not
recommended for use over networks that are not otherwise secured as the username and
password are transferred in the clear. The use of SSL-Simple Authentication is a better choice.

SSL-Simple Authentication shall be implemented on the Personnel White Pages Directory and is
optional for the Personnel White Pages Consumer. SSL-Simple Authentication is not defined in
any normative text, but is consistently implemented and often referred to as “ldaps’. The PWP
Consumer shall connect to port 636 using SSL against the PWP Directory Certificate. The LDAP
v3 conversation then continues with Simple Authentication as defined in LDAP v3 section 4.2
Bind Operation.

PWP specifies read operations on personnel demographics. The use of bi-directional TLS
authentication, such asthat defined in ATNA Profile, is not necessary as this profile does not
provide access to Protected Health Information (PHI). The use of SSL to cover the authentication
and query process is sufficient in this Profile.

3.24.5.2.2 Base DN Discovery

The Personnel White Pages represents a branch within the “LDAP” directory. Branchesin LDAP
are defined by a“Base DN”. The list of Base DNsthat are provided by a LDAP directory can be
found by doing aLDAP Query witha NULL (i.e. ") Base DN, and ObjectClass="DN”. The
Personnel White Pages Directory shall contain a person object with the cn="IHE-ITI-PWP’. The
Personnel White Pages Consumer may thus search through the list of Base DNs that the LDAP
Directory contains for this cn object. The Personnel White Pages Directory identified in this way

217

Rev. 2.0 Final Text Copyright © 2005: ACC/HIMSSRSNA
2005-08-11



4220

4225

4230

4235

4240

4245

4250

IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

shall contain person/inetOrgPerson objects that conform to the Query Personnel White Pages
Directory Transaction.

Note: Thefirst LDAP server that yields aresult on the search for IHE-ITI-PWP can be used.
There is no need to search further.

3.245.2.3 Query Encoding

Note that the LDAP transactions utilize UTF-8 encoding unless otherwise noted. The schema
shown here is the commonly used schema found in X.500 Schema for LDAP and inetOrgPerson.
Extensions beyond this schema are not recommended. The base schema must be preserved to
ensure interoperability. Schema extensions shall not introduce attributes that duplicate the
meaning of any attribute specified in this Profile.

These attributes are multi-valued unless explicitly defined as single-valued. At thistime there is
no universally implemented method to distinguish the purpose for any of the instances in a multi-
valued attribute. The IHE recommends that the first entry contain the preferred value, and that
applications use the first entry whenever a single value must be selected.

The following table shows the attributes found in Person (Organizational Person and
ResidentialPerson) as defined in RFC 2256 and inetOrgPerson as defined in RFC 2798. The first
three columns contain the definitions from the standards for reference. Within the table the
fourth column is the IHE recommendation for use with further discussion found in the fifth
column.

KEY for IHE REQ Column:

R — The Personnel White Pages Directory shall contain valid values for these attributes. These
values are critical to Healthcare workflow.

R2— The Personnel White Pages Directory shall contain valid values for these attributes if the
value is available. These attributes are sufficiently useful that the provider should utilize it in the
defined way. Personnel White Pages Consumers should expect that the information in these
attributes are valid, but shall be robust to empty values.

O — The Personnel White Paged Directory may contain values for these optional attributes. The
IHE has identified sufficiently useful purpose or defined an interoperable way to use the value.
The IHE may profile these values in future profiles.

D — Although these attributes are defined in inetOrgPerson/Person, their use is discouraged. This
istypically due to the attribute being obsolete, poorly implemented, or not available for query.

Attribute Name Source . Definition IHE | IHE Comment
. Standard defined Optionality REQ
Description
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Attribute Name

Source

Definition
Standard defined Optionality
Description

IHE
REQ

IHE Comment

aliasedObjectName

RFC 2256 |

Alias Object Name

Optional

The aliasedObjectName attribute is
used by the directory serviceif the
entry containing this attribute is an
alias.

Audio

RFC 2798 |.

Audio
Optional
Not well defined

The audio format defined
is obsol ete.

businessCategory

RFC 2798 |

Business Category

Optional

describes the kind of business
performed by an organization

Not well defined

CarLicense

RFC 2798 |

Vehicle license or registration
plate

Optional

Used to record the values of the
license or registration plate associated
with an individua

(e.g. 6ABC246)

Cn

RFC 2256 |

Common Name

Required

Thisisthe X.500 commonName
attribute, which contains aname of an
object. If theuser isaperson,itis
typically the person’s full name.

(e.g. Barbara Jensen)

See 3.24.4.1.2.3.1 Use of
languagetag and HL7
Name Data Type (XPN)

departmentNumber

RFC 2798 |.

Department Number

Optional

| dentifies a department within an
organization. This can be numeric or
alphanumeric

(e.g. Radiology)

Description

RFC 2798 |

Description

Optional

This attribute contains a human-
readabl e description of the object.

destinationlndicator

RFC 2256 |

Destination Indicator

Optional

This attribute is used for the
telegram service

Originally defined as
part of telegram
addressing.
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Attribute Name

Source

Definition
Standard defined Optionality
Description

IHE
REQ

IHE Comment

displayName

RFC 2798 |

Display Name

Optional

Singular

When displaying a person’sname,
especially within a one-line summary
list, it isuseful to be able to identify a
nameto be used. Since other attribute
types such as'cn’ are multivalued, an
additional attribute type is needed.
Display nameis defined for this
purpose.

(e.g. Babs Jensen)

employeeNumber

RFC 2798 |.

Empl oyee Number

Optional

Singular

Numeric or a phanumeric
identifier assigned to a person,
typically based on order of hire or
association with an organization.

(eg. 42)

employeeType

RFC 2798 |

Employee Type

Optional

Used to identify the employer to
employee relationship. Typical
values used will be "Contractor",
"Employee’, "Intern”, "Temp",
"External”, and "Unknown" but any
value may be used.

(e.g. External)

facsimileT elephoneNumber

RFC 2256 |

FAX Number

Optional

A value of thisattributeisa
telephone number for afacsimile
terminal (and, optionally, its
parameters).

(e.g. +1 408 555 1992)

R2

See 3.24.4.1.2.3.3 Phone
Numbers

GivenName

RFC 2798 |.

Name

Optional

The givenName attribute is used to
hold the part of a person's name which
isnot their surname nor middle name.

(e.g. Barbara)

R2

homePhone

RFC 2798 |.

Home Phone
Optional
(e.g. +1 408 555 1862)
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Attribute Name

Source

Definition
Standard defined Optionality
Description

IHE
REQ

IHE Comment

homePostal Address

RFC 2798 |

Home Postal Address
Optional
This attribute contains ahome

address used by a Postal Serviceto

perform services for the object.

Initials

RFC 2798 |

Initials

Optional

Theinitids attribute contains the
initials of some or all of an individuas
names, but not the surname(s).

(eg. BJ)

R2

internationali SDNNumber

RFC 2798 |

International ISDN Number
Optional

jpegPhoto

RFC 2798 |

JPEG Photograph

Optional

Used to store one or more images
of a person using the JPEG File
Interchange Format

RFC 2256 |

Locality Name

Optional

Thisisthe X.500 localityName
attribute, which contains the name of a
locality, such asa city, county or other

geographic region.

labeledURI

RFC 2798 |.

URI

Optional

(e.g. http://www.ihe.net IHE
Home)

Mail

RFC 2798 |.

E-Mail Address

Optional

User’'s e-mail addressin RFC 822
compliant form

(e.g. bjensen@siroe.com)

R2

manager

RFC 2798 |

Manager

Optional

Distinguished Name of the
Manager

In Healthcare the
manager of an individual
isnot clear. The manager
attribute does not include
enough information to
determine the type of
manager indicated.
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Attribute Name

Source

Definition
Standard defined Optionality
Description

IHE
REQ

IHE Comment

Mobile

RFC 2798 |

Mobile/cellular phone number
Optional
A value of thisattributeisa

telephone number complying with

ITU Recommendation E.123.
(e.g. +1 408 555 1941)

R2

This attribute should
contain only business use
mobile phone numbers.

See 3.24.4.1.2.3.3 Phone
Numbers

RFC 2798 |

Organization

Optional

Highest-level organization name,
e.g., a company name, to which ou
attribute entries belong.

(e.g. Saint-ihe-hospital.local)

R2

objectClass

RFC 2256 |

Object Class

Required

The values of the objectClass
attribute describe the kind of object
which an entry represents. The
objectClass attribute is present in
every entry, with at least two values.
One of the valuesis either "top" or
"alias'.

(e.g. top, person,
organi zational Person, inetOrgPerson)

ou

RFC 2256 |

Organizational Unit Name

Optional

Thisisthe X.500
organi zational UnitName attribute,
which contains the name of an
organizational unit.

(e.g. Radiologists)

R2

pager

RFC 2798 |.

Pager phone number

Optional

A value of thisattributeisa
telephone number complying with
ITU Recommendation E.123.

R2

This attribute should
contain only business use
mobile phone numbers.

See 3.24.4.1.2.3.3 Phone
Numbers

photo

RFC 2798 |.

Photo
Optional
Photo attribute val ues are encoded

in G3 fax format with an ASN.1

wrapper.

Theformat istoo
cumbersome. See
jpegPhoto.
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Attribute Name

Source

Definition
Standard defined Optionality
Description

IHE
REQ

IHE Comment

physical DeliveryOfficeName

RFC 2256 |

Post Office Name
Optional
This attribute contains the name

that a Postal Service usesto identify a

post office.

R2

postal Address

RFC 2256 |

Postal Address
Optional
This attribute contains an address

used by a Postal Serviceto perform

services for the object.

R2

postal Code

RFC 2256 |

Postal Code
Optional
This attribute contains a code used

by a Postal Serviceto identify a postal

service zone, such asa US ZIP code

R2

postOfficeBox

RFC 2256 |

Post Office Box

Optional

This attribute contains the number
that a Postal Service useswhen a
customer arrangesto receive mail at a
box on premises of the Postal Service.

R2

preferredDeliveryM ethod

RFC 2798 |.

Delivery Method

Optional

Singular

Coded value (delivery-value)
(e.g. any, physical, telephone)

preferredLanguage

RFC 2798 |.

Preferred Language

Optional

Singular

Preferred written or spoken
language for a person. Values for this
attribute type MUST conform to the
definition of the Accept-Language
header field defined in [RFC2068]
with one exception: the sequence
"Accept-Language” ":" should be
omitted.

The following example indicates
that this person prefers French, prefers
British English 80%, and general
English 70%. (e.g. fr, en-gb;g=0.8,
en;g=0.7)

R2
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Attribute Name

Source

Definition
Standard defined Optionality
Description

IHE
REQ

IHE Comment

registeredAddress

RFC 2256 |

Registered Address

Optional

A postal address suitable for
reception of expedited documents,
whereit is necessary to have the
recipient accept delivery.

roomNumber

RFC 2798 |.

Room Number
Optional

secretary

RFC 2798 |

Secretary

Optional

Distinguished name of the
Secretary

seeAlso

RFC 2798 |

See Also references

Optional

Distinguished name of other
interesting Objects

RFC 2256 |

Surname

Required

Thisisthe X.500 surname
attribute, which contains the family
name of a person

(e.g. Jensen)

RFC 2256 |

State or Province

Optional

Thisisthe X.500
stateOrProvinceName attribute, which
contains the full name of a gate or
province

R2

Street

RFC 2256 |

Street Address

Optional

Thisisthe X.500 streetAddress
attribute, which contains the physical
address of the object to which the
entry corresponds, such as an address
for package ddlivery.

R2

telephoneNumber

RFC 2256 |

Telephone number

Optional

A value of thisattributeisa
telephone number complying with
ITU Recommendation E.123.

R2

See 3.24.4.1.2.3.3 Phone
Numbers

teletexTerminal ldentifier

RFC 2798 |.

Teletex Terminal |dentifier
Optional

telexNumber

RFC 2798 |.

Telex Number
Optional
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Attribute Name

Source

Definition
Standard defined Optionality
Description

IHE
REQ

IHE Comment

title

RFC 2256 |

Title

Optional

Thisattribute containsthetitle,
such as "Vice President”, of a person
in their organizational context. The
"personal Title" attribute would be
used for a person'stitle independent of
their job function.

(e.g. manager, product
development)

R2

uid

RFC 2798 |.

User ID

Required

The user 1D use for system login.
(e.g. bjensen)

See 3.24.4.1.2.3.2 Use of
uid

userCertificate

RFC 2798 |.

User Identity Certificate

Optional

Thisattributeis to be stored and
requested in the binary form, as
'userCertificate;binary'.

The PKCS12 format
includes the private key
and shall not be publicly
available.

user Password

RFC 2256 |

User password

Optional

Passwords are sored using an
Octet String syntax and are not
encrypted. Transfer of cleartext
passwords are strongly discouraged
where the underlying transport service
cannot guarantee confidentiality and
may result in disclosure of the
password to unauthorized parties.

Generally Not
Accessible

userPKCS12

RFC 2798 |

User PKCS#12

Optional

PKCS #12 [PKCS12] providesa
format for exchange of personal
identity information. When such
information isstored in adirectory
service, the userPKCS12 attribute
should be used. Thisattribute isto be
stored and requested in binary form, as
'userPKCS12;binary'. The attribute
values are PFX PDUs stored as binary
data.

The PKCS12 format
includes the private key
and shall not be publicly
available.

Rev. 2.0 Fina Text
2005-08-11

225

Copyright © 2005: ACC/HIMSS/RSNA




4255

4260

IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

Attribute Name Source . Definition IHE | IHE Comment
- Standard defined Optionality REQ
: Description

user SMIMECertificate RFC 2798 | User SMIME Certificate O
: Optional

A PKCSHT7 [RFC2315]
SignedData, where the content that is
signed is ignored by consumers of
user SMIMECaertificate values. Itis
recommended that values have a
“contentType' of datawith an absent
“content' field. Vaues of thisattribute
contain a person's entire certificate
chain and an smimeCapabilities field
[RFC2633] that at a minimum
describes their SMIME algorithm
capabilities. Vauesfor thisattribute
areto be stored and requested in
binary form, as
'user SMIMECertificate binary'. If
available, thisattribute is preferred
over the userCertificate attribute for
S/MIME applications.

x121Address RFC 2256 |- Addressfor X.121 D
. Optional

X500uniquel dentifier RFC 2798 | Unique identifier R
: Required

The x500Uniquel dentifier attribute
is used to distinguish between objects
when a distinguished name has been
reused. Thisisadifferent attribute
type from both the "uid" and
"uniquel dentifier" types.

3.24.5.2.3.1 Use of language tag and HL7 Name Data Type (XCN)

Many people have different variations of their name to be used depending on the context and
language. Thisis easily supported in LDAP through the use of the language tag as documented
in RFC 1766. This language tag can be applied to any attribute but is most useful on names.

HL7 has awell-defined format for encoding names (HL7 XCN). LDAP ‘name’ attributes marked
with a language tag of “lang-x-ihe” shall be encoded using the HL7 XCN Data Type. UTF-8
shall be used for any characters outside ASCII.

Example use of the language tag:

obj ectcl ass: Top
obj ectcl ass: person
obj ect cl ass: organi zati onal Person
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obj ectcl ass: i net Or gPerson

dn: cn=Wang Xi aoDong, ou=Radi ol ogi sts, o0=Sai nt-i he-hospital.l ocal
cn: Wang Xi aoDong

cn: Xi aoDong, Wang, Florida Departnment of Health: 123456789
cn;lang-cn: F /N

cn; | ang- x-i he: Wang"Xi aoDongM AN A=~ FEA/NFAAAAAA

sn: Wang

gi vennane: Xi aoDong

gi vennane; | ang-cn: /NI

sn;lang-cn: +

ou: People

ui d: Xi aoDong

title: Sanple HL7 person

mai | : Wang. Xi aoDong@ 0o0. bar. com

t el ephonenunber: 555-555-5678

3.24.5.2.3.2 Use of uid.

The uid attribute is a multi-valued attribute that is intended to be used for User ID. It islikely
that one of the values for uid will be the enterprise User ID. Enterprises that implement the PWP
Profile shall implement the following values for the uid attribute:
1. If an enterprise has implemented both IHE ITI EUA and PWP profiles, one of the uid
attributes shall contain the IHE ITI EUA user identity in <user>@<realm> format.
2. If an enterprise has implemented a UPIN, one of the uid attributes shall contain the UPIN
value in the format <UPIN>@UPIN. Where a UPIN isthe Universal Physician
| dentification Number as assigned by the assigning authority in which the facility
operates (e.g. CMSinthe USA).

3.24.5.2.3.3 Phone Numbers

Phone numbers shall be represented in the PWP Directory using E.123 notation. E.123 isa
notation for national and international telephone numbers. Recommendation E.123 defines a
standard way to write telephone numbers, e-mail addresses, and web addresses. It recommends
the following formats (when dialing the area code is optional for local calling):

Telephone number:
National notation (042) 123 4567
International notation +31 42 123 4567

E.123 also recommends that a hypen (-), space (), or period (.) be used to visually separate
groups of numbers. The parentheses are used to indicate digits that are sometimes not dialed. A
slash (/) is used to indicate alternate numbers. This information isimportant if you want to make
sure people know how to dial a phone number in a specific country.
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The use of National notation and International notation will be alocal PWP Directory policy.
PWP Consumers shall expect to receive both notations.

3.245.2.4 Expected Actions

The Personnel White Pages Directory shall provide the appropriate response to the indicated
query given LDAP query rules, local access control policy, and the current information it the
directory.

Note: Any attribute isvalid to query on, the results of the query may be quick or may take along
time to complete. Each Personnel White Pages Directory will be optimized differently based on
architecture and configuration. We expect that the following attributes will be query keys more
often than others (cn, displayname, objectclass, sn, uid, givenName, initials, mail, o, ou, and
employeeNumber).

Directory shall support Anonymous, Simple, and SSL-Simple Authentications.
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Appendix A:  Web Service Definition for Retrieve Specific
Information for Display and Retrieve Document for
Display Transaction

The following is an example WSDL definition of web services used in TransactionsTI-11 and
ITI-12. This code is provided as an example and is not intended to replace the formal
gpecification of Transactions I TI-11 and ITI-12 in Volume 2. Also, the definitions of
summaryRequestType, listRequest Type and contentType shall correspond to the capabilities of
the Information Source Actor.

<?xm version="1.0" encodi ng="utf8"?>

<definitions xmns:http="http://schemas. xm soap. org/wsdl /http/"
xm ns:s="http://ww.w3. org/ 2001/ XM_Schena"
xm ns:sO="http://rsna.org/i he/l HERet ri eveFor Di spl ay"
xm ns:tm"http://mcrosoft. com wsdl /m ne/text Mat chi ng/ "
xm ns: m me="http://schemas. xm soap. org/ wsdl / m ne/"
tar get Nanespace="http://rsna.org/i he/ | HERet ri eveFor Di spl ay"
xm ns="http://schenmas. xnm soap. org/ wsdl /">

<!-- Defines the types available for the paraneters -->
<l-- My also include the return type defintiions -->
<types>

<s:schema el enent For nDef aul t ="qual i fi ed"
target Nanespace="http://rsna.org/i he/ | HERet ri eveFor Di spl ay" >
<l-- Add any itenms that control the returned values list or type here -->
<l-- Add or renove items in the actual supplied WSDL to show the avail able types. -->
<s:si npl eType nanme="sumar yRequest Type" >
<s:restriction base="s:string">
<s:enuneration val ue=" SUMARY" />
<s:enuneration val ue=" SUMWARY- RADI OLOGY" />
<s:enuneration val ue=" SUMVARY- CARDI OLOGY" />
<s:enuneration val ue=" SUMVARY- LABORATORY" />
<s:enuneration val ue=" SUWARY- SURGERY" />
<s:enuneration val ue=" SUWARY- EMERGENCY" />
<s:enuneration val ue=" SUMWARY- DI SCHARGE" />
<s:enuneration val ue="SUWARY- | CU" />
</s:restriction>
</ s:sinmpl eType>

<s:sinpl eType nane="1li st Request Type" >
<s:restriction base="s:string">
<s:enuneration val ue="LI ST-ALLERG ES" />
<s:enuneration val ue="LI ST- MEDS" />
</s:restriction>
</ s:sinmpl eType>

<l-- Please list all content types available, and renpbve those not available. -->
<s:si npl eType nane="content Type">
<s:restriction base="s:string">
<s:enuneration value="text/htm" />
</s:restriction>
</ s:sinmpl eType>

<l-- Indicates that this itemis a returned rows restriction -->
<s:si npl eType nanme="ReturnedResul t Count" type="s:positivelnteger" />
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<l-- Please use the string "Search" as a prefix for all search criteria, and |list below -->
<l-- Indicates that this itemis a search string -->
<s:sinpl eType nane="SearchString" type="s:string" />

</ s: schema>
</types>

<message nane="RetrieveSummaryl nfoHt tpGetln">

<!-- Add other paraneters here if they are available, using types defined above. -->
<part nanme="request Type" type="summaryRequest Type" />

<part name="patientlD' type="SearchString"

<part nanme="| ower Dat eTi ne" type="s:dateTime" />
<part nanme="upperDat eTi ne" type="s:dateTime" />

/>

<part nanme="npst Recent Resul ts" type="ReturnedResul t Count" />

</ message>

<message nane="RetrieveSunmaryl nf oHt t pGet Qut " >
<l-- |If a conplex type is defined for the return value, then it is suggested that -->
<l-- it be used here instead of sO:string. |If a conplex type is allowed as one -->
<l-- of the options, but an arbitrarily formatted string is also allowed, then create -->
<l-- a union type here that allows either option. -->
<part nanme="Body" el ement="s0:string" />

</ message>

<message nane="RetrieveListlnfoHtpGetln">
<!-- Add other paraneters here if they are available, using types defined above. -->
<part name="request Type" type="Ili st Request Type" />
<part nanme="patient|D' type="SearchString" />

</ message>

<message nane="RetrievelListlnfoHttpGetQut">
<l-- |If a conplex type is defined for the return value, then it is suggested that -->
<l-- it be used here instead of sO:string. |If a conplex type is allowed as one -->
<l-- of the options, but an arbitrarily formatted string is also allowed, then create -->
<l-- a union type here that allows either option. -->
<part nanme="Body" el ement="s0:string" />

</ message>

<message nane="RetrieveDocunment Htt pGetln">
<!-- Add other paraneters here if they are available, using types defined above. -->
<l-- It is recommended that one of the sub-types of SearchU D is chosen here -->

<l-- Especially if SearchStudyU D is allowe

<l-- it is perm ssable to use a dicomuid here -->
<part nanme="docurment U D' type="SearchString" />

d, then the display client can know that -->

<part nanme="content Type" type="content Type" />

</ message>

<message nane="RetrieveDocument Htt pGet Qut ">
<l-- |If a conplex type is defined for the return value, then it is suggested that -->
<l-- it be used here instead of s:string. |If a conplex type is allowed as one -->
<l-- of the options, but an arbitrarily formatted string is also allowed, then create -->
<l-- a union type here that allows either option. -->
<part name="Body" el ement="s:string" />

</ message>

<port Type nane="I|HERetri eveForDi spl ayHtt pGet ">

<operation name="RetrieveSummaryl nfo">

<i nput nmessage="s0: Retri eveSumuaryl nfoHttpGetln" />
<out put nmessage="s0: Retri eveSummaryl nfoHtt pGetQut" />

</ operati on>
<operation name="Retrievelistlnfo">

<i nput nmessage="s0: RetrievelListlnfoHttpGetin" />
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<out put message="s0: RetrievelListlnfoHttpGetQut" />
</ operati on>
<operation name="RetrieveDocunent" >
4435 <i nput message="sO0: RetrieveDocunent Htt pGetln" />
<out put message="s0: Retri eveDocunment Htt pGet Qut" />
</ operati on>
</ port Type>

4440 <bi ndi ng name="| HERet ri eveFor Di spl ayHtt pGet" type="s0:|HERetrieveForDi splayHttpGet">
<http: bi ndi ng verb="GET" />
<operation name="RetrieveSummaryl nfo">
<http: operation | ocation="/|HERetri eveSummaryl nfo" />
<i nput >
4445 <http: url Encoded />
</input >

<out put >
<m nme: content type="text/htm" />

4450 </ out put >

</ operati on>

<operation name="Retrievelistlnfo">
<http:operation |ocation="/|HERetrievelListlnfo" />
4455 <i nput >
<http:url Encoded />
</input >

<out put >
4460 <m me: content type="text/htm" />
</ out put >
</ operati on>

<operation name="RetrieveDocunent" >

4465 <http: operation |ocation="/|HERetrieveDocunment" />
<i nput >
<http:url Encoded />
</input >
4470 <l-- The type of the output should be restricted on a per-server basis to the types -->
<!-- actually provided. -->
<out put >

<m nme: content type="text/htm" />
<m nme: content type="application/x-hl7-cda-Ievel-one+xm" />

4475 <m me: content type="application/pdf" />
<m nme: content type="inmage/jpeg" />
</ out put >
</ operati on>
</ bi ndi ng>
4480
<l-- Bind the actual service here -->

<servi ce nane="| HERet ri eveFor Di spl ay">
<port nanme="|HERetri eveFor Di spl ayHt t pGet" bi ndi ng="s0: | HERet ri eveFor Di spl ayHtt pGet ">
<http:address location="http://local host/" />
4485 </ port>
</ servi ce>
<?xm version="1.0" encodi ng="utf8"?>

<definitions xmns:http="http://schemas. xm soap. org/wsdl /http/"
4490 xm ns: s="http://ww. w3. org/ 2001/ XM_Schema"
xm ns:sO="http://rsna.org/i he/l HERetri eveFor Di spl ay"
xm ns:tm"http://mcrosoft. comwsdl /m ne/text Mat chi ng/ "
xm ns: m me="http://schemas. xm soap. org/ wsdl / m ne/"
tar get Nanespace="http://rsna.org/i he/ |l HERet ri eveFor Di spl ay"
4495 xm ns="http://schemas. xm soap. org/ wsdl /">
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<!-- Defines the types available for the paraneters -->
<!-- My also include the return type defintiions -->
<types>
4500 <s:schema el enent For nDef aul t ="qual i fi ed"
tar get Nanespace="http://rsna.org/i he/ | HERet ri eveFor Di spl ay" >
<l-- Add any itenms that control the returned values list or type here -->
<l-- Add or renove items in the actual supplied WSDL to show the avail able types. -->
<s:si npl eType nanme="sumar yRequest Type" >
4505 <s:restriction base="s:string">

<s:enuneration val ue="SUWARY" />
<s:enuneration val ue=" SUWARY- RADI OLOGY" />
<s:enuneration val ue=" SUMWARY- CARDI OLOGY" />
<s:enuneration val ue=" SUMWARY- LABORATORY" />
4510 <s: enuneration val ue=" SUMMARY- SURGERY" />
<s:enuneration val ue=" SUMWARY- EMERGENCY" />
<s:enuneration val ue=" SUWARY- DI SCHARGE" />
<s:enumeration val ue="SUWARY-I CU" />
<s:enuneration val ue=" SUWARY- RX" />

4515 </s:restriction>
</ s:sinmpl eType>

<s:sinpl eType nane="1li st Request Type" >
<s:restriction base="s:string">
4520 <s: enuneration val ue="LI ST-ALLERG ES" />
<s:enuneration val ue="LI ST- MEDS" />
</s:restriction>
</ s:sinmpl eType>

4525 <l-- Please list all content types available, and renpve those not available. -->
<s:si npl eType nane="cont ent Type" >
<s:restriction base="s:string">
<s:enuneration value="text/htm" />
</s:restriction>
4530 </ s:sinpl eType>

<l-- Indicates that this itemis a returned rows restriction -->
<s:si npl eType nanme="ReturnedResul t Count" type="s:positivelnteger" />

4535 <l-- Please use the string "Search" as a prefix for all search criteria, and list below-->
<l-- Indicates that this itemis a search string -->
<s:si npl eType nane="SearchString" type="s:string" />

4540

</ s: schema>
</types>

<message nane="RetrieveSummaryl nfoHt tpGetln">
4545 <l-- Add other paraneters here if they are available, using types defined above. -->
<part nanme="request Type" type="summaryRequest Type" />
<part nanme="patient|D' type="SearchString" />
<part nanme="| ower Dat eTi ne" type="s:dateTime" />
<part nanme="upperDat eTi ne" type="s:dateTime" />
4550 <part name="npbst Recent Resul ts" type="ReturnedResultCount" />
</ message>

<message nane="RetrieveSunmaryl nfoHt t pGet Qut " >

<l-- |If a conplex type is defined for the return value, then it is suggested that -->
4555 <l-- it be used here instead of sO:string. |If a conplex type is allowed as one -->

<l-- of the options, but an arbitrarily formatted string is also allowed, then create -->

<l-- a union type here that allows either option. -->

<part nanme="Body" el ement="s0:string" />
</ message>
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4560
<message nane="RetrieveListlnfoHtpGetln">
<!-- Add other paraneters here if they are available, using types defined above. -->
<part name="request Type" type="Ili st Request Type" />
<part nanme="patient|D' type="SearchString" />

4565 </ message>

<message nane="RetrievelListlnfoHttpGetQut">

<l-- |If a conplex type is defined for the return value, then it is suggested that -->
<l-- it be used here instead of sO:string. If a conplex type is allowed as one -->

4570 <l-- of the options, but an arbitrarily formatted string is also allowed, then create -->
<l-- a union type here that allows either option. -->

<part nanme="Body" el ement="s0:string" />
</ message>
<message nane="RetrieveDocunment Htt pGetln">

4575 <l-- Add other paraneters here if they are available, using types defined above. -->
<l-- It is recommended that one of the sub-types of SearchU D is chosen here -->
<l-- Especially if SearchStudyU D is allowed, then the display client can know that -->
<l-- it is perm ssable to use a dicomuid here -->

4580 <part nanme="docunent U D' type="SearchString" />

<part name="content Type" type="content Type" />
</ message>

<message nane="RetrieveDocument Htt pGet Qut ">

4585 <l-- |If a conplex type is defined for the return value, then it is suggested that -->
<l-- it be used here instead of s:string. If a conplex type is allowed as one -->
<l-- of the options, but an arbitrarily formatted string is also allowed, then create -->
<l-- a union type here that allows either option. -->

<part nanme="Body" el ement="s:string" />

4590 </ message>

<port Type nane="I|HERetri eveForDi spl ayHtt pGet ">
<operation name="RetrieveSummaryl nfo">
<i nput nmessage="s0: Retri eveSumuaryl nfoHttpGetln" />
4595 <out put message="sO0: RetrieveSummaryl nfoHttpGetQut" />
</ operati on>
<operation name="Retrievelistlnfo">
<i nput nmessage="s0: RetrievelistInfoHttpGetin" />
<out put nmessage="s0: RetrievelListlnfoHttpGetQut" />
4600 </ operation>
<operation name="RetrieveDocunent">
<i nput nmessage="s0: Retri eveDocunent Htt pGetIn" />
<out put nmessage="s0: Retri eveDocunment Htt pGet Qut" />
</ operati on>

4605 </ port Type>

<bi ndi ng nane="I|HERet ri eveFor Di spl ayHtt pGet" type="s0:|HERetri eveForDi spl ayHttpGet">
<http: bi ndi ng verb="GET" />
<operation name="RetrieveSummaryl nfo">

4610 <http: operation |ocation="/|HERetrieveSunmaryl nfo" />
<i nput >
<http:url Encoded />
</input >
4615 <out put >
<m nme: content type="text/htm" />
</ out put >
</ operati on>
4620 <operation name="Retrievelistlnfo">
<http:operation |ocation="/|HERetrievelListlnfo" />
<i nput >

<http:url Encoded />
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</input >
4625
<out put >
<m nme: content type="text/htm" />
</ out put >
</ operati on>
4630
<operation name="RetrieveDocunent">
<http:operation |ocation="/|HERetri eveDocunent" />
<i nput >
<http:url Encoded />
4635 </input >
<l-- The type of the output should be restricted on a per-server basis to the types -->
<!-- actually provided. -->
<out put >
4640 <m me: content type="text/htm" />
<m nme: content type="application/x-hl7-cda-Ievel-one+xm" />
<m nme: content type="application/pdf" />
<m nme: content type="inmage/jpeg" />
</ out put >
4645 </ operation>
</ bi ndi ng>
<l-- Bind the actual service here -->
<servi ce nane="| HERet ri eveFor Di spl ay">
4650 <port name="| HERetri eveForDi splayHttpGet" bindi ng="s0:|HERetri eveForDi spl ayHttpGet">
<http:address location="http://local host/" />
</ port>

</ service>
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Appendix B: Definition of Document Unique IDs

The Retrieve Information for Display Integration Profile in its Retrieve Persistent Document
transaction relies on a globally unique identification of persistent objects. It is the Information
Source Actor’ s responsibility, when a specific document instance is available for retrieval, to
assign to this document instance a globally unique identifier, thus allowing Display Actorsto
retrieve the same document instance at different points in time and to obtain the same semantics
for its presented content.

This appendix describes how unique identifiers for documents shall be created. A unique
identifier may be created by the Information Source Actor or by any other system to which the
information source is connected. The requirements specified in this appendix are derived from
the common practices and definitions of OIDs in 1SO 8824, HL7 V3 and CDA and UIDs in
DICOM. They guarantee uniqueness across multiple countries, sites, vendors and equipment.

B.1: Requirements for Document UIDs

The UID identification scheme is based on the OSI Object Identification (numeric form) as
defined by the 1SO 8824 standard.

All Unique Identifiers, used within the context of this transaction shall be registered values as
defined by 1SO 9834-3 to ensure global uniqueness. These requirements result in the following
structure for unique Ids.

B.2: Structure of a Document UID

Each Document UID is composed of two parts, an <org root> and a <suffix> separated by a
“period”. Therefore: UID = <org root>.<suffix>

The <org root> portion of the UID uniquely identifies an organization, (e.g., manufacturer,
research organization, hospital, etc.), and is composed of a number of numeric components as
defined by 1SO 8824. The <suffix> portion of the UID is also composed of a number of numeric
components, and shall be unique within the scope of the <org root>. Thisimpliesthat the
organization identified in the <org root> is responsible for guaranteeing <suffix> uniqueness by
providing registration policies. These policies shall guarantee <suffix> uniqueness for all UID's
created by that organization. Unlike the <org root>, which may be common for UID'sin an
organization, the <suffix> shall take different unique values between different UID's that identify
different objects. The <org root> is used only for uniqueness and not for any other purpose.

Although a specific implementation may choose some particular structure for its generated UIDs,
it should never assume that a UID carries any semantics. A UID shall not be "parsed” to find a
particular value or component. Component definition (for the suffix) is implementation-specific
and may change as long as uniqueness is maintained. Parsing UID's (including extracting the
root) may jeopardize the ability to inter-operate asimplementations evolve.
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B.3: Document UID encoding rules

The UID encoding rules are defined as follows:

Each component of a UID isanumber and shall consist of one or more digits. The first

digit of each component shall not be zero unless the component is a single digit.
Note: Registration authorities may distribute components with non-significant leading zeroes. The leading zeroes
should be ignored when being encoded (ie. “00029” would be encoded “29").

Each component numeric value shall be encoded using the characters 0-9 of the Basic GO
Set of the International Reference Version of 1SO 646:1990. This particular encoding is
the same as the UTF-8 encoding for these characters in UNICODE.

Components shall be separated by the character "." (2EH).

UIDs shall not exceed 64 total characters, including the digits of each component, and
Separators between components.

B.4: How to obtain a UID registration root?

Organizations that define UIDs are responsible for properly registering their UIDs (at least
obtain aregistered <Org Root>) as defined for OSI Object Identifiers (1SO 9834-3). The
organization defining the UID shall accept the responsibility of ensuring its uniqueness. IHE will
not register UIDs or issue registered organization roots. There are alarge number of meansto
obtain free or for areasonable fee an organization root.

A useful resource that is often used by the DICOM community lists the many ways to obtain a
registered UID Root for a small fee or even for free, anywhere in the world.

http://www.dclunie.com/medical-image-fag/html/part8.html#UI DRegistration

The manner in which the suffix of a Document UID is defined is not constrained by any IHE
Integration Profile. Only the guarantee of its uniqueness by the defining organization is required
by IHE.

B.5: Example of a Document UID

This example presents a particular choice made by a specific organization in defining its suffix to
guarantee unigueness. A variant is discussed.

"1.2.840.xxxxx.4076078054086.11059664469.235212"

(root) (suffix)
In this example, the root is:
1 | dentifies 1SO
2 Identifies ANSI Member Body
840 Country code of a specific Member Body (U.S. for ANSI)
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xxxxx ldentifies a specific Organization.(provided by ANSI)
In this example the remaining components of the suffix relate to the identification of a specific
document instance:
4076078054086 802.3 MAC Address (004 076 078 054 086)
11059664469 Time system was booted (July 31, 2033 10:14:29)
235212 Monotonically increasing sequence number

In this example, the organization has chosen these components to guarantee uniqueness. Other
organizations may choose an entirely different series of componentsto uniquely identify its
documents.

Because of the flexibility allowed in creating Document UIDs, implementations should not
depend on any assumed structure of UIDs and should not attempt to parse UIDsto extract the
semantics of some of its components.
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Appendix C: HL7 Profiling Conventions

The HL7 tables included in this document have been modified from the HL7 2.5 standard
document. Such a modification is called a profile. Refer to the HL7 2.5 standard for the
meanings of specific columns in the table.

The profiling tables in this document leverage the ongoing HL7 profile definition. To maintain
this specification at a generic level, the following differences have been introduced:
Message specifications do not indicate the cardinality of segments within a message.

For fields composed of multiple components, there is no indication of the size of each
component.

Where atable containing enumerated values is referenced from within a segment profile
table, the enumerated values table is not always present.

The number of times a repeating field can repeat is not indicated.
The conditions that would require inclusion of conditional fields are not defined when
they depend on functional characteristics of the system implementing the transaction and
they do not affect data consistency.
The following terms refer to the OPT column, which has been profiled:
R Required
R2 Thisisan IHE extension. If the sending application has data for the field, it is
required to populate the field. If the value is not known, the field may not be sent.

R+ Thisisan IHE extension. Thisisafield that IHE requires that was listed as optional
within the HL7 standard.

O Optional
C Conditional

IHE requires that Z-segments be present in HL7 transactions only when defined by the IHE IT
Infrastructure Technical Framework.

According to the HL7 standard, if the value of a field is not present, the receiver shall not change
corresponding data in its database. However, if sender includes explicit NULL value (i.e., two
double-quotes “”), it shall cause removal of any values for that field in the receiver’ s database.

Table C-1 provides a sample profile for an imaginary HL7 segment. Tables for real ssgments are
copied from the HL7 2.5 standard with modifications made only to the OPT column.

Table C-1 Sample HL7 Profile

SEQ LEN DT OPT TBL# ITEM # ELEMENT NAME
1 1 ST R xx001 Element 1
2 4 ST (0] xx002 Element 2
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3 180 HD R2 xx003 Element 3
4 180 HD C xx004 Element 4
5 180 HD 0] xx005 Element 5
6 180 HD R+ xx006 Element 6

C.1: HL7 Implementation Notes

Network Guidelines

The HL7 2.5 standard does not define a network communications protocol. Beginning with HL7
2.2, the definitions of lower layer protocols were moved to the Implementation Guide, but are
not HL7 requirements. The IHE Framework makes these recommendations:

1. Applications shall use the Minimal Lower Layer Protocol defined in Appendix C of the
HL7 Implementation Guide.

5. Anapplication that wants to send a message (initiate atransaction) will initiate a
network connection to start the transaction. The receiver application will respond with
an acknowledgement or response to query but will not initiate new transactions on this
network connection.

Message Control

According to the HL7 standard, each message shall begin with the MSH (message header)
segment. Table C.1-1 identifies all required fields in this message. Thistable shall be interpreted
according to the HL7 Standard unless otherwise noted in Appendix C.

Table C.1-1 IHE Profile - MSH segment

SEQ LEN DT OPT | TBL# | ITEM# ELEMENT NAME
1 1 ST R 00001 Field Separator
2 4 ST R 00002 Encoding Characters
3 180 HD R+ 00003 Sending Application
4 180 HD R+ 00004 Sending Facility
5 180 HD R+ 00005 Receiving Application
6 180 HD R+ 00006 Receiving Facility
7 26 TS R 00007 Date/Time Of Message
8 40 ST o 00008 Security
9 13 CM R 0076/ 00009 Message Type
0003
10 20 ST R 00010 Message Control ID
11 3 PT R 00011 Processing ID
12 60 VID R 0104 00012 Verson ID
13 15 NM (0] 00013 Sequence Number
14 180 ST o 00014 Continuation Pointer
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15 2 1D (0] 0155 00015 Accept Acknowledgment Type

16 2 1D 0] 0155 00016 Application Acknowledgment Type

17 3 1D 0] 0399 00017 Country Code

18 16 ID C 0211 00692 Character Set

19 250 CE (0] 00693 Principa Language Of Message

20 20 1D (0] 0356 01317 Alternate Character Set Handling Scheme
21 10 1D o 0449 01598 Conformance Statement ID #

Adapted from the HL7 Standard, version 2.5 and version 2.3.1

# Note: This element is only applicable in HL7 version 2.5 and thus is only applicable for those transactions based
on HL7 v2.5

The IHE IT Infrastructure Technical Framework requires that applications support HL7-
recommended values for the fields MSH-1-Field Separator and MSH-2-Encoding Characters.

Field MSH-18-Character Set shall only be valued if the message utilizes character sets other than
SO IR-6, also known as ASCII.

I mplementations supporting sequence number protocol (and using the field MSH-13-Sequence
Number) shall be configurable to alow them to perform transactions without such protocol.

Acknowledgment Modes

Applications that receive HL7 messages shall conform to the acknowledgment and response
requirements using the HL7 Original Mode (versus Enhanced Acknowledgment Mode).

The IHE IT Infrastructure Technical Framework provides for each HL7 message to be
acknowledged by the HL7 ACK or by the appropriate HL 7 Query/Response message sent by the
receiver of an HL7 message to its sender. The segment requirements for responses to queries can
be found within the respective sections for the transactions. The segments of the ACK message
listed below are required, and their detailed descriptions are provided in tables C.1-2, C.1-3 and
corresponding notes. The ERR segment is optional and may be included if the MSA-1-
Acknowledgment Code field identifies an error condition.

ACK Acknowledgement Chapter in HL7
Message 23.1/25
MSH M essage Header
MSA M essage Acknowledgement
[ERR] Error Comments

Table C.1-2 IHE Profile - MSA segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
1 2 1D R 0008 00018 Acknowledgment Code
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2 20 ST R 00010 Message Control ID

3 80 ST o 00020 Text Message

4 15 NM 0] 00021 Expected Sequence Number

5 1 1D 0] 0102 00022 Delayed Acknowledgment Type
6 250 CE o 0357 00023 Error Condition

Adapted from the HL7 standard, version 2.5 and version 2.3.1
Field MSA-2-Message Control ID shall contain the Message ID from the MSH-10-Message
4810 Control 1D of the incoming message for which this acknowledgement is sent.
Table C.1-3 IHE Profile - ERR segment

SEQ LEN DT OPT TBL# ITEM# ELEMENT NAME
1 80 ID R 00024 Error code and location

Adapted from the HL7 standard, version 2.5 and version 2.3.1
Common Segment Definitions

The following table specifies the contents of the EVN segment that is common to several HL7-
4815  based transaction messages defined in this volume.

Table C.1-4 IHE Profile - EVN segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
1 3 1D 0] 0003 00099 Event Type Code
2 26 TS R 00100 Recorded Date/Time
3 26 TS (0] 00101 Date/Time Planned Event
4 3 IS (0] 0062 00102 Event Reason Code
5 60 XCN 0] 0188 00103 Operator ID
6 26 TS R2 01278 Event Occurred
7 180 HD O 01534 Event Facility #

Adapted from the HL7 Standard, version 2.5 and version 2.3.1

# Note: This element is only applicable in HL7 version 2.5 and thus is only applicable for those transactions based
on HL7 v2.5

4820 Field EVN-1-Event Type Code is optional; however, if present, its value shall be equal to the
second component of the field MSH-9-Message Type.

241

Rev. 2.0 Final Text Copyright © 2005: ACC/HIMSSRSNA
2005-08-11



4825

4830

4835

4840

4845

IHE IT Infrastructure Technical Framework, vol. 2 (ITI TF-2): Transactions

Appendix D: Cross-Profile Interactions of PIX and PSA

When the Context Manager Actor in a Patient Synchronized Application Integration Profile is
grouped with a Patient |dentifier Cross-reference Consumer in a Patient Identifier Cross-
referencing Integration Profile, patient identifiers must be accessible to both actorsin a
consistent manner. This Appendix provides the necessary mapping rules.

The Patient Identifier Cross-Referencing (PIX) Integration Profile defines a general-purpose
mapping of a Patient 1D within a Patient Identification Domain to aiases in other Patient
|dentification Domains. This mapping is intended to be used across all IHE systems that require
patient identification in transactions crossing Patient |dentification Domains. The PIX
Integration Profile relieson HL7 V2 Transactions.

The Patient Synchronized Application Integration Profile relieson HL7 CCOW which,
confronted with a similar need, has defined a Patient Mapping APl within its architecture. The
HTTP Technology mapping for the CCOW Patient Mapping Agent APl supports its operation
over anetwork interface, thus creating an alternative to HL7 V2 messages.

AsIHE grivesto avoid the inclusion in its integration profiles of incompatible but functionally
equivalent variants, it has decided to use HL7 V2 ADT messages for the Patient Identifier Cross-
referencing Integration Profiles. In consequence, the combined use of the Patient Synchronized
(CCOW based) Integration Profile and of the Patient Identifier Cross-referencing Integration
profiles requires that the IHE Context Manager Actor uses the services of the PIX Integration
Profile. To do 0, the Patient Identifier Cross-reference Consumer Actor in communication with
the Patient Identifier Cross-reference Manager Actor operates as a substitute for the CCOW
Patient Mapping Agent. This is shown in diagram D-1 below as a dashed oval surrounding the
Patient Cross-reference Manager and the Patient | dentifier Cross-reference Consumer actors. As
aresult it is likely that a context management solution would bundle a PMA proxy application
that would implement the PIX Query in support of the Patient Identifier Cross-reference
Consumer Actor.
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Figure D-1: Actor Grouping Diagram

This Appendix provides the definition of the mapping of the CCOW Patient Mapping Agent API
methods onto the PIX Query Transaction (HL7 V2 QBP"Q23/RSP*K23) as defined by the PIX
Integration Profile.

Table D-1 shows the definition of the Patient Mapping Methods parameters as implemented in
Web technology. Most of these Arguments relate to the normal operations of the Patient
Mapping Agent methods that pose no mapping challenge except for the ItemNames and

ItemV alues which pose some constraints. The first constraint comes from the translation of
Patient Identity Domains for both query and response from and to a CCOW defined name / value
pair. The second one comes from the fact that CCOW participant applications can set more than
one identifier in context the ability to detect when these identifiers represent the identities of
more than one patient. IHE has taken steps to mitigate these issues by further restricting how the
IHE Context Participant implements the methods. Each of these constraints is addressed in

sections below.

Table D-1 ContextChangesPending

HTTP Request Message
Argument Data Comment
Name Type
Interface string “ContextAgent”
Method string “ ContextChangesPending”
agentCoupon long “-1"
contextManager string URL for the Context Manager that is requesting the patient id cross-reference
itemNames string[] One or more item names (e.g. Patient.1d.IdList)
itemVaues string[] The patient identifiers corresponding to the domains identified in item names
contextCoupon long Context Coupon value for pending context change transaction
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HTTP Request Message

Argument Data Comment

Name Type
manager Signature string

Not required

HTTP Reply Message

agentCoupon long “-1"

itemNames string[] See below for valid item names for patient subject
itemVaues string[] See below for any constraints on item values
contextCoupon long Return the va ue provided in request
agentSignature string Not required

Decision string “valid” or “invalid”

Reason string Reason text if mapping isinvalid

Adapted from the HL7 Context Management “CCOW” Standard, version 1.4

D.1: Namespace Translation from PIX Query to CCOW

The CCOW standard defines multiple identifier items that may be set into the context by an
instigating participant application. The current list of valid identifier names are listed in Table D-
4870 2.

Table D-2 Patient Subject Identifiers

Patient Subject HL7 HL7 Semantic Constraints on Case
Identifier Item Name HL7 Data Values Sensitive
Meaning Type

Patient.ld.MRN.Suffix Patient medica ST HL7 Table 0203 No
record number, Identifier Type = MR
per PID-2

Patient.Id.MPI Patient ST HL7 Table 0203 No
identifier in the Identifier Type = PT or PI (as agreed
“Master Patient upon by context sharing systems) and
Index”, per Assigning Authority representsthe MPI
PID-2 system

Patient.ld.National [dNumber Patient nationa ST HL7 Table 0203 No
identifier Identifier Type = PT and Assigning
number, per Authority represents agreed upon
PID-2 National Authority

Patient.ld.IdList A list of patient CX May be arepeating set of CX item No
identifiersfor a values (per Section 1.7 of the HL7
patient, per Context Management “CCOW”
PID-3 Standard: Subject Data Definitions

document), each of which contains an
identifier that denotes the same patient

Adapted from the HL7 Context Management “CCOW” Standard, version 1.4
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IHE has specified in the Context Change Transaction as documented in I Tl TF-2 that the Context
Participant Actor shall use the Patient.ld.IdList item. The intent isto eliminate translation as the
Patient.ld.IdList value maps directly to PIX Query Transaction QPD-3.

Applications using in their identifier items Patient.|d.MRN.Suffix will need to migrate to the
Patient.ld.IdList item as expected by the HL7 CCOW standard.

D.2: Processing Multiple Identifiers

CCOW participant applications are permitted to populate as many patient identifiers as they have
available to them. This means that when a user selects a patient in one of these applications the
context is populated with multiple identifiers for the selected patient. When the CCOW Patient
Mapping Agent (PMA) accepts multiple patient identifiers as input, the PMA has the
responsibility of invalidating patient mapping and causing the context change transaction to be
cancelled if it determines that the multiple identifiers supplied as part of the transaction identify
more than one patient.

The QPD segment as defined in the IHE PIX Query Transaction specifies a single identifier
uniquely identifying one patient within a given Patient |dentification Domain. In the case where
multiple identifiers are populated, the context manager may have to process the response to the
initial PIX Query Transaction to evaluate if the other identifiers in context are included. If so, no
further processing is required. Otherwise, an additional PIX Query will need to be issued and the
results processed. Should a non-null result be returned, indicating the identifier uniquely
identifies a different patient for the given domain, the context manager shall assume “invalid” in
the decision field and “multiple patients identified” in the reason field.

In order to mitigate this condition, IHE specifies that all context participants supporting the
Patient Synchronized Applications profile shall only set one identifier for the patient when a
Patient Identifier Cross-referencing Integration Profile is used by the context manager. This
means that the context participant for those applications that manage multiple patient identifiers
will need to be configurable as to which identifier item is passed in the Change Context
Transaction.
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Appendix E: Usage of the CX Data Type in PID-3-Patient Identifier
List

The Health Level Seven Standard (HL7) uses datatype CX to express various identifiers,
including the Patient 1D in the third field of the PID segment. We discuss here how IHE IT
Infrastructure expects the CX datatype to be populated in the PID-3-Patient Identifier List fields
of messages that it defines.

Requirements for populating the elements of PID-3-Patient Identifier List vary slightly,
depending on what actor is originating the transaction in which the PID segment is sent. If the
Patient Identifier Cross-reference Manager is the source of the PID segment, the requirements
(specifically, with respect to populating the Assigning Authority subcomponents) are more
rigorous than otherwise.

PID-3-Patient Identifier List permits multiple occurrences of the CX datatype. Datatype CX
contains 8 components as shown below. This structure allows expression of the value and
context for each identifier that the system knows.

Table E-1: Components of HL7 Data Type CX

Cmp Len DT | Opt Thl Name

1 15 ST R ID

2 ST (0] Check digit

3 1D 0] 0061 Code identifying the check digit scheme employed
4 227 HD R Assigning authority

5 1D (0] 0203 Identifier type code

6 HD (0] Assigning facility

7 DT o Effective date

8 DT (0] Expiration date

Adapted from the HL7 Standard, Version 2.5

Each occurrence of PID-3-Patient Identifier List contains, at a minimum, an identifier value in
Component 1 and an assigning authority in Component 4. The assigning authority
unambiguously provides the context for the identifier. It isalso common practice to provide an
identifier type code in Component 5, but this is not required by IHE. Other components are
optional and will not be discussed here; implementers may refer to HL7 Version 2.5 for more
information.
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Component 1 of Data Type CX, ID, isof datatype ST. This datatype allows a free text value of
up to 15 characters.®

Component 4 of Data Type CX, Assigning Authority, isof datatype HD. This datatype
contains 3 components that, when implemented at the component level, become subcomponents
of Component 4. The requirements for the subcomponents of Component 4 vary by actor.

E.1: Patient Identifier Cross-reference Manager actor requirements

The Patient Identifier Cross-reference Manager Actor is expected to have access to complete
internal and external identifier information for the Assigning Authority of the patient identifier.
To facilitate interoperability, it is required that the Patient Identifier Cross-reference Manager
Actor populate all subcomponents of the Assigning Authority component. The usage of these
subcomponents will be explained in the examples below.

This requirement applies to the response portion of Transaction ITI-9 (PIX Query) and to
Transaction I'TI-10 (PIX Update Notification).
Table E-2: Usage of HL7 Data Type CX by the PIX Manager Actor

Cmp | Sbc | Len | DT | Opt Thl Name Conditionality predicate
15 ST R ID
ST (0] Check digit
1D (0] 0061 Code identifying the
check digit scheme
employed
4 227 HD R Assigning authority Subcomponent 1 must refer to the

same entity as Subcomponents 2 and
3.

4 20 IS R 0363 Namespace ID
4 199 ST R Universal ID
4 6 1D R 0301 Universal ID type
5 1D 0] 0203 Identifier type code
6 HD 0] Assigning facility If all three subcomponents are
populated, they must refer to the same
entity.
IS 0] 0300 Namespace ID
2 ST C Universal ID Populated if, and only if,
Subcomponent 3 is popul ated.
6 3 1D C 0301 Universal ID type Populated if, and only if,

Subcomponent 2 is popul ated

8 Asimplemented in HL7 Version 2.5. Prior to Version 2.5, HL7 did not specify the length of individual
components. Although the profilesin IHE-ITI are based Versions 2.3.1 and 2.4 of HL7, they use the component
length constraints provided by Version 2.5 to support forward compatibility.
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Cmp | Sbc | Len | DT | Opt Thl Name Conditionality predicate
7 DT 0] Effective date
8 DT (0] Expiration date

IHE specifies that the Patient Identifier Cross-reference Manager actor must populate all 3
subcomponents of Component 4. The following rules apply:

Subcomponent 1 of Component 4, Namespace I D, is of datatype |S. HL7 specifies that when
valued in the Patient ID field, the value in this subcomponent be a code taken from user-defined
Table 0363, Assigning Authority. Version 2.5 of HL7 provides suggested values for assigning
authorities in various local jurisdictions, such as USSSA for U.S. Social Security Administration.
Sites may add values to this table, but for interoperability must ensure that added values (and
meanings) are agreed upon by all communicating systems.

Subcomponent 2 of Component 4, Universal 1D, is of datatype ST. This subcomponent
contains a value from either a known external domain or a specified internal domain. The
domain is given in Subcomponent 3.

Subcomponent 3, Universal ID Type, is of datatype ID. This subcomponent contains a code
taken from HL7 Table 0301, Universal ID Type. Table 0301 contains values for various known
external identifier domains such as DNS (Internet dotted name) and | SO (International Standards
Organization Object Identifier, or OID), aswell asthevaluesL, M, and N to permit the use of
internal identifier domains.

Subcomponent 1 must refer to the same entity as Subcomponents 2 and 3.

E.2: Other actor requirements

The PID segment may also appear in messages generated by other IHE Actors, including the
Patient ID Cross-reference Consumer and the Information Source. These actors must also
populate the Assigning Authority.

However, IHE specifies that they need not populate all three subcomponents of Assigning
Authority. They must populate either Namespace ID (an entry from a user-defined table), or
Universal ID and Universal ID Type (allowing the use of an externally defined identifier
scheme).

This requirement applies to Transaction 8 (Patient Identity Feed), to the query portion of
Transaction I TI-9 (PIX Query), and to any other transaction (except for the response portion of
ITI-9 and for 1TI-10) that populates PID-3-Patient Identifier List.

Table E-3: Usage of HL7 Data Type CX by other IHE Actors

Cmp | Sbc | Len | DT | Opt Thl Name Conditionality predicate
15 ST R ID
ST (0] Check digit
1D 0] 0061 Code identifying the
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Cmp | Sbc | Len | DT | Opt Thl Name Conditionality predicate
check digit scheme
employed
4 227 HD R Assigning authority If all three subcomponents are
populated, they must refer to the same
entity.
4 1 20 IS C 0363 Namespace ID Must be populated if Subcomponents
2 and 3 are not populated.
4 2 199 ST C Universal ID Must be populated if Subcomponent 1

is not popul ated.

Populated if, and only if,
Subcomponent 3 is popul ated.

4 3 6 1D C 0301 Universal ID type Must be populated if Subcomponent 1
is not popul ated.

Populated if, and only if,
Subcomponent 2 is popul ated.

1D 0] 0203 Identifier type code
6 HD (0] Assigning facility If all three subcomponents are
populated, they must refer to the same
entity.
IS 0] 0300 Namespace ID
2 ST C Universal ID Populated if, and only if,
Subcomponent 3 is popul ated.
6 3 1D C 0301 Universal ID type Populated if, and only if,
Subcomponent 2 is popul ated.
DT o Effective date
DT (0] Expiration date

The definitions of the subcomponents of Component 4 are as given above for the Patient
|dentifier Cross-reference Manager actor. If all three subcomponents are defined, Subcomponent
1 must refer to the same entity as Subcomponents 2 and 3.

E.3: E.3 Examples of use

Metropolitan Medical Center treats a patient, Jane Smith, for whom 3 identifiers are known.
(For this example, assume that the HL7 V2 default delimitersarein use: | for field separator,
for component separator, ~ for repetition separator and & for subcomponent separator.)

3.24.6 Data sent by source systems

The source systems provide data to the Patient I dentifier Cross-reference Manager. These data

are sent either in a Patient Identity Feed transaction [I TI-8] or in response to a PIX Query.
Patient Smith’s Social Security number is 999-99-4452. This number is assigned by the U.S. Social
Security Administration.
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The ADT system sends the Social Security number at registration, in an occurrence of
PID-3-Patient Identifier List that looks like this:

999-99-4452"MNUSSSA

Note that only Subcomponent 1 of Assigning Authority is assigned here, while
Subcomponents 2 and 3 are left empty.
Patient Smith’s medical record number is 9990-99497. This number is assigned by Metropolitan

Medical Center, for which no external identifier is known. Metropolitan Medical Center incorporates
the Namespace ID 99MMC for the medical record numbers it assigns.

The ADT system sends the medical record number at registration, in an occurrence of
PID-3-Patient Identifier List that looks like this:

999099497"MN99MMC

Note again that only Subcomponent 1 of Assigning Authority is assigned here.
Patient Smith’s medical insurance number is 99998410. This number is assigned by MLH Life &
Casualty Company, whose Internet domain name is www.mlhlifecasualty.com.’

The billing system sends the medical insurance number in an occurrence of PID-3-
Patient Identifier List that looks like this:

99998410™MN&www.mlhl i fe.com&DNS

Note that only Subcomponents 2 and 3 of Assigning Authority are assigned here.
Also note the value DNS in the third subcomponent of Component 4 to indicate an
Internet domain name.

3.24.7 Data sent by the Patient Identifier Cross-reference Manager

The Patient Identifier Cross-reference Manager implements HL7 Table 0363, Assigning
Authority, by incorporating the valuesin HL7 Version 2.5 as well as the values 99M M C for
Metropolitan Medical Center and 99M LHL | FE for MLH Life & Casualty.” It also includes a
known 1SO Object Identifier for the Social Security Administration, 1.2.mm.nnnnn.555.6666."

To send the identifiers in PID-3-Patient |dentifier List, the Patient | dentifier Cross-reference
Manager builds and concatenates them as follows.

° Implementers should take into account the possibility that, as with any domain identifier, Internet domain
identifiers — either fully qualified domain names (FQDNS) or IPv4 or |Pv6 addresses — are liable to change.

19 The use of 99 to preface these codes is not mandated by HL7, but reflects the practice directed by Chapter 7 of
HL7 Version 2.5 for specifying local coding system values.

1 ThisOID isfictitious. Therea OID for the SSA should be substituted here.
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5005 -+ In the first occurrence, the Social Security number is sent in the first component, as well as the known
internal and external values for SSN assigning authority in the fourth component. Note the value ISO
in the third subcomponent of Component 4 to indicate an 1ISO Object Identifier.

999-99-4452"MANUSSSA&L .2 .mm.nnnnNn .555.6666&1S0

5010 - In the second occurrence, the medical insurance number is sent in the first component, as well as the
known internal and external values for insurance number assigning authority in the fourth component.

99998410™MNOOMLHL IFE&www ._mIhl 1 Fe.com&DNS

In the third occurrence, the medical record number is sent in the first component, as well as the

5015 known internal and external values for MRN assigning authority in the fourth component. Note that
no external value is known for MRN assigning authority, so the HIS repeats the internal value as an
external value and uses the value L in the third subcomponent of Component 4 to indicate a locally
assigned value.

999099497"MNIOMMC&OIMMC&L

5020 Insending all valuesinaPIX Update Notification transaction [ITI-10], the Patient Identifier
Cross-reference Manager concatenates the three PID-3-Patient |dentifier List values using the
repetition separator:

] 999994452/MAUYSSSA&L .2 _mm.nnnnn . 555 .6666&1S0~99998410"MN99A
BCLIFE&www.abcl ife.com&DNS~999099497MN9IMMC&IOMMC& |
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5025 Appendix F: Intentionally Left Blank
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Appendix G:  Transition from Radiology Basic Security to ATNA

G.1: Message Transformation

The IHE Provisional messages can be transformed into equivalent Audit Trail messages by
various means. One such istheuse of an XSLT. The following XSLT is an illustrative example
of such atransformation. It has not been tested or verified on the full range of real world
messages, nor does it include much error processing, but it does transform properly formed IHE
Provisional audit trail messages into the RFC-3881 format. It isprovided for educational
purposes only.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xsl : styl esheet version="1.0" xm ns: xsl="http://ww.w3. org/ 1999/ XSL/ Tr ansf or nf
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance" xm ns: nmexsl ="urn: schemas-m crosoft -
comxslt" xm ns:js="javascript:code">
<xsl : out put nethod="xm " encodi ng="UTF-8"/>
<msxsl : script |anguage="JScript" inplenents-prefix="js"><![CDATA
function encode64(i) // base 64 encoding

{
var k = "ABCDEFCGH JKLMNOPQRSTUVWKYZabcdef ghi j kI mopqr st uvwxyz0123456789+/ =" ;
var o = "";
var cl1, c2, c3, el, e2, e3, e4 =""
var | = 0;
do
{
cl = i.charCodeAt (| ++);
c2 = i.char CodeAt (| ++);
c3 = i.char CodeAt (| ++);
el = cl1 > 2;
e2 = ((cl & 3) << 4) | (c2 >> 4);
e3 = ((c2 & 15) << 2) | (c3 >> 6);
e4 = c3 & 63;
if (isNaN(c2))
e3 = ed4d = 64,
else if (isNaN(c3))
ed = 64;
o0 = o0 + k.charAt(el) + k.charAt(e2) + k.charAt(e3) + k.charAt(e4);
cl =c2=c3 =¢€el =e2=e3 =e¢e4=""
}
while (I < i.length);
return o;
}

1]1></msxsl : scri pt>
<xsl :tenpl ate match="/1HEYr4">
<Audi t Message>
<xsl:attribute
name="xsi : noNanmespaceSchemaLocati on">htt p: //ww. xn . org/ xm / schema/ 7f 0d86bd/ heal t hcar e- security-
audi t. xsd</xsl :attribute>
<Event | denti fi cati on>
<xsl :attribute nane="Event Dat eTi me" ><xsl : val ue- of
sel ect ="Ti neSt anp"/ ></xsl : attri bute>
<xsl : appl y-tenpl at es node="Event|dentification"/>
</ Eventldentification>
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
<xsl : appl y-t enpl at es node="Audi t Sour cel denti fi cation"/>
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
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5080 </ Audi t Message>
</ xsl : tenpl at e>
<l-- -->
<l-- Eventldentification -->
<l-- -->
5085 <xsl:tenpl ate node="Event|ldentification" match="ActorConfig">

<xsl:attribute name="Event Acti onCode" ><xsl : val ue-of select=""E "/></xsl:attribute>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attribute>

<Event | D>
5090 <xsl:attribute name="code" ><xsl : val ue- of
sel ect=""'ActorConfig'"/></xsl:attribute>

</ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
</ xsl : tenpl at e>
5095 <xsl:tenpl ate node="Event|ldentification" match="ActorStart Stop">
<xsl:attribute name="Event Acti onCode" ><xsl : val ue-of select=""E "/></xsl:attribute>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attribute>

<Event | D>
5100 <xsl:attribute name="code" ><xsl : val ue- of
select="'ActorStartStop'"/></xsl:attribute>

</ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
</ xsl : tenpl at e>
5105 <xsl:tenpl ate node="Eventldentification" match="AuditLogUsed">
<xsl:attribute name="Event Acti onCode" ><xsl : val ue-of select=""R "/></xsl:attribute>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attribute>

<Event | D>
5110 <xsl:attribute name="code" ><xsl : val ue- of
sel ect ="' Audi t LogUsed' "/ ></xsl :attri bute>
</ Event | D>

<xsl : appl y-tenpl at es node="Event TypeCode"/ >
</ xsl : tenpl at e>
5115 <xsl:tenpl ate node="Event|dentification" match="Begi nStoringl nstances">
<xsl : appl y-tenpl at es node="Event|dentification"
sel ect ="I nst anceActi onDescri ption"/>
<xsl :attribute nane="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect="0"/></xsl :attri bute>
5120 <Event | D>
<xsl :attribute nane="code"><xsl : val ue- of
sel ect ="' Begi nStori ngl nstances' "/ ></xsl :attribute>
</ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
5125 </ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="DI COM nst ancesDel et ed">
<xsl : appl y-tenpl at es node="Event|dentification" sel ect="0CbjectAction"/>
<xsl :attribute nane="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attri bute>
5130 <Event | D>
<xsl :attribute nane="code"><xsl : val ue- of
sel ect ="' DI COM nst ancesDel eted' "/ ></xsl :attri bute>
</ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
5135 </ xsl:tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="DI COM nst ancesUsed" >
<xsl : appl y-tenpl at es node="Event | dentification" sel ect="0CbjectAction"/>
<xsl :attribute nane="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attri bute>
5140 <Event | D>
<xsl :attribute nane="code"><xsl : val ue- of
sel ect ="' DI COM nst ancesUsed' "/ ></ xsl : attri but e>
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</ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="D conQuery">
<xsl:attribute name="Event Acti onCode" ><xsl : val ue-of select=""E "/></xsl:attribute>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
sel ect ="' DI COMQuery' "/ ></xsl :attri bute>
</ Event | D>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="Export">
<xsl:attribute name="Event Acti onCode" ><xsl : val ue-of select=""R "/></xsl:attribute>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
[ ></xsl :attribute>
</ Event | D>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="Inport">
<xsl:attribute name="Event Acti onCode" ><xsl : val ue-of select=""'C "/></xsl:attribute>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
[ ></xsl :attribute>
</ Event | D>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="InstanceActi onDescription">
<xsl : appl y-tenpl at es node="Event | dentification" sel ect="0CbjectAction"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="InstancesSent">
<xsl : appl y-tenpl at es node="Event|dentification"
sel ect ="I nst anceActi onDescri ption"/>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
sel ect ="'l nstancesSent'"/></xsl:attribute>
</ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="InstancesStored">
<xsl : appl y-tenpl at es node="Event | dentification"
sel ect ="I nst anceActi onDescri ption"/>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
sel ect ="'l nstancesStored' "/ ></xsl:attribute>
</ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="NetworkEntry">
<xsl:attribute name="Event Acti onCode" ><xsl : val ue-of select=""E "/></xsl:attribute>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
sel ect ="' NetworkEntry' "/ ></xsl:attribute>
</ Event | D>

sel ect ="' Export

sel ect =""'1nport
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<xsl : appl y-tenpl at es node="Event TypeCode"/ >

</ xsl : tenpl at e>

<xsl :tenpl ate node="Eventldentification" match="0bjectAction">
<xsl:attribute name="Event Acti onCode" ><xsl : choose><xsl : when test=". =

' Create' "><xsl:val ue-of select=""'C "/></xsl:when><xsl:when test=". = 'Access'"><xsl:val ue-of
sel ect ="' R "/ ></xsl : when><xsl : when test=". = 'Modify'"><xsl:val ue-of

sel ect ="' U "/ ></xsl :when><xsl : when test=". = 'Del ete'"><xsl:val ue-of

sel ect=""'D "/ ></xsl : when><xsl : ot her wi se><xsl : val ue- of

sel ect ="' E "/ ></xsl:otherw se></xsl:choose></xsl:attribute>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Event|dentification" match="0O derRecord">
<xsl : appl y-tenpl at es node="Event | dentification" sel ect="0CbjectAction"/>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
sel ect ="' Order Record' "/ ></xsl :attribute>
</ Event | D>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="PatientRecord">
<xsl : appl y-tenpl at es node="Event | dentification" sel ect="0CbjectAction"/>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
sel ect ="' PatientRecord' "/></xsl:attribute>
</ Event | D>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Event|dentification" match="ProcedureRecord">
<xsl : appl y-tenpl at es node="Event | dentification" sel ect="0CbjectAction"/>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
sel ect ="' ProcerdureRecord' "/ ></xsl:attribute>
</ Event | D>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="SecurityA ert">
<xsl:attribute name="Event Acti onCode" ><xsl : val ue-of select=""'"E "/></xsl:attribute>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
sel ect=""'SecurityAlert'"/></xsl:attribute>
</ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="StudyDel et ed">
<xsl : appl y-tenpl at es node="Event | dentification" sel ect="0bjectAction"/>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attribute>
<Event | D>
<xsl:attribute name="code" ><xsl : val ue- of
sel ect ="' StudyDel eted' "/ ></xsl :attri bute>
</ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="UserAut henti cated">
<xsl:attribute name="Event Acti onCode" ><xsl : val ue-of select=""E "/></xsl:attribute>
<xsl:attribute name="Event Qut conel ndi cat or " ><xsl : val ue- of
sel ect ="0"/></xsl :attribute>
<Event | D>
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<xsl :attribute nane="code"><xsl : val ue- of
sel ect ="' User Aut henti cated' "/ ></xsl :attri bute>
5270 </ Event | D>
<xsl : appl y-tenpl at es node="Event TypeCode"/ >
</ xsl : tenpl at e>
<xsl :tenpl ate node="Eventldentification" match="*"/>

<l-- -->
5275 <l-- Eventldentification / EventTypeCode -->
<l-- -->

<xsl :tenpl at e node="Event TypeCode" mat ch="Action">
<Event TypeCode>
<xsl :attribute nane="code"><xsl:val ue-of select="."/></xsl:attribute>
5280 </ Event TypeCode>
</ xsl : tenpl at e>
<xsl :tenpl at e node="Event TypeCode" match="Al ert Type">
<Event TypeCode>
<xsl :attribute nane="code"><xsl :val ue-of select="."/></xsl:attribute>
5285 </ Event TypeCode>
</ xsl : tenpl at e>
<xsl :tenpl at e node="Event TypeCode" mat ch="ApplicationAction">
<Event TypeCode>
<xsl :attribute nane="code"><xsl :val ue-of select="."/></xsl:attribute>
5290 </ Event TypeCode>
</ xsl : tenpl at e>
<xsl :tenpl at e node="Event TypeCode" mat ch="Confi gType">
<Event TypeCode>
<xsl :attribute nane="code"><xsl:val ue-of select="."/></xsl:attribute>
5295 </ Event TypeCode>
</ xsl : tenpl at e>
<xsl :tenpl at e node="Event TypeCode" mat ch="Machi neActi on">
<Event TypeCode>
<xsl :attribute nane="code"><xsl :val ue-of select="."/></xsl:attribute>
5300 </ Event TypeCode>
</ xsl : tenpl at e>
<xsl :tenpl at e node="Event TypeCode" match="*"/>

<l-- -->
<l-- Active Participant -->
5305 <l-- S

<xsl :tenpl ate node="ActiveParticipant" match="Actor Config">

<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Actor Nane" >
5310 <ActivePartici pant >

<xsl:attribute name="User| D'><xsl :val ue-of select="
<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="fal se()"/></xsl:attribute>
</ ActivePartici pant >

5315 </ xsl:tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Actor Start Stop">

<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="AET">
5320 <xsl:attribute name="AlternativeUser| D'><xsl:val ue-of select='
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="AuditLogUsed">

<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
5325 <xsl :tenpl ate node="ActiveParticipant" match="Begi nStoringl nstances">

<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Destinati on">

<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
5330 </ xsl:tenpl at e>

"I ></xsl:attribute>

"I ></xsl:attribute>
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<xsl :tenpl ate node="ActivePartici pant" match="DI COM nst ancesDel et ed" >
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Dl COM nst ancesUsed" >
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="D conuery">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActivePartici pant" match="Export">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Hnane">
<xsl:attribute name="User Name"><xsl :val ue-of select="."/></xsl:attribute>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="I|nmport">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="InstanceActi onDescri ption">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActivePartici pant" match="InstancesSent">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActivePartici pant" match="InstancesStored">
<ActivePartici pant >
<xsl : appl y-tenpl at es node="ActivePartici pant" sel ect =" Renpt eNode"/ >
<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="true()"/></xsl:attribute>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="1P">
<xsl:attribute name="User| D'><xsl:val ue-of select=""'node
<xsl:attribute name="Networ kAccessPoi nt| D'><xsl : val ue- of
L"I></xsl:attribute>
<xsl :attribute nane="Networ kAccessPoi nt TypeCode" ><xsl : val ue- of
sel ect ="2"/></xsl :attri bute>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Local Printer">
<Acti vePartici pant >
<xsl:attribute name="User| D'><xsl :val ue-of select="
<xsl :attribute nane="User| sRequest or"><xsl : val ue- of
select="fal se()"/></xsl:attribute>
<Rol el DCode>
<xsl:attribute name="code"><xsl : val ue- of
/></xsl :attribute>
</ Rol el DCode>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Local User">
<xsl:attribute name="User| D'><xsl :val ue-of select="
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Local User nane" >
<Acti vePartici pant >
<xsl:attribute name="User| D'><xsl:val ue-of select="."/></xsl:attribute>
<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="true()"/></xsl:attribute>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Medi al D'>
<ActivePartici pant >
<xsl:attribute name="User| D'><xsl:val ue-of select="."/></xsl:attribute>

[ ></xsl:attribute>

sel ect =

"I ></xsl:attribute>

sel ect=""Printer

"I ></xsl:attribute>
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<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="fal se()"/></xsl:attribute>
<xsl : appl y-tenpl at es node="Acti veParti ci pant Rol el DCode"
sel ect="../Medi aType"/>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="NetworkEntry">
<Acti vePartici pant >
<xsl:attribute name="User| D"'><xsl: val ue- of
sel ect="../Host"/></xsl:attribute>
<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="fal se()"/></xsl:attribute>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActivePartici pant" match="Node">
<Acti vePartici pant >
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="fal se()"/></xsl:attribute>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="0Or der RRecord">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActivePartici pant" match="Pati ent Record">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActivePartici pant" match="ProcedureRecord">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Renot eNode">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="Requestor">
<Acti vePartici pant >
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="true()"/></xsl:attribute>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="RNode">
<Acti vePartici pant >
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="fal se()"/></xsl:attribute>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="SecurityA ert">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
<Acti vePartici pant >
<xsl:attribute name="User| D'><xsl: val ue- of
sel ect="../Host"/></xsl:attribute>
<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="fal se()"/></xsl:attribute>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="StudyDel et ed">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="User">
<Acti vePartici pant >
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
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<xsl :attribute nane="Userl sRequest or"><xsl : val ue- of
select="true()"/></xsl:attribute>
</ ActivePartici pant >
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActivePartici pant" match="User Aut henti cated">
<xsl : appl y-tenpl at es node="Acti vePartici pant"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="ActiveParticipant" match="*"/>

<l-- -->
<l-- Active Participant / Rol el DCode -->
<l-- -->

<xsl :tenpl ate node="ActivePartici pant Rol el DCode" nat ch="Medi aType" >
<Rol el DCode>
<xsl :attribute nane="code"><xsl :val ue-of select="."/></xsl:attribute>
</ Rol el DCode>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Acti veParti ci pant Rol el DCode" match="*"/>

<l-- -->
<l'-- AuditSourceldentification >
<l-- -->

<xsl :tenpl at e node="Audi t Sour cel denti ficati on" match="Host">
<Audi t Sour cel denti fi cati on>
<xsl :attribute nane="Audit Sourcel D'><xsl : val ue- of
"I></xsl:attribute>
</ Audi t Sour cel denti fi cati on>
</ xsl : tenpl at e>
<xsl :tenpl at e node="Audi t Sour cel dentification" match="*"/>

sel ect =

<l-- -->
<l-- Participantbjectldentification -->
<l-- -->

<xsl :tenpl ate node="Partici pant Obj ectldentification" match="Begi nStoringl nstances">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="DI COM nst ancesDel et ed">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="DI COM nst ancesUsed" >
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="D conQuery">
<Parti ci pant Obj ect | denti ficati on>
<xsl:attribute nane="Partici pant Obj ect TypeCode" ><xsl : val ue- of
sel ect ="2"/></xsl :attri bute>
<xsl:attribute nane="Partici pant Obj ect TypeCodeRol e" ><xsl : val ue- of
sel ect ="3"/></xsl :attribute>
<xsl:attribute nane="Partici pant Obj ect | D'><xsl : val ue- of
sel ect ="CUl D'/ ></xsl : attri bute>
<Parti ci pant Obj ect | DTypeCode>
<xsl:attribute name="code"><xsl :val ue- of
select=""2""/></xsl:attribute>
</ Parti ci pant Obj ect | DTypeCode>
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect Query" sel ect ="Keys"/>
<xsl : appl y-tenpl at es node="Partici pant Obj ect Detail" sel ect="SyntaxU D'/ >
</ Partici pant Obj ectl dentification>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="Export">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="Inmport">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="InstanceActi onDescription">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
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</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentificati on" match="InstancesSent">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="InstancesStored">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentificati on" match="OrderRecord">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="Patient">
<Parti ci pant Obj ect | denti ficati on>
<xsl : appl y-tenpl at es node="Parti ci pant Obj ectldentification"
sel ect="Patient| D"/ >
<xsl:attribute nane="Partici pant Obj ect TypeCode" ><xsl : val ue- of
sel ect ="1"/></xsl :attri bute>
<xsl:attribute nane="Partici pant Obj ect TypeCodeRol e" ><xsl : val ue- of
sel ect ="1"/></xsl :attri bute>
<Parti ci pant Obj ect | DTypeCode>
<xsl:attribute name="code"><xsl :val ue- of
select=""2""/></xsl:attribute>
</ Parti ci pant Obj ect | DTypeCode>
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect|dentification"
sel ect =" Pat i ent Narme"/ >
<xsl : appl y-tenpl at es node="Partici pant Obj ectDetail" select="../SUD"'/>
</ Partici pant Obj ectl dentification>
<xsl : appl y-tenpl at es node="Partici pant Obj ectldentification" select="SUD'/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="Patientl|D"'>
<xsl:attribute nane="Partici pant Obj ect | D'><xsl : val ue- of
L"I></xsl:attribute>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentificati on" match="Pati ent Nane">
<Parti ci pant Obj ect Name>
<xsl :val ue-of select="."/>
</ Parti ci pant Obj ect Name>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentificati on" match="PatientRecord">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="ProcedureRecord">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="SecurityAert">
<Parti ci pant Obj ect | denti ficati on>
<xsl:attribute nane="Partici pant Obj ect | D'><xsl : val ue- of
sel ect="../Host"/></xsl:attribute>
<xsl:attribute nane="Partici pant Obj ect TypeCode" ><xsl : val ue- of
sel ect ="2"/></xsl :attri bute>
<xsl:attribute nane="Partici pant Obj ect TypeCodeRol e" ><xsl : val ue- of
sel ect ="13"/></xsl :attri bute>
<Parti ci pant Obj ect | DTypeCode>
<xsl:attribute name="code"><xsl: val ue- of
sel ect ="12"/></xsl :attri bute>
</ Parti ci pant Obj ect | DTypeCode>
<xsl : appl y-tenpl at es node="Partici pant Obj ect Detail" sel ect="Description"/>
</ Partici pant Obj ectl dentification>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="StudyDel et ed">
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect | dentification"/>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="SU D'>
<Parti ci pant Obj ect | denti ficati on>

sel ect =
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<xsl:attribute nane="Partici pant Obj ect | D'><xsl : val ue- of
L"I></xsl:attribute>

<xsl:attribute nane="Partici pant Obj ect TypeCode" ><xsl : val ue- of
sel ect ="2"/></xsl :attri bute>
5585 <xsl:attribute name="Partici pant Obj ect TypeCodeRol e" ><xsl : val ue- of
sel ect ="3"/></xsl :attribute>

<Parti ci pant Obj ect | DTypeCode>
<xsl:attribute name="code"><xsl: val ue- of

select=""9""/></xsl:attribute>

sel ect =

5590 </ Parti ci pant Obj ect | DTypeCode>
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect Detai | "
sel ect ="../ Accessi onNurber "/ >
<xsl : appl y-tenpl at es node="Partici pant Obj ect Detail" select="../CUD"'/>

<xsl : appl y-tenpl at es node="Parti ci pant Obj ect Detai | "

5595 select="../FillerOderNunmber"/>
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect Detail "

sel ect ="../ Number O | nst ances"/ >
<xsl : appl y-tenpl at es node="Partici pant Obj ectDetail" select="../MPPSU D'/ >
<xsl : appl y-tenpl at es node="Parti ci pant Obj ect Detail "

5600 sel ect="../Pl acer Order Nurmber"/ >

</ Partici pant Obj ect | denti fication>
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectldentification" match="*"/>

<l-- .
5605 <l-- ParticipantObjectldentification / ParticipantObjectDetail -->

<l-- -->

<xsl :tenpl ate node="Partici pant Obj ect Detail" match="Accessi onNunber">

<Partici pant Obj ect Detai | >
<xsl :attribute nane="type"><xsl: val ue- of
5610 sel ect ="' Accessi onNunber' "/ ></xsl : attri bute>
<xsl:attribute name="val ue"><xsl : val ue- of
sel ect ="j s: encode64(string(.))"/></xsl:attribute>
</ Partici pant Obj ect Det ai | >
</ xsl : tenpl at e>
5615 <xsl:tenpl ate node="Partici pant Obj ectDetail" match="CU D'>
<Partici pant Obj ect Detai |l >
<xsl :attribute nane="type"><xsl: val ue- of
sel ect ="' Cont ai nsSOPCl ass' "/ ></xsl : attri bute>
<xsl:attribute name="val ue"><xsl : val ue- of
5620 sel ect ="j s: encode64(string(.))"/></xsl:attribute>
</ Partici pant Obj ect Det ai | >
</ xsl : tenpl at e>

<xsl :tenpl ate node="Partici pant Obj ect Detail" match="Descri ption">
<Partici pant Obj ect Detai | >
5625 <xsl:attribute name="type"><xsl:val ue- of

/></xsl :attribute>
<xsl:attribute name="val ue"><xsl : val ue- of
sel ect ="j s: encode64(string(.))"/></xsl:attribute>
</ Partici pant Obj ect Det ai | >
5630 </ xsl:tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectDetail" match="Fill er Or der Nunber">
<Partici pant Obj ect Detai | >
<xsl :attribute nane="type"><xsl: val ue- of
select=""FillerOderNunmber'"/></xsl:attribute>
5635 <xsl:attribute name="val ue"><xsl : val ue- of
sel ect ="j s: encode64(string(.))"/></xsl:attribute>
</ Partici pant Obj ect Det ai | >
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ect Detail" match="MPPSUl D' >
5640 <Partici pant Obj ect Detai | >
<xsl :attribute nane="type"><xsl: val ue- of
sel ect ="' Cont ai nsMPPS' "/ ></ xsl : attri but e>

sel ect ="' Descri ption
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<xsl :attribute nane="val ue"><xsl : val ue- of
sel ect ="j s: encode64(string(.))"/></xsl:attribute>

5645 </ Partici pant Obj ect Detail >
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ect Detail" match="Nunber O | nst ances" >

<Partici pant Obj ect Detai | >
<xsl :attribute nane="type"><xsl: val ue- of
5650 sel ect ="' Number Of | nst ances' "/ ></xsl : attri but e>
<xsl:attribute name="val ue"><xsl : val ue- of
sel ect ="j s: encode64(string(.))"/></xsl:attribute>
</ Partici pant Obj ect Det ai | >
</ xsl : tenpl at e>
5655 <xsl:tenpl ate node="Partici pant Obj ectDetail" match="Pl acer O der Nunber" >
<Partici pant Obj ect Detai | >
<xsl :attribute nane="type"><xsl: val ue- of
sel ect ="' Pl acer Order Nunmber ' "/ ></ xsl : attri but e>
<xsl:attribute name="val ue"><xsl : val ue- of
5660 sel ect ="j s: encode64(string(.))"/></xsl:attribute>
</ Partici pant Obj ect Det ai | >
</ xsl : tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ectDetail" match="SU D"'>
<Partici pant Obj ect Detai | >
5665 <xsl:attribute name="type"><xsl:val ue- of
sel ect ="' Cont ai nsSOPI nst ances' "/ ></xsl : attri bute>
<xsl:attribute name="val ue"><xsl : val ue- of
sel ect ="j s: encode64(string(.))"/></xsl:attribute>
</ Partici pant Obj ect Det ai | >
5670 </ xsl:tenpl at e>
<xsl :tenpl ate node="Partici pant Obj ect Detail" match="SyntaxUl D'>
<Partici pant Obj ect Detai | >
<xsl :attribute nane="type"><xsl: val ue- of
sel ect ="' TransferSyntax'"/></xsl:attribute>
5675 <xsl:attribute name="val ue"><xsl : val ue- of
sel ect ="j s: encode64(string(.))"/></xsl:attribute>
</ Partici pant Obj ect Det ai | >
</ xsl : tenpl at e>

<xsl :tenpl ate node="Partici pant Obj ectDetail" match="*"/>

5680 <l-- S
<l-- ParticipantCbjectldentification / ParticipantObjectQery -->
<l-- -->

<xsl :tenpl ate node="Partici pant Obj ect Query" match="Keys">
<Parti ci pant Obj ect Query>

5685 <xsl :val ue-of select="."/>
</ Partici pant Obj ect Query>

</ xsl : tenpl at e>

<xsl :tenpl ate node="Partici pant Obj ect Query" match="*"/>

<l-- -->
5690 <!-- Discard everything el se -->
<l-- -->

<xsl:tenmplate match="*"/>
</ xsl : styl esheet >
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Appendix H: Required Registry Initialization and Schema

H.1: Initialization

A standard ebXML Registry must be initialized with key Classification Schemes and object
types to support XDS. An ebXML Registry SubmitObjectsRequest is available to perform this

initialization. It includes:
Classification Schemes that anchor the definition of Externalldentifiers

Additions to the ObjectType ClassificationScheme that introduces a general XDS
ClassificationNode that anchors these additions. The usable new ClassificationNodes are:
XDSDocumentEntry, XDSDocumentEntryStub, XDSFolder, and XDSSubmissionSet.
XDSDocumentEntry and XDSDocumentEntryStub are used as new objectTypes for use in an
ExtrinsicObjectto create XDS specific object types. XDSFolder and XDSSubmissionSet are used
to classify RegistryPackage objects to label them as XDS Folders or XDS SubmissionSets.

External Classification Schemes to support attribute coding.

This initialization includes the assignment of UUIDs to these definitions. These pre-assigned
UUIDs shall be used when implementing XDS.

H.2: Schema
An XML Schema has been defined for XDS.

H.3: Location

These resources be found on the IHE website:
http://www.ihe.net
Select Resources tab (one of the tabs listed across the top of the page)
Select Integration Profiles — Supplemental Information
Navigate to the XDS section
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Appendix I Required Initialization of the Affinity Domain

This initialization supports the operation of the Registry Adaptor. The following information
must be provided by the Affinity Domain administrator and loaded into the Registry Adaptor.
This supports the functionality specified for the Registry Adaptor in section 3.14.4.1.2.11. How
this information is loaded into the Registry Adaptor or how the Registry Adaptor is implemented
is not defined by this profile.

1. List of acceptable mimeTypes for documents indexed by the registry.

2. PIX domain name (Assigning Authority) for XDS Affinity Domain. Patientlds attached
to metadata submitted to this registry must come from this PIX Assigning Authority.

3. Acceptable values for all coded attributes represented in the registry by ebXML External
Classifications. These include classCode, eventCode, confidentialityCode,
healthCareFacility TypeCode, formatCode for XDS Document and
XDSSubmissionSet.code and XDSFolder.codeL ist.
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Appendix J: Example Submissions and Query Results

Sample submissions, queries, and query results may be found on the IHE website at:
5735 http://www.ihe.net
Select Resources tab (one of the tabs listed across the top of the page)
Select Implementors Tools
Navigate to the XDS section
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Appendix K:  XDS Security Environment

This Appendix expands on the summary provided in the XDS Volume 1 specification (ITI TF-1:
Appendix H).

The XDS operations assume that a suitable security and privacy environment has been
established. Almost all of the relevant threats will be managed by agreements, policies, and
technologies that are external to the XDS transactions. The few that affect the XDS transactions
will be managed by generic security mechanisms that are not unique to XDS. The threats and
security objectives that must be addressed are described in sections 1 and 2 below. Only a few
of these have issues that are unique to the XDS application.

Section 3 discusses these few threats and objectives in terms of the agreements and policies that
need to be established to create a suitable environment for XDS. Establishing these agreements
often involves business agreement discussions that are part of establishing the XDS affinity
group. These agreements are necessary because the exchange of documents implies agreeing to
the delegation of responsibility for maintaining the security of these documents and for providing
the necessary audit and record keeping facilities.

K.1: Security Environment

3.24.8 Threats

Specific threats to the overall XDS system are listed below. These threats are identified using
the Common Criteria nomenclature defined by 1SO 17799. Mog of these are mitigated by
policies, procedures, and technologies that are not unique to XDS and do not require any special
XDS considerations. Many of these mitigations do require that the parties within the XDS
affinity group have agreement on details of how they will work together.

T.ADMIN_ERROR Improper administration may result in defeat of specific security features.

T.ADMIN_ROGUE Authorized administrator’s intentions may become malicious resulting in
TSF datato be compromised.

T.AUDIT_CORRUPT A malicious process or user may cause audit records to be lost or
modified, or prevent future records from being recorded by taking actions to exhaust audit
storage capacity, thus masking an attacker’s actions.

T.CONFIG_CORRUPT A malicious process or user may cause configuration dataor other
trusted datato be lost or modified.

T.DISASTER System or network may failure due to disaster (e.g. fire, earthquake).

T.DOS A malicious process or user may block others from system resourcesviaa
resource exhaustion denial of service attack.
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T.EAVESDROP A malicious process or user may intercept transmitted datainside or
outside of the enclave. Some of the XDS environments are not concerned with eavesdrop
exposure. They may employ external protective mechanisms such as physical network security
or VPNsto protect against eavesdropping.

T.HARDWARE Hardware may malfunction.

T.IMPROPER_INSTALLATION XDS components may be delivered, installed, or
configured in a manner that undermines security.

T.INSECURE_START Reboot may result in insecure state of the operating system.
T.INTRUSION Malicious software (e.g. virus) may be introduced into the system.

T.MASQUERADE A malicious process or user on one machine on the network may
masquerade as an entity on another machine on the same network.

T.OBJECTS NOT_CLEAN Systems may not adequately remove the data from objects
between usage by different users, thereby releasing information to a user unauthorized for the
data. Thisalso includes swapping hard disk with PHI during service and repair.

T.POOR_DESIGN Unintentional or intentional errorsin requirement specification, design or
development of the TOE components may occur.

T.POOR_IMPLEMENTATION Unintentional or intentional errorsin implementing the
design of the XDS environment may occur.

T.POOR_TEST Incorrect system behavior may result from inability to demonstrate that all
functions and interactions within the XDS operation are correct.

T.REPLAY A malicious process or user may gain access by replaying authentication (or
other) information.

T.SPOOFING A hostile entity may masguerade itself as part of the XDS affinity group
and communicate with authorized users who incorrectly believe they are communicating with
authorized members.

T.SYSACC A malicious process or user may gain unauthorized access to the administrator
account, or that of other trusted personnel.

T.UNATTENDED_SESSION A malicious process or user may gain unauthorized access
to an unattended session.

T.UNAUTH_ACCESS Unauthorized accessto data by a user may occur. Thisincludes
access viadirect user interaction with the device, access via network transactions, and access via
removable electronic and printed media.

T.UNAUTH_MODIFICATION  Unauthorized modification or use of XDS attributes and
resources may Occur.
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T.UNDETECTED_ACTIONS Failure of the XDS components to detect and record
unauthorized actions may occur.

T.UNIDENTIFIED_ACTIONS Failure of the administrator to identify and act upon
unauthorized actions may occur.

T.UNKNOWN_STATE Upon failure of XDS components, the security of the XDS
environment may be unknown.

T.USER_CORRUPT User data may be lost or tampered with by other users.

3.24.9 Security and Privacy Policy

There are awide variety of security and privacy regulations established by law and regulation.
These are interpreted and extended to create individual enterprise policies. This equipment will
be installed into a variety of enterprisesthat are subject to avariety of laws and regulations. The
XDS environment will provide support for the common aspects of these enterprise policies. The
policy statements whose enforcement must be provided by the XDS security mechanisms are:

P.ACCOUNT The users of the system shall be held accountable for their actions within
the system.

P.AUTHORIZATION The system must limit the extent of each user’s abilitiesin
accordance with the TSPP. (See P.PATIENT_CARE)

P.AUTHORIZED_USERS Only those users who have been authorized to access the
information within the system may access the system. (See P.PATIENT_CARE)

P.CRYPTOGRAPHY The system shall use standard approved cryptography (methods
and implementations) for key management (i.e., generation, access, distribution, destruction,
handling, and storage of keys) and cryptographic services (i.e., encryption, decryption, signature,
hashing, key exchange, and random number generation services).

P.DECLARATIVE_SECURITY The system shall allow the administrator to define security
related rules. Examples include defining access control policies and password expiration
restriction.

P.l_AND_A All users must be identified and authenticated prior to accessing any controlled
resources with the exception of public objects.

P.OBJECTAUTHORIZATION  The XDS components must enforce the policy regarding
how authorization is established for protected objects. The policy determines how access control
and other policies are enforced. (Thisis often considered part of P.Authorization, but in the
XDS context it may make sense to consider this as a separate policy.)

P.PATIENT_CARE The security and privacy measures should not prevent patient care. In
particular, there should be emergency bypass mechanisms to override security when necessary to
provide patient care.
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P.SYSTEM INTEGRITY The system must have the ability to periodically validate its correct
operation and, with the help of Administrators, Backup and Restore Operators, and Service
Personnel, it must be able to recover from any errorsthat are detected.

P.TRACE The primary method for enforcing the security and privacy policy isthe use of
auditing. The XDS components must have the ability to review the actions of individuals. The
XDS environment must provide sufficient audit information to external audit and monitoring
systems to permit the review of actions of individuals by that other system.

P.TRUSTED_RECOVERY Procedures and/or mechanisms shall be provided to assure
that, after a system failure or other discontinuity, recovery without a protection compromise is
obtained

PVULNERABILITY_SEARCH The XDS environment must undergo an analysis for
vulnerabilities beyond those that are obvious.

3.24.10 Security Usage Assumptions

Assumptions of the use of the XDS environment:

A.PHYSICAL It is assumed that appropriate physical security is provided within the
domain for the value of the IT assets and the value of the stored, processed, and transmitted
information.

A. AUDIT_REVIEW It is assumed that there will be audit repository and review services
provided that can accept audit information from the XDS componentsin real time.

A.OPERATION It is assumed that networks, firewalls, etc. are deployed and
maintained to meet appropriate network security levels.

A.PERSONNEL It is assumed that the organization can assure I T user & other
workforce personal integrity/trustworthiness.

A.PKI It isassumed that there will be a facility to provide signed certificates as needed for node
and user authentication. The key management maybe done manually or automatically depending
on the availability of appropriate technology.

K.2: Security Objectives

This section defines the security objectives for the XDS environment. These objectives are
suitable to counter al identified threats and cover all identified organizational security policies
and assumptions. Common Criteria nomenclature is used. The XDS component security
objectives are identified with “O.” appended to at the beginning of the name and the environment
objectives are identified with “ OE.” appended to the beginning of the name.
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3.24.11 XDS Component Security Objectives

O.ACCESS The XDS components will ensure that users gain only authorized accessto it and
to the resources that it controls. (See O.EMERGENCY _BY PASS)

O.ACCESS HISTORY The XDS components will display information (to authorized
users) related to previous attemptsto establish a session.

O.ADMIN_ROLE The XDS components will provide separate administrator rolesto isolate
administrative actions. These include a General Administrator role, a Backup and Restore
Operator role, a Cryptographic Administrator role, and a Service Personnel role. Additional
roles can be defined. Theseroles are collectively called Administrators.

O.ADMIN_TRAINED The XDS components will provide authorized Administrators with
the necessary information for secure management and operation.

O.AUDIT_GENERATION The XDS components will provide the capability to detect
and create records of security and privacy relevant events associated with users. The XDS
components will reliably transmit this information to the central audit repository, and provide
reliable local storage of events until the central audit repository has confirmed receipt. (See
OE.AUDIT_REVIEW)

O.AUDIT_PROTECTION Each XDS component will provide the capability to protect audit
information within its scope of control.

O.AUDIT_REVIEW If an external central audit repository is not part of the environment,
the components will be configured to provide limited capability to analyze and selectively view
audit information. (See OE.AUDIT_REVIEW)

O.CONFIG_MGMT All changes to the components and its development evidence will
be tracked and controlled.

O.DECLARATIVE_SECURITY The components will allow security functions and access
control to be defined by the authorized administrator.

O.DISASTER_RECOVERY The components should allow the authorized
Administratorsto perform backup and restore of electronic data, and rapid configuration and
reconfiguration of device operation. In addition, the TOE should support administrative
procedures to restore operation after disasters that may have substantially destroyed portions of
the hospital operation and where substitute temporary systems are in place.

O.DISCRETIONARY_ACCESS The componentswill control accesses to resources based
upon the identity of users and the role of users. (See O.EMERGENCY _BYPASYS)

O.DISCRETIONARY_USER_CONTROL The components will allow authorized users
to specify which resources may be accessed by which users and groups of users. (See
O.EMERGENCY_BYPASS)
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O.EMERGENCY_BYPASSThe XDS components should allow access to any secured data
during a declared medical emergency.

O.ENCRYPTED_CHANNEL Based on the environmental policies, encryption may be
used to provide confidentiality of protected datain transit over public network.

O.INSTALL The XDS components will be delivered with the appropriate installation guidance
in the form of installation manuals and training to establish and maintain component security.

O.INTRUSION_DETECTION The XDS components will ensure intrusion of malicious
software (e.g. virus) is detected.

O.MANAGE The XDS components will provide all the functions and facilities necessary to
support the authorized Administrators in their management of the security of the TOE.

O.PROTECT The XDS components will provide means to protect user data and
resources.

O.RECOVERY Procedures and/or mechanisms will be provided to assure that recovery is
obtained without a protection compromise, such as from system failure or discontinuity.

O.REMOTE_SERVICE The XDS components will provide the means for remote service
without sacrificing security or privacy policy.

O.RESIDUAL_INFORMATION The XDS components will ensure that any information
contained in a protected resource is not released when the resource is reallocated. Information
on permanent media such as hard disk shall be secured during service and repair.

O.RESOURCE_SHARING No user will block others from accessing resources.

O.SELF_PROTECTION Each XDS component will maintain adomain for its own
execution that protectsitself and its resources from external interference, tampering, or
unauthorized disclosure.

O.TRAINED_USERS The XDS environment will provide authorized users with the
necessary guidance for secure operation.

O.TRUSTED_PATH The TOE will provide a meansto ensure users are not
communicating with some other entity pretending to be the TOE. This covers entity
authentication. (See O.USER_AUTHENTICATION.)

O.TRUSTED_SYSTEM_OPERATION The XDS components will function in a manner that
maintains security.

O.USER_AUTHENTICATION  The XDS components will verify the claimed identity of
the interactive user. (See O.ENTITY_AUTHENTICATION.)

O.USER_IDENTIFICATION The XDS components will uniquely identify the interactive
users.
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3.24.12 Environment Security Objectives

OE.PHYSICAL Physical security will be provided within the domain for the value of the
I'T assets protected by the XDS environment and the value of the stored, processed, and
transmitted information.

OE.AUDIT_REVIEW There may be an audit repository and review service provided that
can accept audit information from the XDS environment inreal time. This facility will provide
review and analysis functions. (See O.AUDIT_GENERATION, O.AUDIT_REVIEW)

OE.OPERATION Networks, firewalls, etc. are deployed and maintained to meet
appropriate network security levels.

OE.PERSONNEL Assure I T user & other workforce personal
integrity/trustworthiness.

OE.PKI There will be afacility to provide signed certificates as needed for node and user
authentication.

K.3: Functional Environment

The XDS can be modelled as having four different organizations that have a delegated
responsibility relationship where each organization has a different functional responsibility. In
some configurations a single organization is responsible for two or more of these functions,
which makes delegation much easier. This section discusses the major areas that must be solved.

The four functions are:

Creator — This functional organization has created the PHI and is legally responsible to the
patient and others for providing healthcare and for protecting this data.

Repository — This functional organization is responsible for providing access to persistent
documentsto readers. The creator has delegated responsibility to the repository to provide
adequate protection for a subset of the PHI. This subset is called the document.

Registry - This functional organization is responsible for providing query servicesto readers.
The creator has delegated responsibility to the to the registry to provide adequate protection for a
subset of the PHI. This subset is called the metadata.

Reader — This functional organization is providing healthcare services that make use of data that
is contained in the metadata and the documents.

There are three levels of difficulty in delegation.

“Trivial” delegation isthat where it is not necessary to delegate the responsibility for
implementing the threat mitigation. Inthose casesit does not matter whether the organizations
have the same policy or mitigations. For example, if the registry provides adequate mitigation
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against the threat of disaster, it need not be concerned with the disaster related policies of the
reader.

“Easy” delegation isthat where the two organizations have the equivalent policies. Inthose
cases there is an initial difficult phase of discovering that the policies are the same and evaluating
that the mitigation strategies are acceptable. This results in asimple binary decision to approve
or disapprove a business relationship permitting the exchange of data. With the exception of the
three policy classes described as “hard” below, the details of policies are likely to differ, but the
goals are sufficiently uniform that a simple business decision can be made.

For the “easy” delegation, the IHE transactions must provide adequate mitigations for the threats
so that the business decision to exchange data can be made based simply on review of the
partners policies and mitigations. This means that some IHE transactions will have additional
security requirements attached. For example, encryption to avoid the threat of eavesdropping
may be required. These requirements are not unique to XDS and will be able to use standardized
security features like TLS and VPN tools. These requirements may be significantly different
from the usual practice within an enterprise, because of the differences in the environment.

“Hard” delegation isthat where the two organizations have different policies or
inconsistent/incompatible mitigation strategies. These are likely to occur for the following
policies, where organizations often disagree on the details of the policy goals, and where policies
often change:

P.Authorization — The authorized access policies and authorized modification policies often
differ, and are often subject to change. The changes that occur are often at adetailed level, e.g.
access rights to a particular patient information may change. This means that either thereisan
agreed mechanism to propogate changes, or an acceptance that policy changes may not be
enforced, or there will be restrictions on the data exchange to avoid delegating responsibility for
datathat is subject to change.

P.Account and P.trace — The policies for accountability and traceability often differ. These are
much less subject to change, but it is often difficult to reconcile delegation when these policies
differ. Thiswill be an especially difficult issue for repository and registry functions that support
multiple different creator organizations.

P.ObjectAuthorization — The policies regarding creation and modification of access rights often
differ.

In addition, any of the policy and threat mitigations may be determined to be unacceptable by
creator, registry, or repository. Inthe simple situation where there are only four real world
participants this simply means that there is no business relationship. Inthe more complex world
where the registry or repository are in many relationships with many creators and readers it
introduces a serious problem. Either the registry and repository must limit its relationship to that
small set of creators and readers that mutually accept all the policies and mitigations of all the
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other organizations, or there must be a mitigation strategy so that creators can restrict delegations
by the registry and repository to only those readers that have policies and mitigations that are
acceptable to the creator.

Mitigations for differences include the following:

Limit the data exchange to that data where the differences are not significant. For example,
highly sensitive data like psychiatric notes might not be shared, while relatively insignificant
datalike allergy information is shared.

Provide a revocation mechanism to deal with policy changes, so that future delegations can be
prohibited. It isoften impractical to revoke past delegations because the PHI has already been
disclosed. But the revocation mechanism can stop further delegation from taking place. This
revocation mechanism must be part of the P.Authorization and P.ObjectAuthorization policies
and must be mutually acceptable for this mitigation to be effective.

Trusted third party inspections and audits can sometimes deal with reconciliation of differences
in P.Account and P.Trace.

An “approved delegation” list identifying acceptable and unacceptable creator/reader pairs can
mitigate the repository and registry issues when the reader has incompatible policies with the
creator. This does require the creator to accept the approved delegation policy and
implementation of the repository and registry, but it reduces the combinatorial explosion of
policy combinations between creators, repositories, registries, and readers into alinear growth in
complexity.

The “approved delegation” may go further into identification of persons, but thisisonly a viable
path when all parties have policies the easily support delegation of personal responsibility.
Persons are usually required to comply with organizational policies, and organizations generally
use roles rather than persons to establish policies. The often viable exception is the special case
of the “deny access to person X”. This can be a viable means of dealing with situations
involving a conflict of interest. Thiskind of access denial may be applicable to just a particular
subset of the PHI exchanged, (e.g. denying access to an ex-spouse).

These mitigations do not directly change the technical requirements for the XDS transactions.
They are policy decisions that may affect how particular actors are configured. The
implementation of XDS actors will need to be aware that this kind of site-specific configuration
management and policy control will be routinely required.
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Appendix L:

Relationship of Document Entry Attributes and
Document Headers

XDS Document Entry attributes, placed in the XDS Document Registry by Document Sources,
may be derived from header data present in the document content. Although the XDS
Integration Profile does not mandate a strict relationship, this appendix illustrates sample
mappings of XDS Document Entry attributes to header fields of some standard document
formats. Thisrelationship does not imply that values are mapped or copied directly as
transformations may be needed between conventions in the EHR-CR and EHR-LR (e.g.
vocabulary mappings).

Table L-1 Relationship of XDS Document Attributes to Document header fields

Attribute CDA R1-2000 CDA R2 Draft Aug EHRCOM
2004
patientld levelone ClinicalDocument Class:
>clinical_document_heade | >recordTarget EHR_EXTRACT
r : attribute:
>>patientRole . _
>>patient Sid subject_of care[1]: I
>>>id mapped into XDS

mapped into XDS Affinity
Domain patient id domain

mapped into XDS
Affinity Domain
patient id domain

Affinity Domain
patient id domain

serviceStartTim
e

levelone

>clinical_document_heade
r>>patient_encounter

>>>encounter_tmr

ClinicalDocument
>documentationOf
>>event

>>>effectiveTime

low=

serviceStopTim
e

levelone

>clinical_document_heade
r >>patient_encounter

>>>encounter_tmr

ClinicalDocument

>documentationOf

>>event

>>>effectiveTime
high=

Class:
CLINICAL_SESSION

atribute:

session_time[1]:
IVL<TS>
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Attribute CDA R1-2000 CDA R2 Draft Aug EHRCOM
2004
classCode Inferred from Inferred from Class
levelone ClinicalDocument COMPOSITION
>clinical_document_heade | >code Attribute: to be added.
r codeSystem=
>>document_type cd code=
RT=
EX=
classCodeDispla | Inferred from Inferred from
yName levelone ClinicalDocument
>clinical_document_heade | >code
r codeSystem=
>>document_type cd code=
DN=
practiceSettingC | levelone Inferred from (need input from CEN
ode >clinical_document_heade | ClinicalDocument TC 251)
r >>patient_encounter >code
>>>practice_setting_cd codeSystem=
V= code=
S=
practiceSettingC | levelone Inferred from
g?:playName >clinical_document_heade | Clinical Document
r >>patient_encounter >code
>>>practice_setting_cd codeSystem=
DN= code=
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Attribute CDA R1-2000 CDA R2 Draft Aug EHRCOM
2004
healthcareFacilit | Inferred from Inferred from Class
y - CLINICAL_SESSION
levelone ClinicalDocument
TypeCode o attribute:
>clinical_document_heade | >code healthcare facility[0
r >>patient_encounter codeSystem= 1: 1 - N
>>>practice_setting_cd code=
V=
S=
healthcareFacilit | Inferred from Inferred from
y ..
TypeCodeDispl levelone ClinicalDocument
ay >clinical_document_heade | >code
Name r >>patient_encounter codeSystem=
>>>practice_setting_cd code=
DN=
availabilityStatu | N/A N/A N/A
S
(Generated and maintained | (Generated and (Generated and
by the Registry) maintained by the maintained by the
Registry) Registry)
uniqueld levelone ClinicalDocument Class
>clinical_document_heade | >id RECORD_COMPON
r ENT
>>id attribute: rc_id[1]: 11
typeCode levelone ClinicalDocument Class

RECORD_COMPON
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>clinical_document_heade | >code ENT
r
codeSystem= .
t te:

>>document_type_cd code= ﬁeré?\?ng[o..l]; cv

RT=

EX=
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Attribute CDA R1-2000 CDA R2 Draft Aug EHRCOM
2004
typeCodeDispla | levelone ClinicalDocument
y >clinical_document_heade | >code
Name r _
displayName=
>>document_type cd
DN=
formatCode ClinicalDocument Class
Stypeld EHR_EXTRACT
attribute: rm_id[1]:
String
eventCode Inferred from Inferred from (need input from CEN
levelone ClinicalDocument TC 251)
>clinical_document_heade | >code
r codeSystem=
>>document_type cd code=
RT=
EX=
eventCodeDispl | Inferred from Inferred from (need input from CEN
&y levelone ClinicalDocument TC 251)
Name

>clinical_document_heade
r

>>document_type cd
RT=

>code
codeSystem=
code=

EX=
title Inferred from ClinicalDocument Class:
. RECORD COMPON
> J—
Ievc-elt-)ne title ENT
r>c||n|cal_document_heade attribute: name{1]:
TEXT
>>document_type cd
279
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Attribute CDA R1-2000 CDA R2 Draft Aug EHRCOM
2004
DN=
authorlnstitution | levelone ClinicalDocument Class
>clinical_document_heade | >author CLINICAL_SESSION
r ; attribute:
>>assignedAuthor -
T N healthcare_facility[O..
>>0riginating_organization >>>representedOrgani | 1]: |
>>>0rganization zation
>>>>name
authorPerson levelone ClinicalDocument Class:
>clinical_document_heade | >author COMPOSITION
r ; attribute:
N >>assignedAuthor composer[0..1]: I
>>originator >>>assignedAuthorCh
>>>person oice
>>>>person
legalAuthenticat | levelone ClinicalDocument Class
or >clinical_document_heade | >legal Authenticator EUNCTlONAL—ROL
r . .
>> Entit L
>>legal_authenticator assignedentity (association from class
— >>>person ATTESTATION)
>>>
person attribute:
performer[1]: 11
URI N/A N/A N/A
parentDocument | levelone ClinicalDocument IN THE CASE OF
Relationship >clinical_document_heade | >relatedDocument REPLACEMENT
r typeCode= Class: AUDIT_INFO
>>document_relationship attribute:
. . ision_status
>>>document_relationship revision_
- CS REV_STAT
type cd — —
IN THE CASE OF
ADDENDUM or
280
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Attribute CDA R1-2000 CDA R2 Draft Aug EHRCOM
2004
TRANSFORM
Class LINK
attribute nature: CV
parentDocument | levelone ClinicalDocument IN THE CASE OF
ld >clinical_document_heade | >relatedDocument REPLACEMENT
r >>parentDocument attripute: .
>>document_relationship | __ i PT?"OUS—VHS'O”[O"H

>>>related document

>>>>id

This attribute uniquely
identifiesthe
RECORD_COMPON
ENT of which the
current
RECORD_COMPON
ENT isarevision (null
for thefirst ever
version).

IN THE CASE OF
ADDENDUM or
TRANSFORM

Class LINK
Attribute: target[1]: 11

confidentialityC
ode

levelone

>clinical_document_heade
r

>>confidentiality_cd
RT=

ClinicalDocument
>confidentialityCode

Class
RECORD_COMPON
ENT

atribute:

sensitivity[1]:
CS SENSITIVITY

EX=
languageCode | xml:lang attribute ClinicalDocument This attributeis a
property of all text
>
relatedDocument data typesin CEN,
typeCode=
281
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Attribute CDA R1-2000 CDA R2 Draft Aug EHRCOM
2004
and so we have not
defined a separate
overall language to
govern the whole
document. It might be
reasonable to assume
that the natural
language used for the
name attribute is
considered to be a
reasonable guide to
the value of this
attribute.
patientld levelone ClinicalDocument Class:
AssignBySourc >clinical_document_heade | >recordTarget EHR_EXTRACT
€ r >>patientRole attribute:
>>patient - subject_of care[1]: Il
>>>per 0N
>>>>|d
patientl nfo levelone ClinicalDocument
stgnBySourc >clinical_document_heade | >recordTarget
r >>patientRole
>>patient >>>patientPatient
>>>person >>>>name
>>>>person_name
size N/A N/A N/A
Total length of submitted Total length of Total length of
document. submitted document. | submitted document.
hash N/A N/A N/A
Hash of submitted Hash of submitted Hash of submitted
document. document. document.
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Attribute CDA R1-2000 CDA R2 Draft Aug EHRCOM
2004
entryUulD N/A N/A N/A
Generated by registry Generated by registry. | Generated by registry.
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Appendix M: Using Patient Demographics Query in a Multi-Domain
Environment

M.1: HL7 QBP*Q22 Conformance Model

The HL7 Find Candidates Query (QBP"Q22) defines a patient demographics query between a
client application and an MPI system (HL7 V2.5, Page 3-64). Thisimplies that the server
maintains a master record of the patient demographics, but may know a number of patient
identifiers from other domains.

In the QBP*Q22 Conformance Statement, QPD-8 (What Domains Returned) is defined as “the
set of domains for which identifiers are returned in PID-3" (HL7 V2.5, Page 3-66, second table).
Note that this field does not cite “demographics information in some domains’, but about
“identifiers issued in some domains’, and explicitly specifies that these identifiers are returned in
PID-3 (Patient ID List).

In the example following the Conformance Statement in HL7 2.5, three patient records are
included in the query response; each returned patient record includes two identifiersin PID-3
(domains METRO HOSPITAL and SOUTH LAB) asrequested in the query. However, one set
of demographic information is returned in the remainder of the PID segment. The example does
not illustrate or assume a mechanism for returning multiple sets of demographic information.

Thus it appears that QBP*Q22 is not intended to provide away to issue a single query for patient
demographics maintained in multiple different patient registration systems (domains).

M.2: IHE PDQ Architecture

In the PDQ Integration Profile, the supplier is characterized as a Patient Demographics Supplier.
The supplier is not assumed nor required to be an MPI system. It may be holding information
from only a single patient identification domain, or may instead hold information from multiple
identification domains.

The latter case would apply if, for example, the Patient Demographics Supplier is grouped with
an actor accepting ADT feeds from multiple patient registration systems in different domains.
Equivalently, the Patient Demographics Supplier Actor (or some other Actor with which it is
grouped) may manage a set of patient demographics sources, but is not expected to cross-
reference them (asaPIX Actor or an MPI system). A conceptual model embracing both multi-
domain concepts is shown in the following picture.
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Because of the definition of QBP*Q22, it must be determined which patient demographics
source a QBP*Q22 query is asking for, before any processing of the query request can proceed.
The identification of a need for such determination is the key difference between the IHE PDQ
transactions and the original HL7 QBP*Q22 definitions.

Three obvious alternatives exist for determining the patient demographics source.

6. The supplier advertises different application entities for each of the patient demographics
sources it manages. By addressing its query to a particular application entity in MSH-5-
Receiving Application, the consumer explicitly selects a sourceit is asking for.

7. The consumer isrequired to populate PID-3.4 in QPD-3 (Query Parameter) with the
domain name administered by the corresponding source (patient identifier domain) it is
asking for.

8. The consumer includes in QPD-8 (What Domains Returned) the domain name of the
corresponding patient information source it is asking for.

In selecting among these alternatives for the PDQ Profile, IHE-ITI took into account the need to
constrain the current HL7 QBP*Q22 definition while maintaining the integrity of the HL7
standard query and at the same time to model the IHE PDQ Profile properly to satisfy itsreal-
world purpose. Based on these considerations, alternative 1 isthe best selection, although
alternative 2 is acceptable. Alternative 3 is not acceptable because it violates the definition of
QPD-8 that is stated in the HL7 Standard.

M.3: Implementing PDQ in a multi-domain architecture

There are three possible approaches in using PDQ in a multi-domain environment:
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1. Group the PDQ Patient Demographics Supplier Actor with a PIX Patient Identifier Cross-
reference Manager Actor. This allows the use of QPD-8 to request patient identifiers
from other domainsto be returned in the demographics query response to the PDQ
Patient Demographics Consumer.

2. Group the PDQ Patient Demographics Supplier Actor with a PIX Patient |dentifier Cross-
reference Consumer Actor. Thisallows the use of QPD-8 to request patient identifiers
from other domainsto be returned in the demographics query response to the PDQ
Patient Demographics Consumer.

3. Group the PDQ Patient Demographics Consumer Actor with a PIX Patient Identifier
Cross-reference Consumer Actor. This obliges the Patient Demographics Consumer to
use separate query requests to obtain patient demographics information (PDQ query) and
patient identifiers from the domains in which it is interested (PI X query).

Approach 3 is not recommended if Approach 1 or 2 is feasible. To require the Patient
Demographics Consumer to issue a separate PIX query increases complexity and might not be
permissible in the actual implementation architecture.

When Approach 1 or 2 is implemented, QPD-8 may be used by the Patient Demographics
Consumer to ask for patient identifiers from domains other than the domain administered by the
requested demographics source, exactly as defined in the HL7 QBP*Q22 Conformance
Statement. If this use of QBP-8 is permitted by the implementation, it should be made clear that
the patient demographics information returned comes from the patient demographics source that
is associated with MSH-5-Receiving Application.

In Approach 2, note that the PDQ Patient Demographics Supplier is grouped with the PIX
Patient Identifier Cross-reference Consumer. This combined actor will use a PIX Query to
satisfy the request of the client from additional patient identifiers and return them in PID-3.
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GLOSSARY
See IHE IT Infrastructure Technical Framework. Vol 1. Glossary.
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