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IHE IT
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Patient Identifier
Cross-referencing for
MPI
Map patient identifiers

across independent
identification domains

-New
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IHE IT Infrastructure
5 Integration Profiles
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(HTTP Get WSDL)
XHTML, PDF, JPEG plus CDA L1.

ID (OID)
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Kerberos

Response Kerberos
(contains TGT)
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Kerberos v5 (RFC 1510)
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RFC1305
Network Time Protocol (NTP)
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2004-2005

IHE IT Infrastructure 2004-2005

New New

= New
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HIPAA

- PWP, EUA
- EUA
- ATNA
- ATNA
- CT, ATNA TLS option
- ATNA TLS option
- |HE
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Authentication:

Establish the user and/or system identity, answers question:
“Who are you?”

— ATNA defines: How to authenticate network connections.

— ATNA requires: System internal authentication mechanisms, e.g.

Enterprise User Authentication (EUA).

Authorization and Access control

Establish user’s ability to perform an action,
e.g. access to data, answers question:
“Now that | know who you are,
what can you do?”

— ATNA defines: How to authorize network connections.

— ATNA requires: System internal mechanisms for both local and

mwork access. IHE IT Infrastructure — 2003-2004 53

Accountability and Audit trail

Establish historical record of user’s.or system actions
over period of time, answers question:

What have you done?”

— ATNA Defines: Audit message format and transport
protocol
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IHE Goal

IHE makes cross-node security management
easy:
— Only a simple manual certificate
installation is needed.

— Separate the authentication, authorization,
and accountability functions to
accommodate the needs of different
approaches.

— Enforcement driven by ‘a posteriori audits’
and real-time visibility.
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Integrating trusted nodes

» Local access control (authentication of user)
» Strong authentication of remote node (digital certlflcates)
* network traffic encryption is notrequired, it is optional
* Audit trail with:
* Real-time access
* Time synchronization

T |

Central
Audit Trail
Repository
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Secured Domain: integrating trusted nodes

7 N
/ Central \

Audit Trail
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Network Environments

Physically secured networks

— Explicit physical security preventing access by other
nodes, or

— VPN and VLAN technologies that provide equivalent
network isolation.
Protected networks

— Physical security that prevents modification or'installation
of unauthorized equipment

— The network is shared with other authorized nodes within
the enterprise that should not have unrestricted access to
patient information.

Unprotected networks

— Not generally supported, although nodes with sufficient
mode level security and using encryption may be safe.




Node Security

ATNA specifies some of the capabilities that
are needed, e.g. access control.

ATNA does not specify policies

ATNA does not specify mechanisms,
although other IHE protocols like EUA are
obvious candidates.

This permits vendors and enterprises to
select technologies and policies that are
appropriate to their own purposes without
conflicting with the ATNA profile.
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Auditing System

Designed for surveillance rather than forensic
use.

Two audit message formats

— IHE Radiology interim format, for backward
compatibility with radiology
— IETF/DICOM/HL7/ASTM format, for future growth
e DICOM Supplement 95
o |IETF Draft for Common Audit Message
o ASTM E.214
e HL7 Audit Informative documents
— Both formats are XML encoded messages,
permitting extensions using XML standard
extension mechanisms.
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IHE Audit Trail Events
Combined list of IETF and DICOM events

Actor-start-stop

The starting or stopping of any
application or actor.

Audit-log-used

Reading ormodification of any
stored audit log

Begin-storing-
instances

The storage of any. persistent
object, e.g. DICOM instances, is
begun

Health-service-event

Other health service related
auditable event.

Images-availability-
query

The query for instances of
persistent objects.

Instances-deleted

The deletion of persistent objects.

Instances-stored

e

IHE IT Infrastru

The storage of persistent objects
is completed.
ture — 2003-2004 61

IHE Audit Trail Events
Combined list of IETF and DICOM events

Medication

Medication is prescribed,
delivered, etc.

Mobile-machine-event

Mobile equipment is relocated,
leaves the network, rejoins the
network

Node-authentication-
failure

An unauthorized or improperly
authenticated node attempts
communication

Order-record-event

An order is created, modified,
completed.

Patient-care-
assignment

Patient care assignments are
created, modified, deleted.

Patient-care-episode

Auditable patient care episode
event that is not specified
elsewhere.

[ﬁent-record—event
IHE IT Infrastru

Patient care records are created,

RaGiiegood eleted. 62




IHE Audit Trail Events
Combined list of IETF and DICOM events

PHI-export Patignt information_is exported
outside the enterprise, either on
media or electronically
PHI-import Patient information i§ imported
into the enterprise, either on
media or electronically

PI’OCGdUI’G-I’GCOI’d- The patient record is created,

modified, or deleted.

6\{%}&_informaﬁon Any auditable query not
otherwise specified.

Security-administration Security alerts, configuration

changes, etc.

Study-object—event A study is created, modified, or
deleted.

Study-used A study is viewed, read, or
similarly used.
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Authenticate Node transaction

X.509 certificates for node identity and keys

TCP/IP Transport Layer Security Protocol (TLS)
for node authentication, and optional encryption
Secure handshake protocol of both parties during
Association establishment:

— Identify encryption protocol

— Exchange session keys

Actor must be able to configure certificate list of
authorized nodes.

ATNA presently specifies mechanisms for HTTR,
DICOM, and HL7
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Record Audit Event transaction

Reliable Syslog (RFC 3195) is the preferred
transport for Audit Records, although BSD
Syslog protocol (RFC 3164) is permitted for
backward compatibility with Radiology Basic
Security.

Audit trail events and content based on IETF,
DICOM, HL7, and ASTM standards. Also,
Radiology Basic Security audit event format
Is allowed for backward compatibility.
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Maintain Time transaction

Network Time Protocol ( NTP) version 3
(RFC 1305) for time synchronization

Actor must support manual configuration
Required accuracy: 1 second
Optionally Secure NTP may be used
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What it takes to be a secure node

The Secure node is not a simple add-on of an
auditing capability. The larger work effort is:

— Instrumenting all applications to detect auditable
events and generate audit messages.

— Ensuring that all communications connections,are
protected.

— Establishing a local security mechanism to protect
all local resources.

— Establishing configuration mechanisms for:
e Time synchronization
o Certificate management
o Network configuration

Implement the audit logging facility
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IHE IT Infrastructure 2004-2005
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Personnel White Pages (PWP) —

Abstract/Scope
Provide access to basic information
about the human workforce members

— Does not include Patients

Defines method for finding the PWP
Defines query/access method
Defines attributes of interest
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Personnel White Pages (PWP) —
Value Proposition

Single Authoritative Knowledge Base
— Reduce duplicate and unconnected user info database
— Single place to update

o Name Changes

o New Phone Number
o Additional Addresses

Enhance Workflow and Communications

— Providing information necessary to make connections
e Phone Number
o Email Address
o Postal Address
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Personnel White Pages (PWP) —
Value Proposition

Enhance User Interactions

— Provide user friendly identities and lists
o List of members
o Displayable name of a user
o Initials query

Contributes to Identity Management

— Additional methods of identity cross verification
o Name, address, phone number, email
o Cross reference with Enterprise User Authentication identity

— Future expansion likely will contain certificates
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PWP - Transactions

Find Personnel
White Pages

Personnel
White
Pages
Directory
Provide access to healthcare staff information

to systemsin a standard manner.
IHE IT Infrastructure — 2003-2004




PWP - Key Technical Properties

DNS — Service discovery transaction

LDAP — Personnel White Pages Query

- LDAP v3

— Use of UTF-8 to support global character sets

— Method for determining the Base DN for PWP
Directory of Attributes

— inetOrgPerson — RFC 2789

— X.500 Person — RFC 2256

— Recommended attributes to be filled if available
Healthcare specifics

— Names using HL7 naming complex

— Support for Language specific names

— IHE Enterprise User Authentication (EUA) user ID
— Universal Physician Identification Number (UPIN)
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PWP — Typical Uses

Clinical user logs into an acquisition device. The
clinical application queries the directory using
the user’s username and displays the user’s full
name.

— The system further supports the display of the user’s
Asian complexes

A Clinical application queries for user’s
organization identification to embed in a new
data report.
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PWP — Typical Uses

The user needs to send a report to the email address of a
colleague. The application allows the user to search for
that user’s information, and selects the target user’s email
address.

The user reviews an existing report and finds initials. The
system queries on the initials found in the report and
displays the displayable name.

The user is reviewing a structured report with an
embedded author’s universal provider ID. This universal
provider ID is used in a query to find the author of the
report. The user calls the author on the phone to review

the report details.
IHE IT Infrastructure — 2003-2004 75

Personnel White Pages (PWP) —

Shall-Include

Login Id, johnmk, 1234
moehrkj@krb.local

Last Name, Moehrke
Display Name, John F. Moehrke

Other Unique Identifiers (e.g. professional).
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Personnel White Pages (PWP) —

Shall Include if available
First Name, John
Initials, JFM
Phone Numbers, (555) 293-1667
Title, Systems Engineer
Email Address,

Postal Address, W126 N7449 Flint Rd
Postal Code 53051

Manager, and Charles Parisot

Employee Type Intern

Etc...
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Personnel White Pages (PWP) —

May Include
Department affiliation,

Secretary,
Photo ID,
Etc...
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Personnel White Pages (PWP) —

Discourages

Directory definitions that are no longer relevant
or useful. This does not prohibit the use.

Passwords

Audio — obsolete format
Telegram destination Indicator
ISDN Number

Telex Number

Etc...
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Personnel White Pages (PWP) —
Globalization

Leverage LDAP use of UTF-8

Language tag — allows for different names based
on language written/spoken

HL7 Name Data Type (XCN)

givenname: XiaoDong

givenname;lang-cn:

cn: Wang XiaoDong

cn;lang-cn:

cn;lang-x-ihe: Wang”XiaoDongMMAANA~ A

AVAYAYAYAYAY
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PWP Example

objectclass: Top

objectclass: person

objectclass: organizationalPerson

objectclass: inetOrgPerson

dn: cn=Wang XiaoDong, ou=Radiologists, o=Saint-ihe-hospital.local
cn: Wang XiaoDong

cn: XiaoDong, Wang, Florida Department of Health:123456789
cn;lang-cn:

cn;lang-x-ihe: Wang”XiaoDongM"\AMANA~ A DELANTN

sn: Wang

givenname: XiaoDong

givenname;lang-cn:

sn;lang-cn:

ou: People

uid: XiaoDong

title: Sample HL7 person

mail:

telephonenumber: 555-555-5678
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Patient Demographics Query

Abstract/Scope
Allow quick retrieval of a patient list
including common patient names,
identifiers, contacts, and visit
information

Enable selection of correct patient when
full identification data may not be
available

Limits access to only a subset of
Eﬁemographic and visit information

IHE IT Infrastructure — 2003-2004

Patient Demographics Query
Value Proposition

Enables access on demand to diverse
systems and devices

— Participants that do not need continual
synchronization of patient registration
information

— Devices that cannot participate in monitoring
of ADT feeds, e.qg.:

o Small-footprint devices

e Low-memory devices

m IHE IT Infrastructure — 2003-2004




Patient Demographics Query
Value Proposition (cont’d)
Allow search on full or partial data

Retrieve information from any domain to
which the client has query access

Allows use of matching algorithm (e.g.,
soundex) to find near matches
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Patient Demographics Query
Transaction Diagram

: " A departmental system that is
Patlentajlierap 1S connected on demand to the
s registration system:

Patient
Demographics
and Vidt Query
Diverse systems including bedside
monitors, physician office systems,
lab applications, mobile blood bank
Petient Demographics registries; might be any system at

: = the point of contact.
¥ IHE IT Infrastructure — 2003-2004 86




Patient Demographics Query
Standards Used

Employs HL7 Conformance Based
Queries
— Defined in HL7 Version 2.5, Chapter 5

— Profiles Query by Parameter (QBP"Q22)
with Segment Pattern Response
(RSP"K22)
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Patient Demographics Query
Actors

Patient Demographics Consumer
Definition
— Requestor of patient demographic (and perhaps
current visit) information

— Allows user to associate information with a patient
at the point of care

Transaction Supported — Required
— Patient Demographics Query (as sender)

Transaction Supported — Optional
— Patient Demographics and Visit Query (as sender)

m IHE IT Infrastructure — 2003-2004 88




Patient Demographics Query
Actors

Patient Demographics Supplier
Definition
— Repository of patient information that canbe
searched on demographic or visit-related fields

Transaction Supported — Required
— Patient Demographics Query (as receiver)
Transaction Supported — Optional

— Patient Demographics and Visit Query (as
receiver)
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Patient Demographics Query
Operation

Patient Demographics Query

User enters full or partial demographic
information (e.g., partial last name and first
initial) for patients of interest

Application associated with Patient
Demographics Consumer sends HL7
QBP"Q22 to Patient Demographics Supplier
to find matching information

— May request specific domains from which to return
m identifier information
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Patient Demographics Query
Operation (cont’d)

Patient Demographics Response — Patient Demaographics Supplier
recognizes Patient Identifier Domain(s) requested by Patient
Demographics Consumer:

Patient Demographics Supplier returns HL7 message withilist of
matches (if any) to Patient Demographics Consumer
— Demographic information in HL7 PID and PD1 segments
« From demographic source associated with receiving application

— If no matches found, returns code NF (not found) in QAK-2-Query
Status

Application associated with Patient Demographics Consumer
builds pick list from which user may select
— Matches within level of tolerance defined by user

— Query allows any matching algorithm the supplier may choose to
make available
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Patient Demographics Query
Operation (cont’d)

Patient Demographics Response — Patient
Demographics Supplier does not recognize Patient
Identifier Domain(s) requested by Patient
Demographics Consumer:

Patient Demographics Supplier returns code AE
(application error) to Patient Demographics
Consumer in the following fields

— MSA-1-Acknowledgment Code

— QAK-2-Query Response Status

Patient Demographics Supplier returns one ERR
segment to Patient Demographics Consumer for

ch unrecognized domain
IHE IT Infrastructure — 2003-2004




Patient Demographics Query
Operation

Patient Demographics and Visit Query

User enters full or partial demographic/visit
information (e.g., room/bed number) for
patients of interest

Application associated with Patient
Demographics Consumer sends HL7
QBP”ZV1 to Patient Demographics Supplier
to find matching information

— May request specific domains from which to return
m identifier information
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Patient Demographics Query
Operation (cont’d)

Patient Demographics and Visit Response — Patient Demographics
Supplier recognizes Patient Identifier Domains requested by
Patient Demographics Consumer:

Patient Demographics Supplier returns HL7 RSP"ZV2 message
with list of matches to Patient Demographics Consumer

— Demographic information in HL7 PID and PD1 segments

— Visit information in PV1 and PV2 segments

 From demographic source associated with receiving application
— If no matches found, returns code NF (not found) in QAK-2-Query
Status

Application associated with Patient Demographics Consumer
builds pick list from which user may select
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Patient Demographics Query
Operation (cont’d)

Patient Demographics and Visit Response — Patient
Demographics Supplier does not recognize. Patient
Identifier Domain(s) requested by Patient
Demographics Consumer:

Patient Demographics Supplier returns code AE
(application error) to Patient Demographics
Consumer in the following fields

— MSA-1-Acknowledgment Code

— QAK-2-Query Response Status

Patient Demographics Supplier returns one ERR
segment to Patient Demographics Consumer for
each unrecognized domain
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Patient Demographics Query
Message Examples

Patient Demographics Query — Example

Message:

MSH | "&~¥ | CLINREG JWESTCL INJHOSPMP I |HOSP 1999121211
35-0600] | QBP~Q22°QBP_Q21]1|D]2.5

QPD|Q22~Find
Candidates™HL70471]111069]@PID.5.1"SMITH~@PID.5
.2~"JOHN~@P 1D .8~M| 80 [MATCHWARE | 1.2] | **METRO
HOSPITAL~MANSOUTH LAB

RCP] | 1 |20”RD
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Patient Demographics Query
Message Examples (cont’d)

Patient Demographics Response — Example Message:

MSH]~&~¥]HOSPMP1 JHOSP |CLINREG JWESTCLIN]199912121135-
0600] |RSPAK227RSP_K21]1|D]2.5

MSA]AA]8699

QAK|111069]|0K]Q22~Find CandidatesAHL70471]3

QPD]|Q22~Find Candidates”HL70471]111069]@PI1D.5.1ASMITH~
@P1D.5.2~JOHN~@PID.8~M]80|MATCHWARE|1.2] [ METRO HOSPITAL~AASQUTH
LAB|

PID] | 166785A"METRO HOSPITAL~66532"SOUTH
LAB| | Smith~John| | 19630423 M| |C|N2378 South
Street™MadisonWI”~53711]

QRI|95] [MATCHWARE 1.2]

PID] | 187443"METRO HOSPITAL~651189""SOUTH
LAB] |Smith~Jon] 19470606 M] IC]|124 Second Street™Madison™WI~53711]

QRI|90] [MATCHWARE 1.2]

PID| | |43266~"METRO HOSPITAL~81209~SOUTH
LAB] | Smithy~John| | 19901210]M] |C|W11234 Bay Drive~Lodi~WI~53555|

[ .,
'HE? | IMATCHWARE 1.2] IHE IT Infrastructure — 2003-2004

IHE IT Infrastructure 2004-2005

New

New
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Introduction:
EHR Cross-Enterprise Document Sharing

First step towards the
longitudinal dimension of the EHR

Focus: Support document sharing between
EHRs in different care settings and
organizations
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Agenda

I Managing a longitudinal patient record.

7. Cross-enterprise Document Sharing (XDS),
operations.

.. Contribution of documents, organization tools for
the physicians

72 Using XDS in a cardiac care scenario.
.. Choosing the standards for XDS
Implementation Models

.. More technical details
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Typically, a patient gees through
a sequence of encounters
in different Care Settings ()

Long Term Care

Acute Care
(Inpatient)

- gncl. Diagnostics Services)
R

\

|
GPsand Clinics
‘ (Ambulatory)

Continuity of Care:
Patient Longitudinal Reclzoprd

IHE IT Infrastructure — 2003-20

Finding the records of a patient-Manual & tedious

community ® W (—(i-

Laboratory Results  ,.¥Specialist Record

Hospital Record
$

The challenge:
Finding and accessing easily
documents from other care providers

Clinical IT System In the community.

Clinical Encounter




Sharing records that have been published

community @ W (—E—‘%

Laboratory Resuilts Specialist Record

Hospital Record

1 Reference
~ torecords

4-Patient data
presented to
Physician

3-Records

Returned /
Index of patierits record

ADocuinent-level)
111!

—Sharing Sys

1-Patient 2-Reference
Authorized to Records

Clinical Encounter Inquiry for Inquiry

Building-and accessing Documents

Fher Specialized Care
or Diagnostics Services,

PCPs and Clinics
(Ambulatory) EHR-CR: Care Record systems

supporting care delivery
Submission of Document References

Retrieve of selected Documents
IHE IT Infrastruct =




XDS—Value Proposition

Foundation for Health IT Infrastructures: Shared
Electronic Health Record, in a community, region, etc.

Effective means to contribute and access clinical
documents across health enterprises.

Scalable sharing of documents between private
physicians, clinics, long term care, pharmacy, acute
care with different clinical IT systems.

Easy access: Care providers are offered means to
query and retrieve clinical documents of interest.
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XDS - Value Proposition

Distributed: Each Care delivery organization “publishes” clinical
information for others. Actual documents may remain in the
source EHR-CR.

Cross-Enterprise: A Registry provides an index for published
information to authorized care delivery organizations belonging
to the same clinical affinity domain (e.g. an LHHN).

Document Centric: Published clinical data is organized into
“clinical documents”. using agreed standard document types
(HL7-CDA, ASTM-CCR, PDF, DICOM, etc.)

Document Content Neutral: Document content is processed only
by source and consumer IT systems.

Standardized Registry Attributes: Queries based on meaningful
attributes ensure deterministic document searches.
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IHE XDS Integration Profile: Key Concepts

XDS Document

XDS Submission
Set

XDS Folder

IHE IT Infrastructure — 2003-2004

Document Repository and Registry
Example of Submission Request
DOSUnEnt EEYISHY e
i Submission Request i

: Submission |
Set

5——

Document Document
Entry Entry

IHE 11 11 aou ucwur e — 20u3-2004




IHE XDS Integration Profile: Key Concepts
XDS Document

A set of attested clinical information (structured or not) which
form an element of a patient record to be shared. It may
already exist within the source IT system.

XDS Submission Set

A set of documents related to a patient that a (team off)
clinician(s) in the same source system have decided‘to make
available to potential consumers.

XDS Folder
A means to group documents for a number of other reasons:
Team work across several physicians,
Episode of care,
Emergency information for a patient, etc.
XDS leaves open the use of folders to affinity domain clinicians.
IHE IT Infrastructure — 2003-2004 109

EHR Cross-Enterprise Document Sharing
What does IHE deliver ?

A set of practical scenarios: Submission-of documents,
submission set, folder, affinity domains, etc are derived from use
case scenarios. Example: cardiac care network:

A definition of the Actors involved: XDS relies on 5 Actors
implemented by the IT systems involved.

A complete specification of the Transactions involved : XDS
include 5 Transactions specifying exchange of one or more
standards-based messages. XDS leverages the most appropriate
standard(s) (e.g. HL7, ebXML, W3C, etc.) and resolves any
options to ensure interoperability.

A number of implementation scenarios are discussed.

m IHE IT Infrastructure — 2003-2004




Cardiac Care-Scenario (1)

XDS|
Document

IHE IT Infrastructure — 2003-2004

Cardiac Care-Scenario (2)

Subfission
XDS$
Document




Integration Model 1:

EHR-CR with Repaository at Source

An EHR-CR completes a phase of care for a patient where it:
» Has these documents available as Repository Actor.

» Registers documents with a Registry actor:

Any other EHR-CR may query the Registry actor,.andichose to
retrieve some of these documents from any Document Repository

Actor.

"oy

Document Source

4 Retrieve

IHE IT Infrastructure — 2003-2004

Integration Model 2:
'EHR-LR with Third Party Repository

An EHR-CR completes a phase of care for a patient where it:
» Provides the documents to a Repository Actor of its choice.
» Documents are Registered with a Registry Actor.

Any other EHR-CR may query the Registry actor, and chose to
retrieve some of these documents from any Document

Repository Actor.

Document Source

Register

1 Provide &

IHE IT Infrastructure — 2003-2004




Integration Model 3:
EHR-CR feed a EHR-CR/EHR-LR hub

An EHR-CR completes a phase of carefor a patient where it:

» Provides and Registers a set of documents to a Document
Repository in an EHR-CR.

The EHR-CR Consumer Actor has the documents and may
respond to queries and provide them to other document
consumers.

-
| -
1 [EalREeiR Document

Consumer

Provide & Register

Patient Access also possible

A patient accesses own record:

» Query and Retrieve a set of documents using for
example a portal application that offers the ability
to display documents’ content.

This is a particular case of an EHR-CR, where'the
patient is interested her/his own care. Patient'may
also register and provide documents.
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Standards selection for IHE XDS

No single standard can address
Cross-enterprise Bocument Sharing

Electronic Business

Standards
ebXML, SOAP, etc. A&

Healthcare

Content Standards
HL7 CDA, CEN EHRcom
HL7, ASTM CCR
DICOM, etc.

Marriage of healthcare standards facilitates
implementation and leverages complementary

technologies (e.g. security & privacy).
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Conclusion:
IHE Cross-Enterprise Document Sharing

IHE does not claim with XDS to-address all aspects of
a complete and interoperable EHR System.

. Access Control and Doc Content Profiles are on the
IHE Roadmap for 2005.

In collaboration with well established standards
bodies (HL7, ASTM, CEN, OASIS, IETF, DICOM, etc.)
and other EHR related initiatives world-wide
(EuroREC, etc.),

IHE expects to contribute at a more cost-
effective and rapid deployment of community,
regional and national health IT infrastructures.
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XDS — Conclusion

e Foundation for EHR & Health IT Infrastructures

e Effective contribution and access to shared
documents across all types of health enterprises

e Scalable, Flexible and Easy access

XDS to be one of the major highlights of 2005 AnnualHIMSS
Conference & Exhibition. Dallas, Tex., Feb. 13-17¢

> used as a foundation for an on-site demonstration of
interoperability in support of a National Health Information
Networks.

I Attendees at the conference will be able to create and share
their own health records across vendor booths as well as in
the ambulatory and acute care settings on the conference

it floor.
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How real is XDS ?

Specification work since Nov 2003

Under Public Comments June-July 2004
— 600 constructive comments received.

— Validity of XDS approach confirmed (e.g. cfH
Roadmap).

Stable specification IHE Technical Frameéwork
Published Aug 15™, 2004 (TI Supplement)

e |HE Connectathon - January 2005 (USA)

e HIMSS Feb 2005 - show-wide demonstration

e |IHE Connectathon - April 2005 (Europe)
Sml Implementation Projects by health authorities in 2005
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Integrating the Healthcare Enterprise

Keith W. Boone — Dictaphone Corperation
IHE IT Infrastructure Technical Commitiee

Agenda

Standards

Actors and Transactions
Document

Submission Set

Folder

Submission Request
Affinity Domain

Patient Identification
Document Lifecycle

10. Security and Privacy
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No Standares! forrkESDs

Requirements

Electronic Business

Standards
ebXML, SOAP ... A

Healthcare

Content Standards
HL7 CDA, CEN EHRcom
HL7, ASTM CCR
DICOM ...

IHE IT Infrastructure — 2003-2004

Healthcare Content
Standards

HL7 Version 2.3.1
— Messages for Patient Identity Management

HL7 Version 2.5
— Datatypes for XDS Registry Attribute values

HL7 CDA Release 1

— XDS Document concept definition

— XDS Document Content

— Source of XDS Document Entry Attributes

DICOM, ASTM CCR, HL7 CDA Release 2, CEN
EHRcom
— XDS Document Content

Sources of XDS Beguramnickntrspatvibutes




Internet Standards
HTTP MIME

— Protocol for Retrieve — Document Type codes
Document

— Online SOAP bindings PDE. JPEG HTML
SMTP — XDS Document Content
— Offline ebMS bindings

UTF-8

IETF — Encoding of Registry
— Language Identifiers Attributes

m IHE IT Infrastructure — 2003-2004

Electronic Business Standards

OASIS/ebXML
— Registry Information Model v2.0
o Basis of XDS Registry Information Model

— Registry Services Specifications v2.0
o Registry Services

— Messaging Services Specifications v2.0
o Offline protocols

ISO/IEC 9075 Database Language SQL
— Registry Query Language
SOAP with Attachments

Protocol for communication with XDS Registries
and Repositoﬂ-@STInfrastructure—2003—2004 126




Actors (Application Roles)

Document Source (EHR-CR)
Healthcare point of service system where care.is provided and
associated clinical information is first collected

Document Registry
Index and metadata database for all published clinicalkdocuments that
may be queried.

Document Repository
Maintains and stores published documents that may be retrieved

Document Consumer (EHR-CR)

Healthcare point of service application system where care is provided
that needs access to documents and information

Patient Identity Source
Assigns and managed Patient identifiers for the XDS Sharing Domain

m IHE IT Infrastructure — 2003-2004 127

Register
Document Set

Provide& Register
Document Set Document

Repository

IHE IT Infrastructure — 2003-2004




Query
Documents Document
Consumer

Register
Document Set

Provide& Register DFta)itl:rir?ér?t
Document Set Document

Repository
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Identity Source

Patient | dentity
Feed

Query
Documents Document
Consumer

Register
Document Set

Provide& Register Retrieve

Document
Document Set ~ Document

Repository
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Is the smallest %@gi@mmmemdided to a

Document Repository and registered in the Document
Registry.

Contains observations and services for the purpose of
exchange (See HL7 CDA Release 1).

Must be human and/or application readable.
Complies with a published standard.

Shall be associated with Meta-data defined by the Document
Source, managed by the Document Registry, and used for
guery Document Consumers.

Shall be provided to the Document Repository as an octet
stream associated with a MIME type to be retrieved unchanged.
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Document Availability Management

Submitted

Registration in progress

Status Visible Status Visible
to a Document to a Document
Obsolete

Availability Status Change under the Control of
Original Document Source and Patient (if allowed in Affinity Domain)




Document Life Cycle Management

Addendum to a registered document

Time

=t A two-way relationship between
@ - Addendumi Original and Addendum

Replacing a registered document by a new document

A two-way relationship between
Replacement Original and Replacement
Document.

Registering an alternate form of a registered document

Transform A two-way relationship between
Original and Transform (alternative
format with same scope).

created b SUPMISSION Set

Issued by a single Provide & Register Document Set or Register
Document Set transaction.

Related to care event(s) of a uniquely identified ‘patient.
Records new documents.
References prior documents.

Associated with a “content code” (e.g. clinical meaning) by the
Document Source.

Accessible via the Query Registry transaction.
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Example:
Document Source prepares a submission request :
One Submission Set
associated with two Documents and a Folder

Folder A
Submission
Set

> Objectsto be
Registered

Objectsto be
stored in the
Repository
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A means to group on%DS‘eE@J d&fs for any reason.

Groups documents related to a single patient.
May include contributions from one or more Document Sources.

Can have new or existing documents inserted at anytime by. a
Document Source.

Will be permanently known by the registry.
Accessible via the Query Registry transaction.

Associated with a code (e.g. clinical meaning) by Document
Sources.
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Created bQ(aD)Sﬂ«S‘ldblm;rSSi@fde E\’n@@]jﬂ @Sihgle Provide &

Register Document Set transaction.
Includes a Submission Set and zero or more:
new documents
references to existing documents
folders
associations of documents with folders.
Registered Atomically in a single transaction.

» Upon successful submission all of the new objects it creates
are available for sharing, otherwise none are.

m IHE IT Infrastructure — 2003-2004

Document Repository and Registry — First Submission

Docurnent Regisiry

Submission Request
x Folder

Submission | ?

Set

——— ——

Document Document
Entry Entry
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Document Repository and Registry — After
Submission Request succeeded

Docurnent Registry

LN

Submission |

Set

——— —

Document Document
Entry Entry

Docurnent Repository
IHE IT Infrastructure — 2003 =

Submission Request 2 - Logical Content

Document Document Document
Entry Entry Entry
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Document Repository and Registry — Submission Request 2

: Submission Request

Folder A . Folder B

Submission . Q Submission |

Set Set
_— I EEE———

Document Document Document Document
Entry Entry Entry Entry

DOCUEnN " REJIStic
IHE IT Infrastructure — 2005 s

Document Repository and Registry — Final State

Docurnent Registry

N FoIdA N
Submission |} &

Set

&7

——— —

Document Document Document Document
Entry Entry Entry Entry

Sl U}




XDS Affinity. Domain

Implements a single Document Registry

Identifies:

— Document Sources

— Document Consumers
— Document Repositories

Assigns Patient Identity Domain
Selects Vocabularies
Establishes Document Sharing Polices

Establishes Security and Privacy Policies
m Is the Source of ATNA node certificates

IHE IT Infrastructure — 2003-2004

Patient Identification Management

One Patient Identity Domain

— Managed by Patient Identity Source:
— Accessed by Document Registry.
Multiple methods to map into the
Domain

— Using PIX

— Using PDQ

— Other Mechanisms
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Patient Identification Management
Local Cross Referencing

i Patient | dentity

Patient I dentity
Feed
Dm=XAD, Pid=Px
A t Patient
Identification
Domain C

i XDS Document ;
Consumer i :

Document
Repository §

Patient Identification Management
PIX Cross Referencing

FTTTTITTI T LTI .

 patient I dentity i

[ dentity

Dm=XAD, Pid=Px

Identification gXDSDocument
Domain XAD  :Regisiry

Document E XDS Document

Entry

Dm=XAD '

Consumer |

Document
Repository §




£ Clinical Affinity Domain
[EHRLR] Patient £

9 %
i Local [EHR-CR] Patient
i Atthetime of submission

Was submitted
for

IHE IT Infrastructure — 2003-2004

Query Keysy Sr@& 1@35’9 @ “document
attributes” isu ue N 5 L ches, e.qg.:
> Patlent id
» Service Start and Stop Time
Document Creation Time
Document Class Code and Display Name
Practice Setting Code and Display Name
Healthcare Facility Type Code and Display Name
Availability Status (Available, Deprecated)
Document Unique Id

Query Keys: Against a generic set of submission
set/Folder attributes to ensure deterministic searches,
e.g.:

Submission Set Id and Content Code.

Submission date/time

Folder Id and List of Content Codes

m »  Folder last updateAate/ thn s




Clinicians access XDS Services
through their clinical IT system

Document
Repositories
4-Patient data =.
presented to = — 3-Documents ‘
Physician Returned

gorary Aggregate
Patient History

3-Reference
to DEESHrom

| NG
Clinical Encounter

1-Expression of a
need for additional
information
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Clinicians may perform a “secondary
selection” from guery responses
-

4-Patient data
presented to
Physician

Clinical Encounter 1-Expression of a

need for additional
information
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Querying for Documents

Patient | d

The four main axes for
Document Queries:

Document Class

2. What Type of Document ?
3 interrelated sub-dimensions:
Facility Type

Document Class . .
Event Type Practice Setting

3. By Groups of Documents

4. By time of Services

10 additional attributes to query. Time of Services

XDS core Meta-Data derived from HL7\CDA and CEN EHRcOm

Security for XDS

Leverages IHE Audit Trail & Node Authentication
A formal Securlty and Prlvacy proflle |s prowded for XDS

ATNA creates a secured domain:

5- User Accountability (Audit trail)

- Node-to-Node Access Control

i« Node-level user authentication -

User access control provided by node Secured
H Node

i BUT Registry/repository based
i User-Level Access Control and

H . . Secured
: policy agreements is beyond XDS. Node

i User-level Access Control may Document Document
i be provided through the Registry Consumer
: EUA Integration Profile S(’e\lcudred 141 1

: but more effectively through ode

ia future PKI based profile.

D eeeeee e censtoeeress s eemaseeessageascessaeneesen
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ZTCI 12! dingepEimal
cument Content vorkflows Messaging

Integration Profiles Integration Profiles
‘ (e.g. ePrescription)

XDS
Cross-Enterprise Document Sharing.

Access Control

XDS is a foundation building block for cross-enterprise EHR:

Document Content Integration Profiles will define for a specific
domain of care practice: document format, content vocabularies,
templates, etc.).

Workflow messaging Integration Profiles will define messages to
support specific workflows (ePrescribing, eReferral, eBooking, etc.).
These messages should simply reference XDS managed documents for
persistent artifacts.
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Questions?
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More information....
IHE Web sites:

Technical Frameworks:
e ITIV1.0, RAD V5.5, LAB V1.0

Technical Framework Supplements - Trial
Implementation

o May 2004: Radiology

e August 2004: Cardiology, IT Infrastructure

Non-Technical Brochures:
o Calls for Participation
o |HE Fact Sheet and FAQ
IHE Integration IReofitesrGuddein@sifor Buyers

- IHE Coannacrt_.a_.thnn Raciiltc

Conclusion

XDS automates an existing manual process, utilizing
multiple standards, to enable the creation of a
longitudinal record, giving providers easier access to
clinical data, and thereby providing for better.overall
patient care.
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IHE IT

1. Read IHE Fact Sheet & this presentation

Read ITI Technical Framework Vol 1 Integration Profiles

Read ITI Technical Framework Vol 2 Transactions

IHE IT Infrastructure Tech. Committee has issued the
final text for technical framework version 1.0 in June
2004.

Final IT Infrastructure Technical Framework 1.0
includes the feedback from HIMSS HL7-IHE and IHE-
Europe Connectathons.




