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2004
Patient Identifier Cross-referencing for MPI (PIX)

(ATNA)

(CT)

Cross-Enterprise User Authentication (XUA)
Document Digital Signature (DSG) -

Notification of Document Availability (NAV)
Patient Administration/Management (PAM)
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o - PWP, EUA

. - EUA, XUA

. - ATNA

. — ATNA

. — CT, ATNA TLS option

. — ATNA TLS option

. — Future item in IHE roadmap
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- EUA XUA
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. Basic Security

— ATNA + Basic Security

— Integration Statements
“Basic Security”
“Radiology Option for ATNA”
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ATNA vs Basic Security
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VPN
TLS configurable control
o Basic Security
ATNA
e Basic Security ATNA
. ITI
ATNA
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= Confidentiality

- Integrity

= Avallability

— Authenticity
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« ATNA
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ﬁ System B
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« VPN  VLAN
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EUA IHE

. ATNA

i”E 2005.9.8 16 IHE-J ITI



e X.509
 TCP/IP Transport Layer Security Protocol (TLS)

e ATNA HTTP, DICOM, and HL7
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e CT

 PACS
« PACS
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CT

PACS
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— IETF/DICOM/HL7/ASTM
 DICOM Supplement 95
o IETF Draft for Common Audit Message
« ASTM E.214
o HL7 Audit Informative documents

. XML
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Actor-start-stop

Audit-log-used

Begin-storing-instances

Health-service-event

Images-availability-query

Instances-deleted

Instances-stored
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- / Auclitzitfe Eyverrs

Medication

Mobile-machine-event

Node-authentication-failure

Order-record-event

Patient-care-assignment

Patient-care-episode

Patient-record-event
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Alicliiziole 2veris

PHI-export

PHI-import

Procedure-record-event

Query-information

Security-administration

Study-object-event

Study-used
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o Reliable Syslog (RFC

3195) BSD Syslog
(RFC 3164) Basic Security
o Audit trail events
and content based on IETF, DICOM, HL7,
ASTM

Basic Security
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. PACS
CT PACS

CD
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IHE
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e Network Time Protocol ( NTP) version 3

(RFC 1305)
° o |
o Secure NTP
« ATNA, EUA, XUA CT
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e |[HE Web sites: www.lhe.net

e Technical Frameworks, Supplements
* ITI V1.0, RAD V6.0, LAB V1.0

 Non-Technical Brochures
e Calls for Participation
 IHE Fact Sheet and FAQ
 IHE Integration Profiles: Guidelines for Buyers
 IHE Connect-a-thon Results
 Vendor Products Integration Statements
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http://www.ihe.net/
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