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Confidentiality

Integrity.

Availability
Authenticity
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SNTINA

X.509
TCP/IP Transport Layer Security Protocol (TLS)

ATNA HTTP;, DICOM, and HL7
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IETF/DICOM/HIL7/ASTM
DICOM Supplement 95
|ETE Draft for Common Audit Message
ASTM E.214
HL7 Audit Informative documents

XML
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Reliable Syslog (RFC 3195)
BSD Syslog (RFC 3164)
Basic Security.

Audit trail events and
content based on IETF, DICOM, HLY, ASTM
Basic
Security
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IHE
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CT
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Network Time Protocol ( NTP) version 3

(REC 1305)
i
Secure NTP.
ATNA, EUA, XUA CT
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CT MRI
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CT

CT
MRI
MRI and MRA of vessels acquired together
MRI of the head and neck with specialized coils

Direct radiography (DR)in a trauma patient: AP images,
then move the patient ence to acquire a set of erthogonal
Images, and then regroup by body part

Sonographic evaluation ofi the kidneys and of the abdomen
CT of the pelvis with CT angiegraphic runoff

Angiographic studies of multiple vessels mixed with
therapeutic interventions on selected segments.
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ORDER Set of
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Abdomen Acquisition Modality
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ORDER

A request for
Radiologi :
Service

DICOM Radiology Department
Modality Worklist

Scheduled ]

Procedure > 4
Step A ‘
Performed
Procedure

Step P1 \ Report
Scheduled \ ‘

Procedure One or

Step B more series
% of images

Acquisition
Modality
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Set of
Codifiable,
Billable, Acts

Set of
Codifiable,
Billable, Acts




Reguested
Procedure:
CHEST

Scheduled
Procedure
Step Chest

Scheduled
Procedure
Step Abdo

IFIE PGP = [molermanizion ExEnole
lmgge JJJoJrI/ Corlgirainis

SWF/PGP Actors CPI only
Actor

ABDOIVIEN

Regquested
Procedure:
ABDOMEN

Abdemen:
View:

Image
Display

MODALITY . Hlrlormier Image Display
Performs a 4 Vev
single acguisition . has no access to full
Requested Procedure
Information

Operator
groups
2 procedures
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Teaching Files are valuable training tools (mandated)

Clinical Trials are essential for research & evidence-based medicine

Assume you recognize a good study for Teaching or a Clinical Trial

How do you flag that study data?
And add relevant notes
How do you get it properly de-identified?

Teaching files (HIPAA Privacy)
Clinical trials (pseudeonymization)

How do you route the study to the appropriate destination?

Teaching File Authoring System
Clinical Trial Repository.

Use existing DICOM mechanisms & infrastructure
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Digital Workflow for a traditienally film-based activity

Facilitates clinical research and grant acquisition
Standardizes clinical trial data collection

Impreves the efficiency ofi teaching file production

Supports meeting teaching file requirements
e.g. Accreditation Council on Graduate Medical Education
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Export Selector

identifies infermation to be sent to a teaching file or clinical trial system
e.g. a user function on a PACS diagnostic workstation

can include images, reports, evidence documents, presentation states and
additional infoermation

Export Manager

accepts selected objects
de-identifies and re-identifies with pseudoenymous values

remaps to trial-specific identifiers and populates clinical trial specific attributes
(Remap Identifiers option)

sends pseudonymized DICOM objects and updated manifest to a Receiver.

Receiver

a local teaching;file
a clinical trial repesitory.
a clinical trial system that transfers images to the central review: facility

iHE changing the Way Healthcare CONNECTS __ 23



i,
i .
SYEmm - o
_.._"'1 AR

11!‘ ' l' i:-'-' ﬁfuﬁ"--—!-—.

EGTES

e .-
¥



	ATNA＋CT の仕組み
	監査証跡とノード認証 (ATNA) + 放射線部門拡張概要・スコープ
	ATNAの目的
	ATNA　セキュリティに関する要求
	ATNA　ノード認証
	ATNA　監査システム
	ATNA　監査イベントの記録
	セキュアノードになるためには
	セキュアノードになるためには
	時刻の整合性 (CT)
	放射線検査の課題
	PGPのユースケース
	CHG
	TCE Profile: Abstract / Scope
	TCE Profile: Value for Customers
	TCE Profile: Actors

