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kb Maintain Time [ITI -1]
i Secure Node
Time Server grouped with Any
IHE Actor n Record Audit Event [ITI -20]
h Maintain Time
[ITI -1] "
Secure Node _
grouped with PHI Audit
icati Repositor
Application Record Audit P y
Authenticate Node Event [ITI -20]k
[ITI -19]y
Secure Node Record Audit Event [ITI -20]h
grouped with Any
IHE Actor

17.1  Audit Trail and Node Authentication (ATNA) —= ¢ 4% |4, ' fime o " fi

171 ATNAK. h O wai - -4 -4 Ao ' fim-oTfid Ao
L= ke hOwd % < A~ | Jfimee TR %
%014 roffoa™o 0" —y ' fimeo "fi|oke TfiEN] L —  Ku B umi
# td e # FrE%]oke Tfi— o | & ITI TF-1:9.5~ Nef ©
17.1 < ke hOmai ATNA =scas<) ' fimeo T
Actor Transactions Optionality Section
Audit Record Repository Record Audit Event [ITH20] R ITI-2a: 3.20
Secure Node Authenticate Node [IFIL9] R ITI-2a: 3.19
Record Audit EventITI-20] R ITI-2a:3.20
Maintain Time [ITH] R ITI-2a: 3.1
Secure Application Authenticate Node [IFL9] @) ITl-2a: 3.19
Maintain Time [ITH] o ITI-2a: 3.1
Record Audit Event [ITH20] (@) ITI-2a: 3.20
Ke NOwmi — ~= ™= |8 L — <o

IHE -ITI Tec hnical Framework Volume 1 Rev, 9.0
9. Audit Trail and Node Authentication (ATNA)

37



- 21 IHE -J-A-G0001 V2.0

IHE -ITI Technical Framework Volume 2a Rev, 9.0
3.1 Maintain Time
3.19Authenticate Node
3.20 Record Audit Event

IHE -ITI Technical Framework Volume 2x Rev, 9.0

Appendix F: Character String Comparisons
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18.
N R Y
— - A."sa

18.1. Record Audit Event [ITI-20]—

DICOM < TechnicalFramework — - - 2 % Ao d | s
TechnicalFramework — - A % DICOM Supp 95 <o f =™{ | <~ o= ™
< a4 ¢ DICOM % | s - A | DICOM - - 7 379°=
™o |bf =8 L e #£— < <=3DICOM - - sz - 4

A< eVo ~ Nev —g JAHIS Zi @-*= - %t

—0P %D O o i o= ™ < L - ~ 2/ ™™= — e~ -
Vv e
¢| 8 — AL ~= 8 oy LI Ly A-|| — — AL -
=TM_||9
# A . ~oer¥de—  ~Nofs Opto - < | —< %9 # Nef ¢
M
U ok o i
NA en ™
# A-” . ~0OP %D O — % - ¢J||ETM-||5¢?%8 i Ly
# Neq| ¢ | s 0koo —|er == Nej °© — L oo | |
TechnicalFramework —  # @ — L oo | | ® —  #Neo
— - Note< = -8  — - S Y. L == Nef ©
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18.1.1. Patient Identity Feed [ITI-8]
18.1.1.1. Loy |
18.1.1.1.1. Patient Identity Source = < 2 —

ADTo e ¥D ©

IHE -J-A-G0001 V2.0

A01,A04,A05% |4 A0S

. ~0P¥DO

Patient Identity Source %8 Patient Identity Feed [ITI -8]& =V —8 -|——- -8
Ommz fi 1  A{V E- ~oe¥d ot 181111—fe~ A{°>
18.1.1.1.1 Patient Identity Source = < 2 — . ~0P ¥D O
Field Name Opt Value Constraints
Event EV(llOllO,I?CM, APatient Recor do)
EventID M 4 . .
AuditMessage/ EV(110110,HEJ, APati ent Recordo)
o (notet)
Eventldentification
. A01,A04,A05— rca ()
EventActionCode M
A08— rua ()
EventDateTime M wZ fi J % =V 9 RFC3881— - e-
EventOutcomelndicator M -z fi ) — 8 i A9 RFC3881— - e
EventTypeCode M Ev(f8ad, Al HE Transactionso,

Source (Patient Identity Source Actor) (1)

Human Requestor (0..n)

Destination (Patient Identifier Crossference Manager or Document Registry) (1)

Audit Source (Patient Identity Source Actor) (1)

Patient (1)
Where:
s HL70 ¢ %D o— AN t 4
ource UserlD M v Patient Identity Souree D °5 o # t 4
i = TM_" 9
AuditM ge/
Acti - M
ctiveParticipant N 50 i ov Toiod oo fi oV +
; n “ I o . -~ o o - o
AlternativeUserID U 2 : 4| = TM_" k. t®ID ®
(note?)
¢d a4 oV gV | ke Y@= °
UserName U
RFC3881— - e?o
UserlsRequestor M RFC3881— - e°®
EV(110153, DCM, #fASourceo)
n
RolelDCode M s
EV(110153, DROIMPO)iSour ce
(notel3)
. v o fi (DNSE D + — 8 Alo0
NetworkAccessPointTypeCode M "( * L
IP= » o— 8120
. EPJ:dDerciOWmfiir A ID vofitdr Lo
NetworkAccessPointlD M 5 | P »" ® ° RFC3881— - eo
Human UserD M J'fimeo TfiL v —ID°
Requestor
(if known) AlternativeUserID U RFC3881— - e-?
AuditMessage/
ActiveParticipant UserName U RFC3881— - eo
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UserlsRequestor M RFC3881— - e°
—1 ' fimeo THd -= ™M ® —
RolelDCode U 1_ J ) fi @ fi {~ > @ — Access Control
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
L — 2%kd s ki 236 i~
Destination HL7o € 73 o= e ke T t
4 v Patient Identifier Croseeference Managet <o |
_ UserID M . 1=
AuditMessage/ Document Registry- ID °§ o # td=
ActiveParticipant TM-“ 9
M
AlternativeUser|D TJ RFC3881— - e’
(note?)
UserName U RFC3881— - e-?
UserlsRequestor M RFC3881— - e-?
EV(110152, DCM, fAiDestinati ono)
n
RolelDCode M _ . .
EV(110152, DCRbelDBPDestinati on
(noted)
. v o fi (DNSE D+ — 8 [ 1A
NetworkAccessPointTypeCode M .
IP= » o— 8 I 2A
NetworkAccessPointID M teiide-ctowmliJ- A{ID vefitdr L
=0 | IP=»" ® ° RFC3881— - eo
. U
Audit Source
. n . ® c Y+ —" gD -0 ID°
AuditMessage/ AuditSourcelD M RFC388L - e
AuditSourceldentification
(noteb)
AuditEnterpriseSitelD U RFC3881— - e:?
AuditSourceTypeCode U RFC3881— - e’
Patient ParticipantObjectTypeCode M EV(1)( )
(AuditMessage/ .. .
ParticipantObjectidentiication) ParticipantObjectTypeCodeRole| M EV(1)( )
ParticipantObjectDataLifeCycle U RFC3881— - e?
ParticipantObjectIDTypeCode M EV2,RFG3 881, fAPatient Number o)
ParticipantObjectSensitivity ] RFC3881— - e?
ParticipantObjectiD M HL7 CX - H ID
ParticipantObjectName U RFC3881— - e?
ParticipantObjectQuery U RFC3881— - e?
. . . Type=MSH10 ( » ' i ), Value=MSH10— o ¢ ¥
ParticipantObjectDetall Mol Socfiwfia— L base6s «fi «3» v L—
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notel:  TechnicalFramework / s EV( 110110, DCM, ,&Patrifen] R e cauzdid )3 » [ DICOM  #
s o = ™y Mo S ccmmzfi/ 6245 EV(110110, | HEJ, £iPrat i dnftt sEe¢ DICOM 0 )
< — LA

note2:  TechnicalFrameworks / s My < ¢ §/ = ™ 356 DICOM £/s Uy < s 4/ = mf 9 DICOM ~ s Ug ~

449

note3:  TechnicalFrameork # / ¢ « 5 » %/ Sourceld < s 4= ™) 3%sDICOM £/ ¢2 %/ SourceRole IDA < o f
= ™f 9 DICOM -~ =/ SourceRole IDd -~ A4 *

noted:  TechnicalFramevork # / & ¢ 2 4 %4 Destination] < s 4= ™) 3%sDICOM £/ ¢ %4 Destination Role I
sof =™)9DICOM  ~ =/ DestinationRole Il - 44 ¢

notes:  TechnicalFramework / s Uy < s §/ = ™ 356 DICOM Z/s Mo < s 4/ = ™9 DICOM ~ =5 Mo ~

449

18.1.1.1.2. Patient Identifier Cross-reference Manager L <2 | Document Registry = « 2 — . ~0
P¥D O
Patient Identifier Cross -reference Manager L <9 | Document Registry = < 2 %8 Patient
Identity Feed [ITI -8]4 eV —8 +—+ v ¥ Oumz fiJ 4L AV E- L -0
e ¥d ot 181112—|fe~ A

18.1.1.1.2 Patient Identifier Cross -reference Manager = « 2 — . ~0P¥D O
Field Name Opt Value Constraints
Event EV(110110,I?CM, AfPatient Recor do)
n
; EventID M
AuditMessage/ EV(110110/HEJ, fPati ent Recor do)
Eventldentification
(notel)
. A01,A04,A05— rca ()
EventActionCode M
A08 — rua ()
) -z fi J % < °
EventDateTime M
RFC3881— - e?
. [ 74 fi J — 8 4L A°
EventOutcomelndicator M
RFC3881— - e-?
EventTypeCode M EvV(f8ada, AIHE Transactionso, f

Source (Patieridentity Source Actor) (1)

Destination (Patient Identifier Croseference Manager or Document Registry) (1)

Audit Source (Patient Identifier Crossference Manager or Document Registry) (1)

Patient(1)
Where:
HL7o e ¥3 o— 2 S R
I
Source UserID M 4 v Patient Identity Source D °5 o #
AuditMessage/ ? J|| = TM-" 9
ActiveParticipant
AlternativeUserID U RFC3881— - e-?
UserName U RFC3881— - ec@
UserlsRequestor M RFC3881— - e?
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EV(110153, DCM, fiSourceo)
i

RolelDCode M 5 .
EV(110153, DCMfi S o uRole 80 )
(note2)
. v o fi (DNSE D + — 8 [ 1A
NetworkAccessPointTypeCode M A
IP= " ®— 8 27
. Eel:Des et @OWmfiJ - A ID vefitor L
NetworkAccessPointID M o | P-»" ® ©° RFC3881— e
Destinati HL70 © ¥D o— %Bd ekt 2o T 1
estination UserlD M Vv Patient Identifier Crosgeference Managet -2 | Document
i 9 d = ™] 9
AuditMessage/ Reglstry— ID 8 9 # ! -I| — -”
M
ActiveParticipant : n e Dol o @YbE. ~a—. Dol o0 Dvofiao @vt
AlternativeUserID U # td=™|k. ¥@ID*
(noted)
UserName U RFC3881— - e?
UserlsRequestor M RFC3881— - e’
EV(110152D C M, fiDestinationo)
n
RolelDCode M _ . .
EV(110152, DCRbelDiPestinati on
(noted)
. v o fi (DNSkE D r — 8 1A
NetworkAccessPointTypeCode M ,( k
IP= » o— 8 [ 2A
. Eel:dcsct@OWmfiJ- A ID vefitdor L
NetworkAccessPointID M o | P- )" ® ©° RFC3881— - eo
; U
Audit Source .
n
AuditSourcelD o @Y+ —" A1 -0 ID?
AuditMessage/ M
) - (noteb)
AuditSourceldentification
. . . £EPJ:De — o) ° @Y — 9
AuditEnterpriseSitelD U AuditSourcelDL A-|| JLEe oo
° @Y F — 2 mmk °©
AuditSourceTypeCode ] )

RFC3881— - e°®
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Patient ParticipantObjectTypeCode M EV(1)( )
(AuditMessage/ ParticipantObjectTypeCodeRole| M EV(1)( )
ParticipantObjectldentificati
ParticipantObjectDatalLifeCycle U RFC3881— - e’
on)
ParticipantObjectiIDTypeCode M EV(2,RFG3 881, fiPatient Numbero)
ParticipantObjectSensitivity U RFC3881— - e°
ParticipantObjectID M HL7 CX - H ID
ParticipantObjectName U RFC3881— - e’
ParticipantObjectQuery U RFC3881— - e°
. . . Type=MSH10( v ' i ), Value=MSH10— o ¢ ¥
ParticipantObjectDetail M Y odtiviia— L pase6s «fi €2 oy L_

Z

%/ SourceRole Id < o /

@gUgl_

%4 Destination Role 122

notel:  TechnicalFramework / s EV (110110, DCM, ,&Patrifent] R e cauzdio )e > » /| DICOM

2 = ™y ™o S cSmmzfi/ €225 EV(110110, | HEJ, £iRot i &nftu sR€ OICOM 0 )

< — LA

note2:  TechnicalFramwork # / & « 5 » % Sourcels ¢4 =™f3%6DICOM £/ ¢35

= ™f 9 DICOM - ~/ SourceRole IDA - 44 ¢
note3:  TechnicalFramework# / s My s 7 7/ = ™ 3¢ DICOM £/sUs < + 4= m™f9DICOM  ~

a4

noted:  TechnicalFrameork # / & ¢ 3 » 34 Destinatiods 7 #/ = ™J %¢DICOM  #/ ¢ s

sof =™)9sDICOM -~ -/ Destination Role Il - 44/ ¢
notes:  TechnicalFramework / s Us < ¢4/ = ™f 38 DICOM #/sMs s ¢34 =™f9 DICOM -

a4
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18.1.1.2.
18.1.1.2.1. Patient Identity Source = < 2 —

ADTwo P ¥D ©

IHE -J-A-G0001 V2.0

A40

. ~0P¥DO

Patient Identity Source %8 Patient Identity Feed [ITI -8]4& =V —8 -|——- -8
Ommz fi 1  A{V E- ~oe¥d ot 181121—fe~r A{°
18.1.1.2.1 Patient Identity Source = < 2 — . ~0P ¥D O
Field Name Opt Value Constraints
Event EV(110110,I?CM, AfPatient Recor do)
n
" EventID M
AuditMessagef EV(110110/HEJ, fiPati ent Recor do)
Eventldentification
(notel)
) — roa ()
EventActionCode M
— rua ()
EventDateTime M -z fi J % =V 9 RFC3881— - e°
EventOutcomelndicator M -z fi ) — 8 i A9 RFC3881— - e?
EventTypeCode M EV(f8ada, Al HE Transactionso,

Source (Patient Identity Source Actor) (1)

HumanRequestor (0..n)

Destination (Patient Identifier Croseference Manager or Document Registry) (1)

Audit Source (Patient Identity Source Actor) (1)

Patient (1)
Where:
HL7o e ¥3 o— 2 N S A
I . .
Source UserlD M 4 v Patientidentity Source- D °5 o #
AuditMessage/ ! JI| = TM‘" °
ActiveParticipant M
. n L D01l o @YE. ~—. Dci 0Q Dwsfiao @¥F
AlternativeUserID U 2 : 4| = TM_" k. t@ID°
(note2)
¢d a4 oV gV | ke Y@= °
UserName U
RFC3881— - e’
UserlsRequestor M RFC3881— - e-o
EV(110153, DCM, fASourceo)
RolelDCode M “ s
EV(110153, DROMPO)iSource
(notel3)
) v o fi (DNSE D+ — 810
NetworkAccessPointTypeCode M A o
P " ®— 820
. EPJ:dDersciOWmiisr- A{IDv-fitdr Lo
NetworkAccessPointlD M 5 | Pe »" ® 9 RFC3881— - es
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Human UserlD M Jifimeo Tfid -V —ID®
Requestor (if | AermativeuseriD u RFC3881— - e°
known)
UserName U RFC3881— - e-?
AuditMessage/
ActiveParticipant UserlsRequestor M RFC3881— - e-®
' fimeo Tl e= ™" © —
RolelDCode U C— i fi ) Access
Control— 9
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
. . — 2%d w kT vy T~
Destination HL7o € 25 0= ald ek 20 T '
4 v Patient Identifier Croseeference Managet <o |
, UserID M ) 0=
AuditMessage/ Document Registry- ID %g o # td=
ActiveParticipant TM-" 9
AlternativeUserID U RFC3881— - e?
UserName U RFC3881— - e°
UserlsRequestor M RFC3881— - e’
EV(110152, DCM, fDestinationo)
n
RolelDCode M - . .
EV(110152, DCRbelDiPestinati on
(noted)
. v o fi (DNSE D + — 8 1A
NetworkAccessPointTypeCode M ,( k
IP= » o— 8 [ 2A
. EePJ:der vt OWmifisr- A D vefitdr L
NetworkAccessPointID M o | P- )" ® ©° RFC3881— - eo
: U
Audit Source N . - - @Y+ —" 53 -0 ID°
AuditMessage/ AuditSourcelD M RFC3881— - e>9
AuditSourceldentification
(noteb)
AuditEnterpriseSitelD U RFC3881— - e’
AuditSourceTypeCode U RFC3881— - e-?
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Patient

(AuditMessage/
ParticipantObjectldentificati

on)

ParticipantObjectTypeCode EV(1)( )
ParticipantObjectTypeCodeRole EV(1)( )
ParticipantObjectDataLifeCycle RFC3881— - e°

ParticipantObjectiIDTypeCode

EV(2,RFG3 88 1,

AiPatient

Number o)

ParticipantObjectSensitivity RFC3881— - e°?
ParticipantObjectID HL7 CX - H ID
ParticipantObjectName RFC3881— - e°
ParticipantObjectQuery RFC3881— - e°?
Type=MSH10 { w ' i ), Value=MSH10— o ¢ ¥
ParticipantObjectDetall

D odfivfie—

L pase6st «fi « 2 » =V L—

notel:  TechnicalFramework / s EV( 110110, DCM, oEPatrifeen™f sR e camizdio )e > s /[ DICOM  #

W ERORE S cSmmzfi/ €21, EV(110110, | HEJ, %4iRoti affty SR OICOM 0 )
< — AL A // 9
note2:  TechnicalFrameworks / s My < s §/ = ™ 356 DICOM £/s Uy < s 4/ = ™f 9 DICOM - =5 Uy ~
a4

note3:  TechnicalFrameork # / ¢ « 5 » %M Sourcels 74/ = ™f %5DICOM  #/ ¢ %/ SourceRole IA < o f
= ™f 9 DICOM  ~ ~/ SourceRole IDA - 44 ¢

noted:  TechnicalFramevork # / & ¢ 2 4 % Destinatiodls ¢ /= ™/ 3%éDICOM  #/ ¢34 34 Destination Role 12
sof =™)9sDICOM -~ -/ DestinationRole Il - 44/ ¢

notes:  TechnicalFramework / s Us < ¢ 3/ = ™f 3% DICOM £/, Mo < ¢ =™f¢ DICOM - =5 Mg ~

a4
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18.1.1.2.2. Patient Identifier Cross-reference Manager L <2 | Document Registry = « 2 — -

P¥D O

IHE -J-A-G0001 V2.0

Patient Identifier Cross -reference Manager L -2 | Document Registry = « 2 38 Patient

Identity Feed [ITI-81&  ~v —s - -t @mmzfisdt A{VE- L -0
e¥d o 181122—|fe- Ao
18.1.1.2.2 Patient Identifier Cross -reference Manager = « 2 — . ~0P¥D O
Field Name Opt Value Constraints
Event EV(110110,I?CM, AfPatient Recor do)
n
; EventID M
AuditMessage/ EV(110110/HEJ, fiPati ent Recor do)
Eventldentification
(notel)
. - roa ()
EventActionCode M
- rua ( )
. -z fi | % =V o
EventDateTime M
RFC3881— - e?
) -z fi J — 8 4L Ao
EventOutcomelndicator M
RFC3881— - e-?
EventTypeCode M EV(f#8a, TiddEsacti onso, fAPatie

Source (Patient Identity Source Actor) (1)

Destination (Patient Identifier Croseference Manager or Document Registry) (1)

Audit Source (Patient Identifier Crossference Manager or Document Registry) (1)

Patient(1)
Where:
HL7o e ¥3 o— 2 N S R
I . .
Source UserlD M 4 v Patient Identity Source D °5 o #
AuditMessage/ ? J|| = TM-" 9
ActiveParticipant M
n
AlternativeUserID u RFC3881— - e’
(note2)
UserName U RFC3881— - e°®
UserlsRequestor M RFC3881— - e°®

EV(110153, DCM, #fASourceo)
RolelDCode M % .
EV(110153, DOMPO)iSour ce
(noteld)
. v o fi (DNSE D + — 8 1A
NetworkAccessPointTypeCode M "( E
IP= » o— 8 [ 2A
: " - fi [l o fi L
NetworkAccessPointiD M EeJ:id. ¢ OW mmli ) A D vefitor

<2 | IP=»" ® 9 RFC3881— -~

e °
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. . - 2%Fd w kT vy T~
Destination HL7o € %5 0= Ak o T !
4 v Patient Identifier Croseeference Managet <o |
. UserlD M : 1 =
AuditMessage/ Document Registry- ID °5 o # 14 =
ActiveParticipant TM-" 9
M
. n D0l o @YE. ~a—. D0l 0oQ Dvofi=o @vF
AlternativeUserID u 2 : Jl| = m_“ k. t®ID®
(note2)
UserName U RFC3881— - e°
UserlsRequestor M RFC3881— - e°?
EV(110152, DCM, fAiDestinati ono
RolelDCode M 5 _ . :
EV(110152, DCRbelDiPestinati on
(noted)
v o fi (DNSE D + — 8 1A
NetworkAccessPointTypeCode M "( x
IP= o— 8 [ 2A
NetworkAccessPointID M telide--towmlij- A{ID v-fitorl
=0 | IP= " ® 9 RFC3881— - e-®°
. U
Audit Source
. n . ® °c @Y+ —" Ad <0 ID?
AuditMessage/ AuditSourcelD - RFC3881— - e
AuditSourceldentification
(noteb)
AuditEnterpriseSitelD U RFC3881— - e-°
AuditSourceTypeCode U RFC3881— - e-°
Patient ParticipantObjectTypeCode M EV(1)( )
(AuditMessage/ e .
ParticipantObjectidentifcatior) ParticipantObjectTypeCodeRole M EV(1)( )
1 -
. . . OKOVe! —¢D 2 wmllOwmei ®vD ©— ID?
ParticipantObjectDataLifeCycle U K n
RFC3881— - e?
ParticipantObjectlDTypeCode M EV(2,RFG3 881, fPatient Number o)
. ) . ParticipantObjectiD>- A w' - 2 - o
ParticipantObjectSensitivity U P J -"
RFC3881— - e?
ParticipantObjectiD M HL7 CX - H ID
. . OKOVe ) —umfi ®2fi ®@— o
ParticipantObjectName U
s -" 9
ParticipantObjectQuery U not specialized
. . . Type=MSH10 ( v ' i ), Value=sMSH10— o © ¢
ParticipantobjectDetail Mol S odfivfia— A basesst «fi ¢35 v Lo

notel:  TechnicalFramework / s EV( 110110, DCM, o&Patrifeen™f sRe camzdio )e > s /[ DICOM  #
s 5 = ™y ™9 S ccwmzfi/) €225 EV(110110, | HEJ, #iPot i dpftu sB€ OICOM 0 )
< — L4

note2:  TechnicalFrameworkZ / s Mo < s 3/ = ™ 35 DICOM £/s U < s 5/ = ™) 9 DICOM - =5 Uy ~

a4

note3:  TechnicalFrameork # / & ¢ > %I Sourcels ¢35 = ™f3%8DICOM £/ ¢35 %I SourceRole IA < o f
= mf 9 DICOM - =/ SourceRole IDd - 4 4¢
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noted:  TechnicalFramevork # / & ¢ 2 4 %4 Destination] < s 4= ™) 3%sDICOM £/ ¢ %4 Destination Role I
sof =™)9DICOM  r~ =/ DestinationRole Il - 44 ¢

notes:  TechnicalFramework / s Us < ¢+ 4/ = ™f 356 DICOM £/s My < s 4/ = ™j 9 DICOM - =5 Mo ~

a4

18.1.2. PIX Query [ITI-9]

18.1.2.1. Patient Identifier Cross-reference Consumer = « 2 — . ~0P %O
Patient Identifier Cross -reference Consumer = « 2 %8 PIX Query [ITI -9]4& -V —8
+—r -t ommzfisdt A{VE- . 20e¥dod 18121—|fer AA°
18.1.2.1 Patient Identifier Cross -reference Consumer = « 2 — . ~0P %D O
Field Name Opt Value Constraints
Event EV(110\112, DCM, fAQueryo)
EventID M 4 R
AuditMessage/ EV(110117HEJ, APl X) Quer yo
o (notel)
Eventldentification
EventActionCode M AEoO
. -z fi ¥ =V °
EventDateTime M
RFC3881— - e?9
. [ 74 fi J — 8 4L A°
EventOutcomelndicator M
RFC3881—~ r~ e?9
EventTypeCode M EV(fgadr,] Al HE Transactionso, 0
Source (Patient Identifier Crossference Consumer) (1)
Human Requestor (0..n)
Destination (Patient Identifier Crossference Manager) (1)
Audit Source(Patient Idenfier Crossreference Consumer) (1)
Patient (0..n)
Query Parameters(1)
Where:
HL70p 83 o— %l e kT 2o THie g
Source UserID M 4 v Patient Identifier Crosesference Consumer D °
AuditMessage/ 8 9 # ! J|| = TM-“ 9
ActiveParticipant M
. 7 D0l o @YF. a—. Doi o0 DJvofiao @Vt
AlternativeUserID u 2 . J|| - TM_" k. ¢ @D ©
(note2)
UserName U RFC3881— - e-
UserlsRequestor M RFC3881— - e-®
EV(110153, DCM, #fASourceo)
RolelDCode M % .
EV(110153, [ROMDP)ASource
(notel3)
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) v o fi (DNSE D + — 8 [ 1A
NetworkAccessPointTypeCode M A
IP= » o— 8 [ 2A
. EPJ:dDerciOWmiisr-r A{ID vofitdr L
NetworkAccessPointlD M -5 | P- »" ® ©° RFC3881— - es
Human UserlD M Jlfimes TH AL oV — ID®
RequeStor (If AlternativeUserID U RFC3881— - e-®
known)
UserName U RFC3881— - e°®
AuditMessage/
ActivePartcipant UserlsRequestor M RFC3881— - e-?
— i o T d = ™ - o —
RolelDCode U L= fime. fi ) Access
Control— 9
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
A HL7o e %D o— Z) I S IR (I :
Destination i -
estinatio UserlD M 4 v Patient Identifier Croseeference Manager ID °
AuditMessage/ 8 9 # ! J|| = TM-" 9
ActiveParticipant
AlternativeUserID ] RFC3881— - e°?
UserName ] RFC3881— - e°?
UserlsRequestor M RFC3881— - e?
EV(110152, DCM, #fDestinationo
n
RolelIDCode M 9 . .
EV(110152, DCRbelDipPestinati on
(noted)
. v o fi (DNSE D+ — 8 [ 1A
NetworkAccessPointTypeCode M B
IP= » o— 8 [ 2A
) EEJ:der i OWmfi)r A D vefitdr L
NetworkAccessPointID M -5 | P- )" ® ©° RFC3881— - es
: U
Audit Source
. n . - °c @Y+ —" Ad <0 ID?
AuditMessage/ AuditSourcelD ” RFC3881 - e
AuditSourceldentification
(noteb)
AuditEnterpriseSitelD U RFC3881— - e-?
AuditSourceTypeCode U RFC3881— - e-?
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Patient

(AuditMessage/
ParticipantObjectldentificati

on)

ParticipantObjectTypeCode EV(1)( )
ParticipantObjectTypeCodeRole EV(1)( )
ParticipantObjectDataLifeCycle RFC3881— - e°

ParticipantObjectiIDTypeCode

EV(2,RFG3 88 1,

APatient Number 0)

dDodcfivfia

ParticipantObjectSensitivity RFC3881— - e°?
ParticipantObjectID HL7 CX - H ID
ParticipantObjectName RFC3881— - e°
ParticipantObjectQuery RFC3881— - e°
ParticipantObjectDetall RFC3881— - e°
Query ParticipantObjectTypeCode EV(2) - evr
Parameters ParticipantObjectTypeCodeRole EV(24) query
(AuditMessage/
ParticipantObjectldentificati ParticipantObjectDataLifeCycle RFC3881— - e°
on)
ParticipantObjectiDTypeCode EV(fidor,l Al HE Transactionsod, 0
ParticipantObjectSensitivity RFC3881— - e?
ParticipantObjectSensitivity RFC3881— - e°
ParticipantObjectName RFC3881— - e°
base64 vV 0 ©oe ¥d 0 MSHs QPD
ParticipantObjectQuery
yaq@fisd 3 °
Type=MSH10 ( w ' i ), Value=MSH10— o ¢ ¥
ParticipantObjectDetall

L base64t «fi « 2 » v L—

TechnicalFramework /s EV( 110112,

—V bz i/ ¢34 # & DICOM #

Ao ff =6 mmzfis ¢35 EV(110117,

notet
note2
a4
note3
= ™ 9 DICOM
note4:
note5

a4

TechnicalFrameworkg / s Mo <
TechnicalFrameork £ / & « 5 »
TechnicalFrameork £ / ¢ ¢ 3 »

SQ/ETM//QchoM -

TechnicalFramework / s Uy <

I =/~ SourceRole IDA ~

DLCM,

%/ Sourced <

34 Destinatio <
=/~ Destination Role I3 ~

A w4 3 BDICOM # —/ Query) mmz fi / | DICOM —

wf, a— o~ s fimeo ThiZ ohe3i s %

| HBJL 0P| X-2@ICOMY 0 ¥ — L4
£/sUss  s4=m™fsDCOM  ~ =5 Ug

¢+ 5 = ™ 3¢ DICOM

¢+ 5 = ™f 356 DICOM
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18.1.2.2. Patient Identifier Cross-reference Manager = « 2 — . 0P %D O
Patient Identifier Cross -reference Manager = « 2 %8 PIX Query [ITI -9]& -V —8
+—v -t mmzfisdt A{VE- L ~0e¥do0d 18122—|fe~ AA°
18.1.2.2 Patient Identifier Cross -reference Manager = « 2 — . ~0P ¥D O
Field Name Opt Value Constraints
Event EV(110\112, DCM, AfQueryo)
n
; EventID M
AuditMessage/ EV(110117JHEJ, API X Quer y o)
Eventldentification
(notel)
EventActionCode M AEO
. [ 74 fi 1 3% = 9
EventDateTime M
RFC3881—- r~ e?
) - fi ) — 8 L Ao
EventOutcomelndicator M
RFC3881-— r~ e?®
EventTypeCode M EV(fdoar, Al HE Transactionso,
Source (Patient IdentifieCrossreference Manager) (1)
Destination (Patient Identifier Crossference Consumer) (1)
Audit Source (Patient Identifier Crossference Manager) (1)
Patient (0..n)
Query Parameters(1)
Where:
HL7o e ¥3 o— 2 S S R
Source UserlD M 4 v Patient Identifier Croseeference Consumer ID °
AuditMessage/ 8 9 # 1 J|| = T""-“ 9
ActiveParticipant
AlternativeUserID ] RFC3881— - e°?
AL - . % o— 9
UserName ] VK N
RFC3881— r~ e?®
UserlsRequestor M RFC3881— - e-?
EV(110153, DCM, fASourceo)
RolelDCode M % .
EV(110153, DOMPO)iSour ce
(note2)
o fi ODNSE 2+ — 8T 1A
NetworkAccessPointTypeCode M ve 5 EOF
Ps »" ®— 8T 2A
. EPJ:dDerciOWmlfisr-r A{ID vofitdr L
NetworkAccessPointID M -5 | P- »" ® ©° RFC3881— - e
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Lo HL70 ¢ ¥3 o— ekt 220 e :
Destination UserID M 4 v Patient Identifier Croseeference Manager- ID °
AuditMessage/ s 9 # ? J|| = TM_" 9
ActiveParticipant M
. n D0l o @¥F. ~—. D01l 00 D¥sfiao @vr
AlternativeUserID u 2 : Jl| = m_“ k. t®ID®
(noteld)
UserName U RFC3881— - e°?
UserlsRequestor M RFC3881— - e°
EV(110152, DCM, #fDestinationo
RolelIDCode M " - . .
EV(110152, DCRbelDiPestinati on
(noted)
v o fi (DNSE D + — 8 [ 1A
NetworkAccessPointTypeCode M "( k
IP= o— 8 [ 2A
. Eel:dcsct@OwWmfiJ- A D vofitdr L
NetworkAccessPointID M o | P- )" ® ©° RFC3881— - eo
; U
Audit Source
. n . - °o @Y+ —" 8D <0 ID°
AuditMessage/ AuditSourcelD M RFC3881— ~ e°®
AuditSourceldentification
(noteb)
AuditEnterpriseSitelD U RFC3881— - e-?
AuditSourceTypeCode U RFC3881— - e-?
Patient ParticipantObjectTypeCode M EV(1)( )
(AuditMessage/ e .
ParticipantObjectidentificat ParticipantObjectTypeCodeRole M EV(1)( )
on)
ParticipantObjectDataLifeCycle U RFC3881— - e?
ParticipantObjectlIDTypeCode M EV2,RFG3 881, fAPatient Numberd)
ParticipantObjectSensitivity U RFC3881— - e°
ParticipantObjectID M HL7 CX - H ID
ParticipantObjectName U RFC3881— - e?
ParticipantObjectQuery U RFC3881— - e°®
ParticipantObjectDetail U RFC3881— - e?
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